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Overview

What is WiMAX/802.16?

• IP‐based mobile and wireless access
– Internet access 

– VoIP

• Secure communications

• Handover between networks of different 
technologies and management authoritiestechnologies and management authorities

• Broadband in remote areas
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Point‐to‐multipoint Topology:
Links and Connections 
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Mesh Mode Links and Connections 

BS

MS 1 MS 2

a

b

b

c

d

d

e

e

f

f

BS

MS 1 MS 2

MS 4MS 3
f

f

MS 4MS 3



6/6/2008

4

Layered Architecture

SAP IP Packet ATM Cell...
MAC 

Convergence

Common Part

Security

Convergence...

SAP MAC SDU

Security

Physical

SAP MAC PDU

Frame

WiMAX Service in Canada

• Option 1: Fixed

– Technician installed outdoor modem– Technician installed outdoor modem

– Rural area coverage

– Download speed 2 Mbps; Upload speed 256 kbps

– $50 monthly

• Option 2: Nomadic

– Portable wireless modem

– Download speed 512kbps or 3Mbps; Upload speed 
128kbps or 384 kbps

– $45 or $60 monthly
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WiMAX/802.16 vs WiFi/802.11

WiMAX WiFi

Regulation (Un)licensed Unlicensed

Range in Kms in Meters

Rate Exclusive Mbps Shared Mbps

Access FDD, TDD, TDMA CSMA/CA

Service Connection Best effort (opt. ack)

Physical Layer
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Why is WiMAX faster?

• Bandwidth Shannon’s Equation

• Power

• Sensitivity

• Modulation ⎟
⎠
⎞

⎜
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Power

Sensitivity
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Modulation

Standard

Orthogonal Frequency Division Multiple Access (OFDM)

Framing
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MAC Layer

MAC Layer Concepts

Direction:
{DL UL} SA

MS BSMAC Addr
(64 bits)

{DL,UL} SA

Connection

CID
(16 bits)

Kind:
{Mgnt, Trans}
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Management Connections
Type Usage When SA

DL Basic Short & 
urgent 

mgnt msgs
MS init

time
NoneUL Basic

DL Primary Delay 
tolerant 

mgnt msgs
UL Primary

DL Secondary IP encap 
mgnt msgs
(e.g. DHCP, 
SNMP, TFP)

MS init 
time 

(optional)

Primary
UL Secondary

WiMAX/802.16 Security Model
AK

seq. num. : 0..15
lifetime:

1 1

1..21..2

MS BSX.509
1 1

Primary SA
1 1 1 1

1 11 1

Static SA

0..n
0..n 0..n

0..n

Dynamic SA

0..n

0..n 0..n

0..nNetwork Entry

• Authorization
Registration

KEK
1..2 1..2

HMAC Key

direction: 
{up, down}

1..4 1..4

• Registration
• Connection 

Establishment
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Authorization and
Connection Establishment

BS MS

DATA

BS MS

Manufacturer’s
X.509 Certificate

MS’s
X.509 Certificate
(MS Public Key)

Verify
Manufacturer’s

Certificate

DATA
CONNECTION

ESTABLISHMENT

Create New
Data Connection

[optional]

Create Connection

AUTHORIZATION

EMSPubKey(AK)

Verify MS
Certificate

AUTHORIZATION
COMPLETE

EKEK(TEK)

DATA
CONNECTION
ESTABLISHED

EK(M) =  Message M encrypted with Key K

ETEK(Data)

Threat Analysis:  The Idea
• Determine principal threats to WiMAX/802.16

– Threat to Authentication: Masquerading

h C fid i li d i– Threat to Confidentiality: Eavesdropping

– Threat to Integrity: Message Modification

• Choose threat analysis methodology
– European Telecommunications Standards Institute

• For each threat:
– Evaluate risk factors on a scale of severity

– Combine risk factors to rank overall risk
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ETSI Risk Assessment
• Overall Risk Assessment:

– Critical, Major, Minor
Likely

HighMediumLow

Impact

Critical
risk

• Risk Factors:
– Likelihood of threat occurrence

– Impact on user or system

Major risk

Minor risk
Unlikely

Possible

• Likelihood Assessment Factors:

– Motivation of attacker
– Technical difficulty

D
ifficulty

WiMAX/802.16 Threat Analysis
Threat Security

Measures Likelihood Impact Risk

Eavesdropping
M t M None Likely

Medium Major

Management Msgs

Eavesdropping
Data Traffic Msgs

DES-CBC,
AES-CCM

o e

Device List

e y

Unlikely

Likely

High

Medium

Medium

High

Minor

Critical

Critical

Major

Major

Masquerading
MS:  Identity Theft
BS:  Rogue Station

X.509 certificate

EAP

Possible

Unlikely

Possible

Medium

High

Medium

High

Major

Minor
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