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Web authentication in practice

1. Password-only

2. Two-factor

3. Complementary techniques, e.g.,

• cellphone SMS

• personal identification questions
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Mandating two-factor authentication
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Failure of two-factor authentication
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Problems of web authentication

1. Most machines are untrustworthy

2. How to use an online service in the presence of:

• keyloggers and rootkits

• phishing, pharming, and DNS poisoning

• session hijacking

Users are losing trust on the web.
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Defences provided by MP-Auth

1. Keyloggers: separate long-term password input from host machines

2. Phishing: encrypt a password with the target website’s public key

3. Session hijacking: enable transaction confirmation
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Overview of MP-Auth

1. User U loads her bank’s (S) public key to her cellphone M

2. U goes to the bank’s website using a browser B

3. U inputs her password P to M

4. M encrypts P using S ’s public key, and sends the result to B

5. B forwards the encrypted P to S, and S replies with success or fail
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MP-Auth steps

Untrusted Client 
Browser (B)

Cellphone (M)

User (U)

Server (S)

1 2. SSL tunnel

4
6

5 8

3
7

9

4. M ← B : IDS, RS

6. M → B : {RM}
ES

, {f(RS), IDU , P}KMS

9. M ← B : {f(RM )}KMS

here,KMS = f(RS , RM )
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MP-Auth: transaction confirmation

M oo

{T, RS1}KMS

B oo

{{T, RS1}KMS
}KBS

S

M
{f(T, RS1)}KMS

// B
{{f(T, RS1)}KMS

}KBS
// S

➠ T : “Pay $25 to Verizon”, RS1 is nonce, KBS is an SSL key

➠ Do we need to confirm all transactions?

• maybe not
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MP-Auth security

➠ Formal proofs: ✗

➠ BAN-like overview: X

➠ AVISPA protocol analysis tool: X

http://www.scs.carleton.ca/~mmannan/mpauth/
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Attacks against MP-Auth

1. Malware on a personal device

2. Common-password attack (re-used across websites)

• PwdHash [7] might help

3. Social engineering

• “Please enter your password on the browser”
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Addressing malware on a personal device

1. Digitally signed software update

2. Limited functionality devices

• better than hardware tokens?

3. TCG’s Mobile Phone Work Group (MPWG)

4. virtualized Trusted Platform Module (vTPM [8])
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MP-Auth implementation

1. Prototype: web server, Firefox extension, desktop client, Java MIDlet

2. No modifications to the web server or browser code

3. Usable performance

• MP-Auth login is almost eight times slower than SSL login,

but still less than a second

• entering a userid and password takes much longer time
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Comparing MP-Auth with existing literature

Protection against Requirement

Session-

hijacking

Phishing Key-

logging

Trusted

proxy

On-

device

secret

Trusted

PC OS

Malware-

free

mobile

MP-Auth X X X ✗

Phoolproof [6] X X ✗ ✗

BitE [4] X ✗ ✗ ✗

SpyBlock [2] X X X — ✗

Three-party [5] — — X ✗ ✗

Camera-based [1] X X X ✗ ✗ ✗

Web-Auth [9] X X ✗ ✗ ✗

Guardian [3] X ✗ ✗
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Concluding remarks

1. Exploit malware-free personal device to improve web security

2. Why not browse from the cellphone?

• does not solve phishing, DNS hijacking

3. MP-Auth is not foolproof – needs usability testing

• users must be careful when confirming a transaction

4. MP-Auth may reduce impact of:

• phishing, keylogging, and session hijacking
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