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The need for sharing is real
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People want to share:

— photos, contact info

— “What are you doing?”

— preferences, opinions
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Sharing Is easy

Popular techniques:

— Social networking sites, blogs

“’myspace.com‘

a place for friends

— Cheap (or free) personal web space
100GB OF ONLINE STORAGE!

included free of charge

But maintaining “privacy” is not so easy.
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Common solutions for privacy

R e
. H ser Name: |
Popular techniques: romors |
— Passwords (distribution, retraction)
I Ocancel | I ok |

— Obscure web links

— “Friends’ circle” on social networking sites
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Privacy in social networking sites — Usabillity

1. Build the friends’ circle (without annoying others?)

’iE Find friends using your email address book

Your Email: W yahoo.ca

Email Password:

Find Your Friends

2. Viewers must join the same network as the publisher

3. Publisher is restricted to a particular site
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So your profile is “privacy-protected”

“On Facebook, 273 people know I'm a dog.
The rest can only sea my limited profile.”

— but you forgot about the “U.S. Patriot Act”
— also forgot to read the site’s privacy policy

(Facebook “beacon”, no deleting of accounts)

by
uCNE.I%‘!eRE(.)H M. Mannan  April 24, 2008 6



IMPECS

Consequences: job lost

The Joy of Tech.. by Nitrozac & Snaggy

2007 Geek Culture

joyoftech.com

Signs of the social networking times.

Iy
UCNEII:\[:!eREIOR M. Mannan  April 24, 2008 7



IMPECS

Consequences: job denied

THE INTERVIEW

Ah...
the Fairfield Blackout Drinking Team. How... prestigious.

LE Ll B B

FACEROOK.Com

You have “cleaned” your profile before an interview

— but profiles are incrementally archived
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Consequences: targeted phishing/malware

ﬂ Carleton

UNIVERSITY

Facebook Login

You must log in to see this ua“\
Fassword:
! Remember me
V‘i_: i Facebook
Adwertisees Buslnedsss Develppers About Faceboak

Secret Crush virus
spreading on Facebnnk

Malicious widget promises to
reveal who fancies you

! James Rivington ;
e 0D4Jan 200871236 GMT |
A spyware-infested third-party
widget on Facebook is spreading
like wildfire. Like some kind of
e-STI, the 'Crush’ application is
spreading malicious spyware to

young hopefuls who're looking to
find love online.

: . Den't let your heart be crushed by the latest
Facebﬂuk explmt
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Problem statement
1. How to share personal content on the web among selected peers

2. Goals:
— share only within a “circle of trust”
— deny access to strangers, web crawlers, auto-indexers

— usable security

Military-grade security is a non-goal
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Our proposal: overview
IMPECS: IM-based Privacy-Enhanced Content Sharing
— only a publisher’s IM contacts can view her web page
— IM and web servers share a user-specific key
— IM server generates a ‘ticket’ for a viewing user (contact)

— Web server validates the ticket before serving content
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Notation used in IMPECS
A, B Two IM users Alice and Bob

S;, S,  IMand web servers

ID,,  AsuserlID at S, which is unigue in .S,,’s domain

K Ay A'’s content sharing key, shared with both S, and \S;
URL 4 The URL of A’s publishing web folder on S,

R A set of access restrictions on URL 4 as imposed by A
1., = {ID sw, R} K ,, (access control ticket for viewing URL 4)
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Registering a URL in IMPECS

Publisher (A) IM Server (S;) Web Server (Sy)

Auth (between A, S.,)

Request a key for URL 4, specifying restrictions R

URL AR
=http://URL 4/ ?userid=ID 4,,&ey=K 5,,& estrictions=R

Auth (between A, \S;)

URLAR

4
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Viewing a personal URL in IMPECS

Viewer (B) IM Server (S;) Web Server (Sy)

Auth (between B, S;)

Request to access URL 4

URLAT
=http://URL 4/ ?userid=ID 4,,& i cket=T},,

URL AT

Content hosted at URL 4
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IMPECS In action

IT' | on Bl e —| = x
: Buddi A ts Tools Hel
Info for alice@ludium SEASIEA SRS SRR
= Buddies
| %) Alice
Mickname: Alice il
URL: http:/twww.ccsl.carleton.ca/~alice/?
userid=alice&ticket=07740378b55455e9ca38
fdseddas43gefds29a5407 7fcta195abbad768fd
85h34
Telephone: 613-310-2355
E-Mail: slice@ccsl.carleton.ca
Away v ‘ [
X Close l |I'rr| not here right now
——————— .

Carleton

UNIVERSITY
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IMPECS — Advantages
1. Privacy-friendly sharing
2. ‘Improved’ usability
3. Interoperability — publish ‘anywhere’

4. Decreased risks related to sharing
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IMPECS — Shortcomings

1. Must use IM
— modification of IM server source code
— may require IM client updates
— needs to run PHP scripts at the web server

2. Malicious contacts may copy and publish personal content on

public forums

3. Only as secure as the underlying IM and web protocols
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Concluding thoughts
1. Any pre-arranged grouping can be used as “circle of trust”
2. How to protect against compromised/malicious IM and web servers?

3. How to make people privacy-aware?
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Thank you ©

Question/Comments?
mmannan@cs. carl et on. ca
http://ww. ccsl.carl eton. ca
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