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Abstract

The number and variety of computer threats has fueled
a digital arms race, resulting in a complex software ecosys-
tem around malware and antivirus (anti-malware) products.
While there has been significant past work in benchmarking
antivirus (AV) products against each other, how healthy is
the overall AV software ecosystem?

Using data collected from Microsoft Windows Malicious
Software Removal Tool (MSRT) running on more than one
billion machines, we develop ecosystem health measures
based upon infection rates, product diversity, market dom-
inance, and activity status. Our study shows that while a
diverse group of products is used and the vast majority of
them are running properly, there is also significant churn in
product usage which may indicate dissatisfaction with cur-
rent products. While further work is needed to better under-
stand these patterns, this study shows the potential power
of an ecosystem health-based approach to studying AV per-
formance in practice.

1 Introduction

The multitude of security products available on the mar-
ket has evolved into a complex ecosystem that interacts with
the malware landscape. Given the increase in complexity
and diversity of both malware threats and antivirus (AV)
products, the evaluation of the latter is essential in helping
the industry develop better products that match the evolving
nature of malware and meet users’ expectation.

While typical evaluation methods are mostly focused on
single-product or comparative tests, AV products are always
evaluated on an individual basis and not as a whole. Mea-
suring the overall performance of AV products can provide

a better understanding of their global condition and help
identify issues that could not be studied using current AV
testing methods. Moreover, such evaluation can allow the
investigation of the aggregated effect, if any, of AV prod-
ucts beyond their individual contribution.

One approach is to consider AV products as software
ecosystems, that is as a collection of software solutions that
are developed and co-evolve in the same environment. The
concept of ecosystem health, which refers to the global con-
dition of an ecosystem, provides a powerful theoretical and
practical framework for monitoring system activity, identi-
fying and predicting areas for improvement, and evaluating
changes in ecosystems [2]. Applied to AV products, the
”health” of AV ecosystems can be measured as its overall
performance, that is how well it is protecting users against
specific, prevalent malware. Developing relevant indicators
such as the number and relative usage of different AV prod-
ucts, or how well maintained those installations are, could
allow to track the status of the AV ecosystem and assess its
overall condition and quality.

In this paper we report on the first study that aimed to
define and measure the health of AV ecosystems by devel-
oping scalable indicators in terms of activity, diversity and
stability. Using four months of sampled telemetry data from
Microsoft Software Removal Tool (MSRT) on millions of
computers, we analyse AV product status (whether they are
running and have up to date signatures), AV vendor diver-
sity, and AV stability in terms of protection status and secu-
rity vendor. We examine some initial testing to investigate
how those indicators relate to MSRT infection rates (of mal-
ware missed by the installed AV), discuss opportunities for
future testing and successfully identify areas that could be
improved within the AV ecosystem.

The remainder of the paper is organized as follows. Sec-
tion 2 presents the literature and related work in natural and
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software ecosystems health. In Section 3 we describe our
indicators of AV ecosystems and discuss their associations
with users’ protection in Section 4. We discuss methodolog-
ical limitations and future work in Section 5 and conclude
in Section 6.

2 Background

First introduced in the field of natural ecosystems,
Costanza [4] defines a healthy ecosystem as being ”stable
and sustainable”. While there is no universally accepted
definition and indicators, ecosystem health could be de-
fined as a combined measure of system vigor (productiv-
ity), organization (including diversity and interactions) and
resilience. Vigor or productivity refers to the capacity of
the system to sustain its activity. Organization refers to
number and diversity of interactions between components
of the system. Resilience refers to the ability of the sys-
tem to maintain its structure and activity in the presence
of stress. That is, a healthy natural ecosystem is one that
can develop an efficient diversity of components and ex-
change pathways (organization) while maintaining its ac-
tivity (vigor) over time in the face of stress (resilience).

Beyond natural ecosystems, the notion of ecosystem
health has also inspired the field of software ecosystem
(SECO), where health refers to how well the ecosystem is
functioning, that is its ability to endure and remain variable
and productive over time [12]. For example, Wynn [19] ap-
plied the concept of natural ecosystem health to develop a
framework in terms of vigor, resilience and organization to
gauge the health and sustainability of open source projects.

SECO health has also been applied with a business
ecosystem (BECO) approach, as a means of expanding de-
velopment, better positioning in the market, or increas-
ing revenues. In the BECOs health literature, the concept
of health is defined as the ability of a BECO to provide
”durably growing opportunities for its members and those
who depend on it” [7]. The notions of vigor, organiza-
tion and resilience are adopted and changed to productivity,
niche creation and robustness [7, 8, 9].

While ecosystem health has been applied to various
SECOs, such as open source software [10, 16] or hardware-
dependent software [18], it has not been used significantly
in the area of AV software. Many have talked about ecosys-
tems and ecosystem-related concepts in computer security,
particularly with regards to monocultures [6] and mecha-
nisms for automated software diversity [5]. When assess-
ing the performance of AV systems, however, the main fo-
cus has traditionally been on single-product or comparative
tests of AV systems’ ability to detect malware and ignore
benign software. Whether performed in a controlled lab en-
vironment or through field studies [15, 11], current evalu-
ation methods are limited to the individual performance of

security products.
Security vendors have also used software telemetry data

for quality assurance. However, those analysis are not in-
tended to study the overall performance of AV systems, but
rather focus on one single vendor. Closer to our research
is the work done by Blackbird et al. [3], where they used
MSRT data to evaluate the global impact of anti-malware
protection state on infection rates of protected users. To the
best of the authors’ knowledge, there has been no previ-
ous work published in the literature based on such teleme-
try data to assess the overall health of AV ecosystems. The
key contributions of this work are therefore the proposing of
measures of AV ecosystem health and assessing that health
using large-scale security software telemetry data.

3 Antivirus ecosystem indicators

The evaluation of AV ecosystems requires the develop-
ment of relevant, scalable, easy to measure and understand
indicators. In this work we propose to characterize AV
ecosystems in terms of activity, diversity, and stability. Us-
ing our indicators, we conduct a longitudinal analysis to
track the status of the global AV ecosystem over a 4-month
period.

The data was collected by MSRT, a malware cleaner util-
ity that scans computers for infections of specific, preva-
lent malicious software and helps remove these infections.
MSRT is delivered and runs every month on more than one
billion machines through Windows Update as well as being
available as a separate download from Microsoft. It is worth
mentioning that MSRT only runs on Windows and that it,
by design, only detects a subset of the malware families
covered by Windows Defender and other Microsoft anti-
malware products. Upon its execution, MSRT also calls the
Windows Security Center (WSC) API to collect informa-
tion about the protection state of computers, such as the AV
actively protecting the machine and its signature status. The
data used in this analysis was collected from June 2014 to
September 2014 on computers running Windows XP, Vista,
7, 8 and 8.1. As not all Windows users send their data to
MSRT, we randomly selected one on every ten unique com-
puters in order to limit potential effect of self-selection bias,
reducing our sample size from one billion to 100+ million
computers. Moreover, we restricted our analysis to the ap-
proximately 90% of computers that had an AV product in-
stalled, giving us a sample population of 90+ million hosts.

3.1 Activity

We define the activity of the AV ecosystem as the per-
centage of users with at least one AV product actively run-
ning with up to date signatures. Figure 1 illustrates the evo-
lution of the percentage of users having an up to date AV
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installed. Over the studied period, the activity of the AV
ecosystem ranged from 87.50% to 88.60%.

Figure 1. AV activity over the 4 months

More details on the status of AV products during the 4
months are presented in Table 1. The status enabled refers
to an actively running AV product using the latest signature
files available while out of date refers to an actively running
AV product using out of date signatures. Expired refers to
an actively running expired AV product. Snoozed means
that the AV product is active but is not performing real-time
monitoring, typically because the product is upgrading it-
self, and off means that the AV product is not running, as it
has been turned off. Table 1 shows that within the users that
have an AV product installed, between 11.40% and 12.21%
are not protected with up to date signatures, despite having
an AV installed.

Table 1. AV status over the 4 months
Jun. Jul. Aug. Sept.

Enabled 88.46% 87.99% 87.80% 88.60%
Out of date 3.74% 3.91% 3.96% 3.74%
Expired 1.87% 2.23% 2.22% 1.98%
Snoozed 0.45% 0.43% 0.33% 0.30%
Off 5.48% 5.44% 5.70% 5.38%

3.2 Diversity

The diversity of the AV ecosystem was characterized
based on its richness, degree of concentration, and domi-
nance.

In natural ecosystems, the richness (S) refers to the to-
tal number of different species. Applied to the global AV
ecosystem, the richness can be defined as the total number
of AV vendors within the ecosystem. Table 2 shows the evo-
lution of the different indicators in terms of diversity. Over
the 4 months, the richness did not vary from 107, indicating
that the number of AV vendors was constant.

The degree of concentration (D), also known as Simp-
son’s diversity Index [14] or Gini-Simpson Index, is a mea-
sure of the degree of concentration of individuals classi-
fied into types. It can be interpreted as the probability that
two organisms belong to different species. The value S
represents the richness –the total number of different AV
vendors– and pi represents the fraction of AV products that
belong to the ith AV vendor. A value of 0 indicates no di-
versity and 1.0 indicates high diversity.

D = 1−
S∑

i=1

p2i

Based on the results in Table 2, we can tell that the AV
ecosystem is highly diversified, as its degree of concentra-
tion varies around 0.92.

Dominance of the AV ecosystem was measured using
the Berger-Parker Index (BP) [1]. This index estimates
dominance using the prevalence of the most abundant type,
which refers to the AV vendor with the highest market
share. Results in Table 2 show that the dominance of the
AV ecosystem varies between 0.136 and 0.143. In eco-
nomics, that would indicate that the AV market has a low
concentration (<0.5), ranging from perfect competition to
an oligopoly.

Table 2. AV diversity over the 4 months
Jun. Jul. Aug. Sept.

Richness 107 107 107 107
Concentration 0.906 0.906 0.906 0.928
Dominance 0.176 0.179 0.136 0.181

3.3 Stability

Stability of the AV ecosystem was evaluated in terms of
changes in AV status and AV vendor. Table 3 shows for each
month the percentage of users by status that have a different
AV status compared to the previous month. For example,
the value in the first line (enabled) under the column Jul.
means that 3.19% of the users that had an enabled AV prod-
uct for June had a different AV status for July. The next
value in the same line means that 3.57% of the users that
had an enabled AV product for July had a different status
for August. Interestingly, the rate of changes are not equiv-
alent between the different AV status. Users with snoozed
AV products, followed by out of date AV products, are the
status with the highest rate of changes. The monthly rate of
AV state changes varies between 10.84% and 11.91% (Ta-
ble 3) and overall, 40.47% of the users changed their AV
status over the 4 months.
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In order to better understand the nature of those changes,
we analysed for each month the percentage of users that
switched from one AV status to an other. We found that
more than 75% of the variations for enabled AV products
went to either an out of date or off AV status. For all the
other statuses (out of date, expired, snoozed, off), 75% of
all changes in AV status went to an enabled AV status.

Table 3. AV state changes over the 4 months
Jul. Aug. Sept.

Enabled 3.19% 3.57% 3.16%
Out of date 32.25% 36.05% 37.90%
Expired 18.59% 15.53% 23.14%
Snoozed 49.62% 53.81% 45.76%
Off 19.85% 20.51% 25.92%

We adopted a similar approach the evaluate the stabil-
ity of the AV ecosystem in terms of changes in AV vendors.
Overall, 33.57% of the users switched to a different AV ven-
dor over the study (Figure 1).

Figure 2. Overall AV vendor changes

We also investigated potential relationships between
changes in AV status and AV vendors. As presented in Ta-
ble 4, we can see that stability in AV vendors is associated
with higher stability in AV status. To the opposite, 87.10%
of the users that changed their AV vendor also experienced
changes in the status of their AV product.

Table 4. Overall AV stability
Stable Status Different Status

Stable AV vendor 83.09% 16.91%
Different AV vendor 12.90% 87.10%

4 Country level analysis and evaluation

We define the health of the AV ecosystem as the mea-
sure of its aggregated performance, that is how well it is
protecting users. As illustrated in Figure 3, we can see that
the overall infection rates of users that had an AV product

installed depend of the protection status of the latter. Not
surprisingly, users with an enabled AV products have the
lowest infection rates.

Figure 3. Infection rates over the 4 months

To evaluate how our indicators relate to users’ protection
in terms of infection rates, we conducted an empirical study
of AV ecosystems defined by geographical unit, as classified
by MSRT. While our data set is large overall, for some coun-
tries our sampled population is too small to allow for proper
analysis. To determine the minimum representative sample
size for each country, we performed a power analysis. We
used a two-tailed one proportion Chi-Square test with a de-
sired power of 90% and a level of significance of 1%. The
minimum sample size computed was 37 149, which can be
rounded to 38 000. We then excluded all countries that had
less than 38 000 reports over the 4 months, reducing our
sample from 187 to 126 countries.

Our sample of MSRT data contained many users that
only report data sporadically. Because we are interested
here in health changes over time, we limited our analysis to
the portion of users that reported for all four months of the
study period. This exclusion removed roughly two-thirds
of the sample, leaving us with approximately 32+ million
users.

Infection rates by country were used as the dependent
variable in order to estimate the aggregated performance of
AV ecosystems. The independent variables were selected to
capture the activity, diversity and stability of AV ecosys-
tems. The activity was represented by the proportion of
users that had an actively running AV product with up to
date signatures for the entire period of the study. The di-
versity was evaluated based on the 4-month averaged rich-
ness, degree of concentration, and dominance. The stabil-
ity was computed by the proportion of users that experi-
enced changes in AV status and the proportion of users that
changed AV vendor during the studied period. Descriptive
statistics for each factor are presented in Table 5. The mean
allows to measure the central tendency of the data and the
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standard deviation measures how concentrated the data are
around the mean; the more concentrated, the smaller the
standard deviation. From Table 5, we can see that richness
varies widely across the different ecosystems. To the oppo-
site, %Protected and concentration present small dispersion.

Table 5. Descriptive statistics
Dimension Indicator Mean Std. Dev.
Activity %Protected 0.849 0.049
Diversity Richness 50.14 14.01

Concentration 0.827 0.040
Dominance 0.296 0.067

Stability %Unstable AV status 0.482 0.091
%Unstable AV vendor 0.399 0.085

In order to measure potential dependence between the
dependent variable and our indicators, we first computed
the Pearson correlation coefficients between the indicators
and the infection rates (see Table 6). The value r represents
the correlation coefficient. A value of 1 implies that there
is a linear relationship between the two factors; as one in-
creases, the other also increases. To the opposite, a value of
-1 means that when one value increases, the other decreases.
And a value of 0 indicates that there is no linear correlation
between the variables. The p-value was also computed to
measure the significance of the results. A low p-value (such
as 0.01) means that there is a 1 in 100 chance that we would
have obtained the same results if the variables were not cor-
related. For the purpose of our analysis, we considered a
correlation to be significant if the p-value was lower than
0.01. Results show that activity, diversity in terms of rich-
ness and stability are significantly correlated with the infec-
tion rate (p-value<0.001). Activity and richness are found
to be negatively associated with the infection rate, meaning
that high values are associated with low infection rates. To
the opposite, higher changes in AV status or AV vendors are
associated with higher infection rates.

Table 6. Pearson correlation coefficients be-
tween infection rate and indicators (N=126
countries)

Indicator r p-value
%Protected -0.59 2.14e-13*
Richness -0.42 6.99e-07*
Concentration -0.08 3.70e-01
Dominance 0.15 8.51e-02
%Unstable AV status 0.71 7.03e-21*
%Unstable AV vendor 0.67 8.16e-18*

Although the Pearson correlation coefficient provides in-
sight on the dependence between the infection rates and the
indicators, its primary drawback is that it is very difficult to

draw conclusions about the effect of one single factor on the
dependent variable, as factors often interact together. We
therefore conducted a multiple regression to examine the
relative importance of each indicator. Multiple regression
was selected as it allows to estimate the effect of the factors
while controlling for the many factors that simultaneously
affect the dependent variable. Because we are interested
to assess the unique effect of each indicator, we looked for
multicollinearity as it can reduce the effective amount of in-
formation available to evaluate the effect of the indicators.
The presence of multicollinearity was investigated by com-
puting the Pearson correlation coefficient matrix. Results
in Table 8 show the presence of a very strong correlation
(r > 0.90) between the two indicators related to stability.
We therefore excluded the indicator %Unstable AV status
from our analysis and only kept %Unstable AV vendor to
estimate the stability of AV ecosystems.

Table 7. Multiple general linear regression
(N=126 countries)

Indicator β Std. t-value p-value
Error

%Protected -0.33 0.08 -4.18 5.50e-05*
Richness -0.09 0.07 -1.25 2.14e-01
Concentration 0.26 0.13 1.86 6.46e-02
Dominance 0.39 0.14 2.76 6.73e-03*
%Unstable AV vendor 0.41 0.08 4.98 2.19e-06*
R2 adjusted 0.53
F-statistic 29.25
Degree of freedom 5
Df (residuals) 120
p-value 2.57e-19

Table 7 presents the results from the multiple general lin-
ear regression. For each factor, the standardized regression
coefficient β and its associated standard error (Std. Error)
were computed. The p-value, which is interpreted as an in-
dicator of the significance of the results, was also computed:
a low p-value indicates that the null hypothesis can be re-
jected with high confidence, and that the variable is relevant
in the regression model. In order to limit potential effect of
chance, that is to discover a significant correlation purely
by chance, we considered a relationship to be significant if
the p-value was lower than 0.01. We also provided the t-
value of each factor, which provides insight on the direction
(positive or negative) and magnitude of the effect. The re-
sults of the multiple regression (see Table 7) indicate that
%Protected, dominance and %Unstable AV vendor have a
statistically significant (p< 0.01) relationship with the in-
fection rate. While %Protected is found to have a negative
association with the infection rate, dominance and %Unsta-
ble AV vendor have a positive relationship.
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Table 8. Pearson correlation coefficient matrix between indicators (N=126 countries)
%Protected Richness Concentration Dominance %Unstable AV status %Unstable AV vendor)

%Protected 1.00 0.38*** -0.08 0.10 -0.69*** -0.60***
Richness - 1.00 0.05 -0.05 -0.05*** -0.49***
Concentration - - 1.00 -0.90*** -0.05 -0.05
Dominance - - - 1.00 0.09 0.07
%Unstable AV status - - - - 1.00 0.98***
%Unstable AV vendor - - - - - 1.00

*Statistically significant at 0.05 level; **Statistically significant at 0.01 level; ***Statistically significant at 0.001 level.

As the infection rates are function of the protection sta-
tus (see Figure 3), we investigated to see if our previous
findings apply to users when stratified by protection status.
We classified users as being protected if they had an en-
abled AV during the entire study and unprotected if they
had either an out of date, expired, snoozed or off AV, or
no AV installed. Protected users got an average infection
rate of 1.33% (SD=0.0067, 95% CI=0.0059-0.0076) while
unprotected users got an average infection rate of 21.43%
(SD=0.1315, 95% CI=0.1171-0.1501). As a comparison,
the average infection rate for all users having an AV in-
stalled, regardless of the status of the latter, was 2.02%
(SD=0.0124, 95% CI=0.0110-0.0141).

Table 9. Pearson correlation coefficients be-
tween infection rates and indicators by pro-
tection status (N=126)

r p-value
Protected
%Protected -0.51 1.08e-09*
Richness -0.40 2.63e-06*
Concentration 0.01 9.73e-01
Dominance 0.05 5.71e-01
%Unstable AV status 0.60 6.54e-14*
%Unstable AV vendor 0.59 4.29e-13*
Unprotected
%Protected -060 9.97e-14*
Richness -0.40 4.24e-06*
Concentration -0.06 5.19e-01
Dominance 0.13 1.45e-01
%Unstable AV status 0.86 0.00e-01*
%Unstable AV vendor 0.84 0.00e-01*

The Pearson correlation coefficients were first computed
to identify any potential statistical association between the
indicators and the infection rates by protection status. From
Table 9 we can see that the relationships do not differ be-
tween protected and unprotected users. Moreover, the cor-
relations found are similar to our previous findings (see Ta-
ble 6): high %Protected and richness are associated with
lower infection rates and high instability is associated wih
higher infection rates.

To better estimate the unique effect of each indicator,
we performed a multiple general linear regression for each
protection status (e.g. protected and unprotected). It ap-
pears the main difference between protected and unpro-
tected users is the effect of dominance (see Table 10). While
dominance is not related to infection rates for protected
users, a negative significant association is found for unpro-
tected users, meaning that higher dominance is associated
with higher infection rates for unprotected users but not for
protected.

4.1 Activity

The country level analysis allowed to identify a statisti-
cally significant correlation between the proportion of com-
puters running an enabled AV product and malware infec-
tion rates. Intuitively, as the proportion of users running
an enabled AV product increases, the rate of malware in-
fections among users that have an AV product installed de-
creases. However, what is less intuitive, is that the infection
rates for unprotected users also tend to be lower in countries
with higher proportion of users protected.

A first explanation for this is that unprotected users ben-
efit from a herd immunity effect from protected users. This
explanation can be explored by examining the correlation
between the protection coverage –the proportion of pro-
tected users among all users– and the infection rates for
unprotected users. A strong positive relationship (r=-0.85,
p-value=0.00e-01, N=127) was found between the protec-
tion coverage and the infection rates for unprotected. As
shown in Figure 4, higher protection coverage is associated
with lower infection rates for unprotected users. Although
this broad correlation may provide empirical evidence of a
herd immunity effect, proper validation should be achieved
by conducting further studies designed for the purpose.

A second possibility is that the proportion of users run-
ning an enabled AV product acts as a country level marker
for users investment in the security of their computers. This
would indicate that users in countries with higher protec-
tion coverage are less infected because they tend to be more
aware of security risks and less likely to engage in risky
behaviours. The validation of this explanation would re-
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Table 10. Multiple general linear regression by protection status (N=126 countries)
Protected Unprotected

Indicator β Std. Error t-value p-value β Std. Error t-value p-value
%Protected -0.29 0.07 -4.04 9.62e-05* -0.19 0.06 -3.13 2.19e-03*
Richness 0.01 0.06 0.24 8.13e-01 0.04 0.05 0.69 4.91e-01
Concentration 0.22 0.12 1.82 7.03e-02 0.22 0.11 2.14 3.43e-02
Dominance 0.31 0.12 2.52 1.32e-02 0.30 0.11 2.82 5.53e-03*
%Unstable AV vendor 0.58 0.07 7.82 2.34e-12* 0.73 0.06 11.38 0.00e-01*

R2 adjusted 0.62 R2 adjusted 0.72
F-statistic 42.20 F-statistic 65.85
Df 5 Df 5
Df (residuals) 120 Df (residuals) 120
p-value 0.00e-01 p-value 0.00e-01

Figure 4. Infection rates for unprotected func-
tion of the protection coverage

quire to conduct either country level studies based on ag-
gregated measures of user security awareness or large-scale
user studies.

Findings: Among users that have an AV product in-
stalled, 10% are not actively protected with up to date sig-
natures.

Higher AV activity is significantly associated with lower
infection rates, regardless of the protection status.

4.2 Diversity

Measures of diversity in terms of richness and domi-
nance were significantly correlated with the infection rates.
The degree of concentration, however, was not found to be
significant in either of the regression models.

Richness was significantly and negatively correlated
with infection rates of all users, whether protected or not.
However, the correlation was not significant in the regres-
sion model after controlling for the other factors. One ex-

planation could be that countries with higher AV adoption
are more likely to have a diversified AV market.

A positive significant correlation was found between
dominance and infection rates based on the regression mod-
els for all users and unprotected users, but not for protected
users. One potential explanation could be that users in coun-
tries with AV monoculture are more vulnerable. The term
monoculture refers originally to an agricultural practice of
producing or growing one single crop over a broad area for
several consecutive years. Since all plants are genetically
similar, they are more vulnerable and less resistant to in-
fections by pathogen, insects, or environmental conditions.
If a new disease strikes to which they have no resistance,
the entire population of crops can be destroyed. If we ex-
tend the principle to AV ecosystems, an AV monoculture
would occur when the AV market is dominated by one sin-
gle vendor. Therefore, population in such ecosystem are
more likely to be infected when exposed to a new malware
against which the AV product is not able to protect. This
hypothesis should, however, be confirmed with theoretical
models and validated with proper experiments in order to
better understand the nature of the statistical association.

Findings: The global AV ecosystem has a degree of con-
centration around 0.92, meaning that it is highly diversified.

Higher AV dominance is significantly correlated with
higher infection rates for all users that have an AV installed,
as well as for unprotected users.

4.3 Stability

All indicators of AV stability were negatively signifi-
cantly correlated with infection rates. These statistical as-
sociations were also found to be significant from the regres-
sion models for all users, as well as for protected and un-
protected users. Moreover, the changes in AV vendors ap-
peared to be the indicator with the strongest effect (based
on its t-value) on infection rates.

One plausible explanation is that users switched vendors
because they got infected. To examine this explanation, we
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computed the rate of changes in AV vendors for users that
did not get any infection over the 4 months. Overall, 8.20%
of those cleaned users changed AV vendor, while the rate
for all users was 33.57%. Changes in AV vendors could
therefore be a consequence of detections by MSRT and be
interpreted as a potential marker of users’ satisfaction re-
garding the protection provided by AV systems. From those
findings, AV vendors should make sure to detect the mal-
ware families covered by MSRT if they want to retain their
customers.

Findings: Over the studied period, 40.47% of users
changed their AV status and 33.57% changed AV vendor.

Higher stability, both in AV status and AV vendor, is sig-
nificantly associated with lower infection rates for all users,
whether having an AV product installed or not.

5 Discussion

This study and its results are subject to a number of limi-
tations. First, there is an inherent bias to our results because
our sample population is drawn from Windows systems run-
ning MSRT; thus, it does not provide insight into Windows
systems that do not run Windows Update, and it does not
give insight into the performance of AV on non-Windows
systems such as MacOS and Android. However, given that
there are more than one billion computers regularly running
MSRT, patterns discovered in this population are important
on their own, whether or not they are representative of pat-
terns in other computational contexts.

Another significant limitation is that the infection rates
as determined by MSRT are only for a subset of malware
families. While these families may represent some of the
most significant malware families on Windows, they are
not a representative sample and so MSRT reported infection
rates will be different from the overall malware infection
rate. Nevertheless, given the significance of MSRT-targeted
malware these infection rates are also of inherent interest.

This study was intended to be exploratory and not con-
firmatory, as our purpose was to develop indicators and
investigate how they may relate to users’ protection. Al-
though ecosystem health measures cannot give predictive
descriptions or identify causal mechanisms, they do provide
case-by-case evaluations in real-world settings [17]. Further
studies should be conducted in order to validate our findings
and investigate the nature of the associations we found.

Our results regarding the diversity of AV products used
in practice roughly agree with other assessments of product
market share [13]. Perhaps the best news coming out of this
study is that almost 90% of the observed Windows systems
are protected by anti-malware software and almost 90% of
those systems are actively scanning with up to date signa-
tures. While these numbers mean that the vast majority of
users are maintaining their systems properly, given the large

number of Windows installations, these numbers also mean
that millions of systems are not adequately protected.

There are also some clear indicators of ecosystem-wide
dysfunction. Approximately one third of the systems run-
ning an AV product at the start of the study were using a dif-
ferent AV by the end of the four months. That is a remark-
ably high level of user churn; further, this churn is broadly
distributed given the richness, high concentration, and low
dominance of AV products in our sample. One hypothesis
for this churn is that users are unsatisfied with AV products
in general; clearly, though, this hypothesis requires further
evaluation.

The country level analysis suggests the potential value
of diversity in AV products, with countries with higher AV
dominance having higher infection rates. The evidence that
higher protection rates are correlated with lower infection
rates in unprotected computers, suggests that mechanisms
beyond the actual protection provided by AV products have
protective effects, or that AV products provide protection
for more than the host they are installed upon. Differentiat-
ing between these two effects may be a interesting area for
future research as this question provides insight into how
systems are or are not compromised by malware.

As AV products are continuously evolving, the process
of evaluating the health of AV ecosystems should also
evolve. In particular, while we hypothesize there is inher-
ent value to diversity in the AV ecosystem and our work
provides support for this hypothesis, it may be worth de-
veloping non-diversity based measures of ecosystem health
in order to capture other important AV ecosystem-related
health patterns. Further, a business ecosystem approach
could be applied to evaluate AV ecosystem health defined
by AV vendor, rather than by geographical unit. Such anal-
ysis could be seen as a complementary AV test to help cus-
tomers choose an AV vendor based on specific indicators
like users’ loyalty, growth, or market share. Having said
that, we believe the insights reported here show the poten-
tial benefits of our ecosystem health approach to studying
AV performance.

6 Conclusion

In this paper we present a definition of antivirus ecosys-
tem health based on a population’s characteristic levels
of activity, diversity, and stability. Using four months of
telemetry data from MSRT, we calculated these health mea-
sures for a sample of more than one billion MSRT users
and correlated them with MSRT-reported infection rates, in
aggregate and on a per-country basis. Lowered infection
rates were positively correlated with higher rates of AV ac-
tivity, stable AV product usage and status, and AV product
diversity. Higher AV activity also seems to be positively
correlated with lowered infection rates on systems not pro-
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tected by AV software. While the results of this study can-
not be considered definitive, they suggest that further work
into measures of AV ecosystem health may produce signif-
icant insights into the performance of antivirus systems in
practice.
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