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of smart homes globally have at least one
vulnerable device.

1:Avast. Avast smart home security report 2019.
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Privacy

Attacker can intercept /
access private data.

Security risks
of smart homes

€
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Physical Security

Attacks on loT devices can
have repercussions in the real
world.
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Cybersecurity

Attacks on loT devices can
have repercussions on
computer systems and

infrastructures.
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Distributed Network Security Policy Management and
Enforcement for Smart Homes

(Serenity)
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Protect
Smart Homes and
consumer loT against
device hijacking.

Goals

©f ol

User friendly Independent
Autonomous & tailored From manufacters and
for home use. other third parties.

ok

Compatible
With existing and
future loT devices.
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LIFX Smart Bulb
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loT devices are monitored in different locations
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Sentinels analyse and filter the devices’ network trafic.
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Distributed Network
Security Policy
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Sentinels

Sentinels filter and analyse
the devices network trafic.
One Sentinel is deployed per
home. Sentinels collaborate
to build the policies.
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Blockchain

The blockchain provides the
decentralised ledger used to
record Sentinels’ observations
and build the policies.

Allow list

Security policies list packet
signatures corresponding to
behaviors observed by a
majority of Sentinels.
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Sentinels’ workflow
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1- Intercept 2- Compute signature 3- Check security policy 4- Make decision



Packet signatures

Destination L: Local, R: Remote

IP payload protocol ID —\ /—

ﬁ' = SHA-256(protocol, host domain, L | R, service port);

or dest IP if domain is /

unavailable
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Experiment
With real loT devices
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Experiment

With loTdevices
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v/ A security policy has been built.
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v/ The system works in this set-up.
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Experiments
Simulations

dWS

v‘7
Infra. Cloud 1K Sentinels 53 loT
Simulated Sentinels and Simulations with up to 1000 53 device types simulated
devices in the cloud. Sentinels. from Alrawi et Al. dataset’

1. O. Alrawi et al., "SoK : Security evaluation of home-based loT deployments,” in IEEE 40th Symposium on Security and Privacy (S&P), 2019.
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Simulations
Demo
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Experiments
Simulations

S Sentinels were able to converge and build security policies for the
devices with a small network footprint.

<~ Sentinels were able to identify and block anomalous packets.
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Filter

Anomalous packets.

©® SERENIoT

®

Zero Conf

Security policies are
always up to date thanks
to the blockchain.

X
Independent

From loT manufaturers and
security vendors. Fully
decentralized.

[k

Compatible

With current and future
TCP/IP devices with a
small network footprint.
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LAN to WAN

Current version only
monitors LAN to WAN

Limitations

‘e
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Small network
footprint

Works best for devices with a
small and constant network
footprint.

X

No user defined
connections

User defined connections are
blocked. Early adopters may
observe a delay before being

able to use new functionalities.

[~
Performance
linked to adoption

Greater chance of abuse
when adoption remains
small.
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THANK YOU!

ANY QUESTION?



corentinthomasset.me/serenity

Contact: corentin.thomasset@polymtl.ca
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