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- Sender includes splittable packets
- ... for each AS on the path
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* Prototype implementation
 Data-Plane Development Kit (DPDK)

e Software router
e 12x 10 GbE NICs
* |Intel Xeon 2.7 GHz (2x 8 cores)

* [esults in this presentation
 Performance of one node
e Single 10 GbE interface

* Single processing core

ETH:zurich



Throughput

Gbps

10

0 2560 512 /68 1024 1280
Payload Size (bytes)

ETH:-zurich



Headers can be large Th roOu g h p Ut

Gbps

10

0 256 512 768 1024 1280
Payload Size (bytes)

ETH:-zurich



Goodput
Headers can be large Th rou g h p Ut

Gbps

10

0 256 512 768 1024 1280
Payload Size (bytes)

ETH:-zurich



Goodput
Headers can be large Th rou g h p Ut

- Path length: 7 nodes

Gbps

10

0 256 512 768 1024 1280
Payload Size (bytes)

ETH:zurich



Goodput
Headers can be large Th rou g h p Ut

- Path length: 7 nodes

Gbps

10

2 TARANET

0 256 512 /68 1024 1280
Payload Size (bytes)

ETH:zurich



Goodput
Headers can be large Th rou g h p Ut

- Path length: 7 nodes

Gbps
10
8
5
. HORNET
4 ([ )
: ; TARANET
056 512 768 1024 1280

Payload Size (bytes)

ETH:zurich



Goodput
Headers can be large Th rou g h p Ut

- Path length: 7 nodes

Gbps
10
38
6
. HORNET
4 o
- 30-35%
- TARANET
256 512 /68 1024 1280

Payload Size (bytes)

ETH:zurich



Latency

LS

0 256 512 /68 1024 1280
Payload Size (bytes)

ETH:-zurich



Latency

s

TARANET

2
1 HORNET
0
0 256 512 768 1024 1280

Payload Size (bytes)

ETH:zurich



Summary
Highlights, Limitations

Summary



Summary

 TARANET highlights:
* Protection against passive traffic analysis with flowl/ets

* Protection against active traffic analysis with packet splitting

ETH:-zurich



Summary

 TARANET highlights:
* Protection against passive traffic analysis with flowl/ets
* Protection against active traffic analysis with packet splitting

 Good performance — 3 GGbps on single core, acceptable latency

ETH:-zurich



Summary

 TARANET highlights:
* Protection against passive traffic analysis with flowl/ets
* Protection against active traffic analysis with packet splitting

 Good performance — 3 GGbps on single core, acceptable latency

e Limitations:

ETH:-zurich



Summary

 TARANET highlights:
* Protection against passive traffic analysis with flowl/ets
* Protection against active traffic analysis with packet splitting

 Good performance — 3 GGbps on single core, acceptable latency

e Limitations:

» Chaff traffic creates a non-negligible bandwidth overhead

ETH:-zurich



Summary

 TARANET highlights:
* Protection against passive traffic analysis with flowl/ets
* Protection against active traffic analysis with packet splitting

 Good performance — 3 GGbps on single core, acceptable latency

* Limitations:
» Chaff traffic creates a non-negligible bandwidth overhead

* Third-party anonymity
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In the paper
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at the Network Layer
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Abstract—Modern low-latency anonymity systems, no matter
whether constructed as an overlay or implemented at the
network layer, offer limited security guarantees against traffic
analysis. On the other hand, high-latency anonymity systems
offer strong security guarantees at the cost of computational
overhead and long delays, which are excessive for interactive
applications. We propose TARANET, an anonymity system
that implements protection against traffic analysis at the net-
work layer, and limits the incurred latency and overhead.
In TARANET’s setup phase, traffic analysis is thwarted by
mixing. In the data transmission phase, end hosts and ASes
coordinate to shape traffic into constant-rate transmission us-
ing packet splitting. Our prototype implementation shows that
TARANET can forward anonymous traffic at over 50 Gbps
using commodity hardware.

1. Introduction

Users are increasingly aware of their lack of privacy and
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in forwarding anonymous traffic. Intermediate anonymity
supporting network nodes (or nodes for short) first cooperate
with senders to establish anonymous sessions or circuits,
and then process and forward traffic from those senders to
receivers. While these systems achieve high throughput and
low latency, the security guarantees of these systems are no
stronger than Tor’s. Moreover, LAP and Dovetail leak the
position of intermediate nodes on the path and the total path
length, which reduces the anonymity set size, facilitating de-
anonymization [21].

The problem space appears to have an unavoidable
tradeoff: strong anonymity appears achievable only through
drastically higher overhead [27]. In this paper, we aim to
push the boundaries of this anonymity/performance tradeoff
by combining the speed of network-layer anonymity systems
with strong defenses.

To improve the anonymity guarantees, traffic analysis
attacks need to be prevented, or made significantly harder for
the adversary to perform. The common method to achieve

Flowlet setup (asymm. crypto)
Link padding (security in depth)
Anonymity set size analysis
Security analysis

Chaff/setup packet trade-off

Deployment incentives
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