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Abstract

IoT device disposal involves all of the challenges associated with
disposal of non-IoT devices, and introduces the additional chal-
lenge of purging sensitive data from the IoT components. These
challenges push IoT device owners to make decisions with nega-
tive environmental, security, and privacy consequences. This paper
investigates the extent to which security and privacy play a role
in users’ decisions to retire home IoT devices. Through an online
questionnaire administered to 195 users, we seek to understand
motivations and behaviours surrounding disposal of IoT devices.
We find that security is not a direct motivator for owners to cease
using IoT devices of all types; in many cases loss of functionality
is a greater motivator to dispose of a device. We argue that a new
modular security paradigm can allow both increased security for
users and longer lasting devices.
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1 Introduction

Would you be comfortable using an Internet of Things (IoT) device
which has a security vulnerability? If not, what would you do with
the vulnerable device? As the proliferation of IoT devices continues,
more users are increasingly faced with this dilemma. Other users
remain unaware that the lack of vendor support can mean that
some vulnerabilities will never be patched.

Unfortunately, the ubiquity of IoT devices has significantly con-
tributed to e-waste production [35]. The devices that comprise
IoT networks are often made non-operational by software updates
which break functionality and may not be manufactured in a way
that facilitates their repair when they break [48, 57]. It is currently
unclear whether security and privacy concerns are causing IoT de-
vice owners to dispose of their devices. It is also unknown whether
security and privacy factor into how IoT device owners dispose of
their IoT devices.
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In Canada alone, e-waste has tripled over the past two decades,
and by 2030 it is estimated that Canada will generate over one mil-
lion tonnes of e-waste annually [23]. IoT devices present a problem
as they involve components necessary for some physical function-
ality (e.g., smart lights or smart kitchen appliances) and computing
hardware to afford the digital functionality and connectivity. If
poorly designed, an issue with the computing hardware might arbi-
trarily disable the physical functionality. This could lead to disposal
of devices which are capable of performing the primary functional-
ity, but are considered damaged or broken because they have lost
the added IoT functionality. On the other hand, software issues
or loss of server side support could render perfectly functional
products inoperable. For example, Amazon announced they will
“brick” the business version of their Astro robot only 10 months
after making it available [45]. Similarly, Spotify will turn their Car
Thing into e-waste after only 2 years of availability [7]. We should
not dismiss IoT outright because of these issues; rather we should
strive to reduce IoT’s impact on e-waste production so that we can
benefit from the positive effects that connected devices bring.

Adding internet connectivity to more products increases the
number of devices in one’s home that are vulnerable to security
attacks or privacy violations. Many IoT device attacks, such as
Mirai [3], are possible due to the unfortunate reality that IoT devices
are not typically produced with security as a key concern. Security
strategies such a firewalls can mitigate some risks but they are
often avoided or misused due to usability issues [55]. Because IoT
devices are often marketed as seamlessly integrating into a user’s
network, it is difficult to believe that users would adopt practices
which introduce friction to the operation of their devices, even if
those practices could extend the devices’ lifespan. Ostensibly, IoT
devices must be made reasonably secure to ensure that they are
used for their entire potential lifespan.

Currently, there does not seem to be any research exploring IoT
device owner attitudes and behaviours that might contribute to
disposal of devices which are still functional nor exploring how they
are disposing of their devices. This also means that it is unclear
to what degree, if any, security and privacy concerns motivate
IoT device owners to stop using their devices. When they dispose
of IoT devices, are they adopting sustainable practices such as re-
purposing or recycling? Do IoT device owners take action to protect
their security and privacy when disposing of their device?

In this paper, we are interested in understanding: How do secu-
rity and privacy relate to IoT device longevity? Understanding this
relationship between security, privacy, and longevity is critical to
guiding the efforts of security and privacy experts in extending
IoT device longevity. Without a clear understanding of how these
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aspects relate, we risk focusing on security issues which do not ex-
tend device longevity or inadvertently contributing to a motivation
for owners to dispose of their device.

In addressing this research objective, we developed a question-
naire and conducted an online study with 195 participants. We
captured participants’ expectations of IoT device longevity, and
what they do with IoT devices when they stop using them. Based
on the results of this questionnaire, we examine how security re-
lates to device functionality, which was a significant motivator for
participants to dispose of their IoT devices. To extend IoT device
longevity and to maintain the security of IoT devices over their
entire lifespan, we advocate for a new security paradigm which
prioritizes modularity.

2 Background
2.1 Key Terminology

In our paper, we define and adopt the following terms:

Internet of Things. The Internet of Things (IoT) refers to a col-
lection of digital devices which communicate data to each other
over the internet or other wireless connections. The devices on
such networks can be IoT devices or more powerful computing
devices. Computing devices may also be used to control connected
IoT devices.

IoT Device. An IoT device features physical and digital function-
ality, typically with the digital functionality supporting a primary,
physical functionality. An IoT device should also leverage connectiv-
ity, both with other IoT devices and with computing devices broadly.
Examples of IoT devices include smart lights, digital assistants (i.e.
Amazon Echo or Google Home), smart TVs, and smart appliances.
We do not consider general purpose computing devices such as
computers, tablets, or smartphones to be IoT devices. For this pa-
per, we are focused on consumer IoT devices and not enterprise or
industrial-grade devices.

Retirement. We use the term retirement to refer to the phase in
device ownership when the owner stops using the device. While
they may be decommissioning the device from whichever purpose
it served in their own life, they may give away the device or sell
it to someone else. The owner might also go through the steps to
properly recycle their IoT device, or might simply throw it into the
garbage.

End of life. We refer to end of life as the point at which a device
can no longer be used. Repairing damage, re-purposing a device,
or giving it to another user could delay its end of life. Additionally,
devices which reach end of life might be able to donate parts to
repair other devices, but they are not usable on their own.

2.2 Security and Privacy Perceptions of IoT
Devices

Generally, users’ mental models and threat models of IoT devices
seem to be incorrect or incomplete [1, 58]. IoT owners without
technical backgrounds tend not to develop security and privacy
concerns until after they have already purchased and used the
devices [15]. This could result in waste as participants might become
uncomfortable continuing to use IoT device about which they have
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security concerns. Even when participants express concerns about
security and privacy, they do not tend to take any action to address
their concerns [24].

Many of the concerns expressed by concerned users relate to
how IoT devices collect information, and how the data is used
after collection [19, 33]. Some of the security and privacy concerns
with IoT are regarding the actions of the vendors, rather than the
behaviours of the devices [15, 34]. Curiously, primary users of IoT
devices seem less likely to have security and privacy concerns
than “bystanders”, others who interact with the device [2, 56, 59].
Moreover, bystanders seem to be more concerned about IoT devices
than other computing devices, even though computing devices tend
to be more capable than IoT devices [56].

2.3 IoT Longevity Expectations

How long are devices expected to last? On the surface, this question
may seem easy to answer, but it is difficult to find authoritative
studies or data on the topic. There are many different sub-types of
devices within the designation of IoT, and there appear to be dispar-
ities in the expected longevity of these sub-types. For example, one
would likely expect a large kitchen appliance such as a refrigerator
or oven to outlast a light bulb.

In 2004, Tim Cooper [14] surveyed households about the ex-
pected lifespan of various household items. The mean responses
for “reasonable” electric cooker or refrigerator lifespans was twice
as long as the mean response for small work or personal care appli-
ances. Over half of the survey respondents were dissatisfied with
the lifespan of their small appliances compared to the roughly 35%
who were dissatisfied with kitchen appliances. Moreover, only 5%
of respondents thought it would be reasonable for small appliances
to last more than 15 years [14]. If people apply similar logic to
IoT devices, the expected longevity of smart kitchen appliances
should generally be longer than smaller, cheaper IoT devices. When
considering expected longevity, it is important to recognize that
consumer expectations differ based on the type of device.

Expected longevity is made more complex because some IoT
devices fundamentally change even the basic functionality of the
device. Modern LED light-bulbs, including smart bulbs such as
Philips Hue!, claim to last an order of magnitude longer than tradi-
tional, incandescent light bulbs?. Smart lights are relatively unique
among IoT devices both because they take advantage of a technol-
ogy that provides a legitimate improvement over previous non-IoT
versions of the object, and because the culture of the product field
involves disclosing average lifespans. Consequently, consumers
might expect certain IoT device sub-types, such as smart lights, to
last longer than non-IoT objects. Despite these nuances stemming
from the specific functionality or modality of different IoT devices,
most IoT devices fit into generic product life cycle models.

Several researchers have used cyclical timelines to describe how
devices are produced, used, decommissioned, and recommissioned.
Both Garcia-Morchon et al. and Rahman et al. frame IoT device
lifespans as cycles: devices are installed and commissioned before
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entering a sub-cycle of operating and updating before being de-
commissioned and possibly recommissioned for some new con-
text [20, 39]. Maintenance might be performed locally to the device
or could involve remote changes made to the back-end infrastruc-
ture supporting the device. In these cycles, reaching end-of-life
does not mean that a device becomes trash, rather it no longer
serves a purpose for the current owner and can be recommissioned
by another. Bertino describes a complementary IoT Security Life
Cycle comprised of a monitoring phase, mirroring the operational
phase of the life cycle models, the diagnostic phase, mirroring with
the decommissioning or maintenance phases, and the reaction and
repair phase, mirroring the recommissioning phase [8]. Critically,
these are generic, perhaps even aspirational, models that do not
necessarily represent the current user behaviours.

Vendors cannot provide software features and security support
indefinitely, as support tends to be viewed as an operational expense
(and competes with sale of new devices). For this reason, vendors
will nudge consumers to replace a device once support is no longer
profitable. There are also technical challenges in supporting sig-
nificantly older devices, such as retaining developer expertise and
tooling [9]. If these challenges remain unaddressed, it is difficult to
see a path toward long lasting, secure IoT devices.

In summary, an IoT device should last until it is no longer fea-
sible for it to be recommissioned, but the exact point at which
this determination is made will vary from device to device. Em-
bedded, rechargeable batteries, common in wireless IoT devices,
have a limited number of charge/discharge cycles and, though they
are theoretically replaceable, it is often easier to replace the entire
device [31]. Non-volatile flash memory also has a finite number
of write cycles after which the chip must be replaced, although
this repair requires specialized equipment. In terms of software,
there may be a point at which there is no longer support to recover
from a security vulnerability, or some core functionality may break
beyond the technical ability for a vendor to repair it.

2.4 Premature Retirement of IoT Devices

A premature retirement is when someone retires their device before
it has reached end of life. Consumers’ behaviours contributing to
premature IoT device retirement are relatively understudied. We
were not able to find any work which investigates users’ percep-
tions or mental models of 10T longevity, nor any studies about
owners’ motivations when retiring IoT devices which could still be
used. However, we found some studies which explore related topics
or issues. In research about general product lifespans, the product
owner’s behaviour unsurprisingly plays a significant role in length
of the product’s lifespan [25, 46]. Critically, product retirement
decisions are not always rational, and often relate to social or emo-
tional values [46, 53]. There have been studies about retirement and
repair behaviours of digital devices, but not IoT specifically. Some
people retain digital devices for sentimental or aesthetic reasons,
but eventually they throw those devices away [50]. Owners also
seem hesitant to repair their devices, especially themselves, since
they consider device repair expensive or overly difficult [29, 38, 43].

Many IoT devices are designed in such a way that repair is not
feasible [48]. When users are unable to repair or replace parts on
IoT devices, they become responsible for properly recycling the
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device [26]. These design decisions that de-emphasize repair and
maintenance likely contribute to the consumer perceptions that
they cannot repair their IoT devices [38].

IoT devices include digital functionality and require long-term
software support (often necessary to maintain compatibility with
evolving server-side infrastructure) in order to remain functional.
Older devices are often unable, seemingly artificially, to use newer
applications, or might require that users possess newer devices to
add newer software to older devices [22]. Moreover, otherwise func-
tional IoT devices might become “broken” due to lack of software
updates [27]. This digital infrastructure might also support IoT eco-
systems to connect devices. Some IoT devices only function when
part of their manufacturers’ ecosystem. If disconnected from the
eco-system, the devices could become effectively non-functional or
lose significant aspects of their functionality.

A significant factor in IoT device decommissioning is the issue
of product obsolescence which can be the result of several fac-
tors. Functional obsolescence significantly predates IoT devices
and refers to cases where advancements in technology cause con-
sumers to lose interest in older products [32, 40]. An empirical
analysis of planned obsolescence in the textbook market found that
increased competition from the used market contributes to shorter
textbook revision cycles [28]. IoT device vendors might practice
planned obsolescence by adopting practices such as fast fashion
or marketing strategies, which encourage device replacement, or
limiting maintenance services or part availability to prevent device
repair [18, 42, 47].

Beyond individual behaviours, there are larger cultural factors
which contribute to the poor longevity of IoT devices. Several re-
searchers contend that the current linear economic structure en-
courages one-way production pipelines of IoT devices which go
straight into the landfill once retired from use [5, 6, 9, 36, 48, 52].
That is not to say that we can maintain IoT devices indefinitely.
Bradley and Barrera [9] acknowledge that IoT companies cannot
offer software updates indefinitely, but that lack of updates could
make unsupported IoT devices vulnerable to security and privacy
attacks. Privacy and security are also key considerations when
thinking about device decommissioning. IoT devices can collect sig-
nificant amounts of information about users which can introduce
risks if devices are reused without purging personal data [4, 57]. To
facilitate safe reuse of IoT devices, there must be mechanisms for
devices to be sanitized before they are reused or recycled. Nothing
will last forever, so it is critical that we find compromises which
balance sustainability and the reality of building and maintaining
IoT devices.

2.5 Extending IoT Longevity

There are several suggested approaches to extend the secure oper-
ating period for IoT devices. Bradley and Barrera propose a new
software stack which supports software updates for IoT devices
once the vendor cannot [9]. Others have proposed solutions which
seek to extend the functional life time of the devices. Khalid et al.
seek to improve the energy efficiency of IoT devices to extend the
life of rechargeable batteries [31]. ONiO is a company which seeks
to develop IoT devices which completely avoid batteries by lever-
aging energy harvesting sensors (e.g., solar energy harvesting or
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piezoelectric energy harvesting)®. These approaches are critical to
reducing waste. All digital technology requires some form of power
and finding efficient and sustainable ways of providing power can
lessen the environmental consequences.

Bridgens et al. consider the longevity of a devices outward-facing
materials rather than the digital components [10]. They propose
that products should “age gracefully” to maintain user long-term
user satisfaction and, in a user study comparing phone case materi-
als, found that participants were quite dissatisfied with plastic as
a material after it had aged. It is important that IoT devices with
digital components that last a long time also consider their aes-
thetic attributes. If the appearance of physical touch points of an
IoT device degrade over time, consumers might discard it despite it
remaining functional. We consider this type of issue to be one that
is more readily apparent when the problem is framed as a need to
reduce waste versus a need to extend longevity.

Another solution space discussed in the literature is the proposal
of holistic models or frameworks to shift the process by which
products are designed. The Design 4 Conservation model [5, 6]
provides a toolkit for designers so that they consider conservation
throughout all phases of their design process. Similarly, Moreno
et al. present a conceptual framework for adopting circular design
strategies that reduce e-waste and promote reuse [36]. In 2023,
Valusyteé also recommended design strategies which can fit within
the constraints present in circular economies [52]. Stead et al. call
for a reframing of IoT devices as “spimes”, which they describe as
a move away from the disposable nature of IoT devices towards a
“cyclical, ongoing, and sustainable approach ” [48].

All of these proposals rely on designers shifting their practice.
While this is certainly easier said than done, the success of frame-
works such as Privacy by Design [12] illustrates the influence de-
signers have over technology landscapes. Moreover, we believe that
these proposals recognize that extending device lifespan alone will
not address the increase in e-waste.

2.6 Security and Privacy Risks of Retired
Devices

Data security and privacy is a known issue for e-waste disposal.
Discarded hardware, such as routers or hard drives, can contain
confidential information which is recoverable if the devices were
not properly sanitized before disposal [11, 21, 49]. At a minimum,
a discarded IoT device could expose an owner’s network parame-
ters and credentials. More sophisticated IoT devices might collect
behavioural data about the owner which could be recovered after
the device has been discarded. Additionally, IoT devices might col-
lect user data without explicit consent and it may be difficult to
determine and access the location where data is stored [44].
Unfortunately, many devices which are resold or discarded still
have confidential information on them once they leave the original
owner’s possession. Studies of discarded devices show that many
devices are not properly sanitized before disposal [11, 21, 30, 49].
When sanitizing their devices, users tend to rely on factory resetting
their devices and some rely on manually deleting information [13].
A study about how second-hand device buyers react to finding
data left on the device showed while many buyers would delete

3https://www.onio.com/article/batteryless-iot-why-it-matters.html
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Table 1: Demographics for the participants included in the
analysis (n=195).

Count Percent

Women 104 53%

Non-binary 6 3%

Gender Men 83 43%

Prefer not to say 2 1%

. Canada 143 73%

Country of Residence USA = o

Experience with Yes 56 29%

technology No 139 71%
Age Median (years) 35

remnant data, some would keep the sensitive data perhaps notifying
the seller or reporting to authorities if the device contained illegal
content [37]. To facilitate secure reuse of devices, it is critical that
reliable sanitization strategies are available on any device and that
those sanitization strategies are usable for all users. Fortunately,
there are known methods for secure deletion of stored data [41],
however, to our knowledge, these are not yet common especially
on lower-end devices.

3 Study Methods

In reviewing the existing literature which investigates the relation-
ship between device longevity and security and privacy, we noticed
that there was no work which detailed end-users’ perceptions of
IoT devices and behaviours related to retiring their IoT devices pre-
maturely. To determine the relationship between security, privacy,
and longevity, we needed to first answer two research questions
about longevity expectations and retirement of IoT devices:

RQa What are end-users’ expectations of IoT device longevity?
RQb What motivates end-users to retire their IoT devices?

In this section, we explain our process for developing our ques-
tionnaire, the inclusion criteria for our participants, and our re-
cruitment approach. The study was reviewed and cleared by our
university’s institutional review board (IRB).

3.1 Participants and Recruitment

Through Prolific?, we recruited participants who were over 18, lived
in North America, and either owned or had owned an IoT device.
We used Prolific’s built-in filtering capabilities to target eligible
participants.

We initially obtained 200 completed submissions through Prolific.
The mean time to complete the questionnaire was 588 seconds.
During data cleaning, we removed five submissions where the
participants gave nonsensical responses, or seemed to have rushed
through the questionnaire (providing the same answer for almost
every question) or completed the questionnaire faster than one
standard deviation from the mean completion time (faster than 231
seconds). In Table 1, we present the demographic information of the

“https://www.prolific.com
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195 participants included for analysis. Due to limitations in the pre-
screening options, we are only able to ensure that participants have
at one point owned or currently own an IoT device and not that they
have previously disposed of a device. Given that we are not doing
any inferential statistics, this sample gives us a 95% confidence
interval with a margin of error of approximately +/- 7%.

3.2 Questionnaire Design

We developed a questionnaire to understand expectations of IoT
device longevity, and the role of security and privacy in users’
decisions to retire IoT devices. The full questionnaire can be found
in Appendix A. Previous studies [14, 29] have used questionnaires to
investigate the expected lifespan of computing device or household
objects. We use these questionnaires as a starting point to build
our own. The first step for developing our questionnaire was to
determine the categories of IoT devices to include in the questions.

3.2.1 Device Categories. The expected lifespan of an object or
device can vary based on many characteristics, e.g., its purpose,
construction, or form factor. Consequently, previous studies on
longevity expectations have asked about specific categories of de-
vices or appliances.

As referenced above, Prolific offers self-reported demographics
for filtering participants, including a section of “internet enabled
technologies”. Our initial set of IoT device categories was taken
from Prolific’s list.

While this list is quite exhaustive, it appeared to be unnecessarily
specific in some areas (e.g., the smart water sprinklers), and rather
vague in others (e.g., by grouping all kitchen appliances into a
single category). To improve the clarity of the questionnaire, and
reduce the demand on participants’ time, we condensed the list of
IoT device categories from ten to the seven categories described in
Table 2. For each category, we formed an IoT and Non-IoT pair, by
identifying the closest corresponding non-IoT device.

3.2.2 Definitions. To ensure that all participants had a common
understanding, we provided participants with the following defini-
tions. These were visible throughout the questionnaire.

IoT: Internet of Things refers to a collection of digital devices
which communicate data to each other over the internet or
other wireless connections.

IoT device: An IoT device is something which has internet-
enabled features and/or can connect to other devices (e.g.,
smart refrigerators, smart lights, smart thermostats). We do
not consider computers or phones to be IoT devices.

Non-IoT device: A non-IoT device is one which is not con-
nected to the internet. They are the original version of the
device or appliance that existed before an IoT version. Some-
times these are referred to as “dumb devices” in contrast to
the newer “smart” devices (e.g., a “dumb” fridge vs a “smart”
fridge).

3.2.3 Longevity Expectations. In our initial literature exploration,
we found no research investigating participants’ expectation of
IoT device longevity. To understand participants’ attitudes and
behaviours towards retiring devices, and the influence of security
and privacy, we first needed to determine their expectations for
how long IoT devices should last. In our questionnaire, we asked
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participants to indicate how many years they expect the IoT and
non-IoT versions of each device type to last and how long they
expected parts to be available for repairing each.

3.2.4 Retirement Motivations and Behaviours. Next, we wanted
to understand participants’ motivations for retiring their devices
and their behaviours when retiring devices they no longer use.
We asked participants to rank eight motivations for retiring their
IoT devices. The first six motivations are based on a questionnaire
produced by Jaeger-Erben et al. [29]. To provide insight into the
relative importance of privacy and security as motivations, we
added options relating to device security and the personal data
collection. We included an optional textbox where participants
could describe any other motivations. Additionally, we included an
open-ended question asking participants to briefly describe what
they did with the last IoT device they retired.

3.25  Security and Privacy. We sought to understand how security
and privacy factor into participants’ IoT device longevity expecta-
tion and retirement behaviours. We first ask participants to provide
the number of years that they expect each type of device to receive
software updates addressing functionality and updates addressing
security vulnerabilities. Responses to these questions will comple-
ment the questions about availability of parts to repair IoT devices
by giving insight into the expected longevity of IoT device software.
Later in the questionnaire, we use Likert-style questions to eval-
uate how participants compare older and newer IoT devices with
respect to security and privacy. These questions could capture atti-
tudes which might lead owners to prematurely retire an IoT device
so that they can own the most secure and privacy preserving option.
We also ask participants to compare the security and privacy of IoT
and non-IoT devices. This question complements the questions on
expectations of longevity and availability of repair parts.

3.3 Analysis

We primarily use descriptive statistics and graphs to analyze the
questionnaire data. Detailed comparison between categories of
devices was not the intention of this current analysis, so we do not
include inferential statistics. We analyzed rankings by determining
the number of participants who ranked each motivation at each
level. Similarly, we determined how many participants reported
practising each of the e-waste reducing retirement behaviours per
IoT device types. For the Likert questions about security and privacy,
we reviewed the distribution of participants’ responses.

We used inductive qualitative analysis to analyze responses to
the optional open-ended questions about (i) motivations and (ii)
behaviours relating to retiring a device (available in Section A of the
questionnaire in Appendix A). First, one of the researchers applied
open codes to the responses. Next, the research team reviewed
the assigned codes and grouped those that were similar. The final
codebook is presented in Tables 4 and 6.

3.4 Study Limitations

29% of our participants self-identified as having some technological
expertise, which might be a higher ratio of technology experts than
the broader population. This could mean that our results reflect a
more sophisticated understanding of IoT devices than the broader
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Table 2: The seven device categories used in the questionnaire, each row identifies the corresponding IoT and non-IoT device

pair.
IoT Device Non-IoT Device
Types Examples Types Examples
Smart TVs ‘ TVs
Smart monitoring baby camera/monitor, Security camera ‘ Monitoring baby camera/monitor, Security camera

smart smoke alarms, smart flood detec-
tor, smart CO2 detector, smart power
outage detector

Smart emergency alerts

Large smart appliances ~ smart fridge, smart oven, smart

washer, smart dryer
smart kettle, smart scales, smart vac-
uum cleaner

Small smart appliances

Smart lights

Home automation smart thermostat, smart plugs, smart
lock and/or doorbell, smart water

sprinkler/irrigation controllers

smoke alarms, flood detector, CO2 de-
tector, power outage detector

Emergency alerts

Large appliances fridge, oven, washer, dryer

Small appliances kettle, scales, vacuum cleaner

Light bulbs
Home fixtures thermostat, wall outlets, door
lock and/or doorbell, water sprin-
kler/irrigation controllers

population. Also, we did not explicitly ask about knowledge of
security and privacy vulnerabilities to avoid priming. None of the
participants mentioned vulnerabilities in the open-ended questions.

Additionally, we did not specifically collect information on par-
ticipants’ socioeconomic backgrounds. It is unclear how socioeco-
nomic status may influence likelihood to repair or maintain devices
to extend usage. It would be valuable for future work to investigate
whether a causal relationship exists between socioeconomic status
and device retirement motivations and behaviours.

Due to the lack of existing research and knowledge, we opted to
pursue a questionnaire to ascertain a high level understanding of
the relationship between security, privacy, and longevity. We were
unable to follow up with participants for further details about their
attitudes and behaviours, but are able to identify common patterns
of behaviour due to the larger sample size.

Several of the questions were presented broadly in our question-
naire and did not distinguish between types of IoT devices. We did
this to avoid an overly long questionnaire which placed a signifi-
cant time burden on participants. It would be valuable to follow up
on our findings by exploring differences in security attitudes based
on the category of IoT device.

4 Study Results

In this section, we report participants’ responses to our question-
naire and review how these results address our two research ques-
tions about longevity expectations and IoT device retirement.

4.1 Device Ownership

We asked participants how long they had owned each of their
IoT devices (see Figure 1). The median duration of ownership for
every IoT device category was less than five years. Moreover, only
eight participants reported owning any IoT device for longer than
12.5 years. Participants generally seemed to have owned smart
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Figure 1: Length of time participants have owned a device
in each of the IoT device categories. If participants owned
multiple devices of a type, they were asked to provide the
longest ownership duration.

monitoring and small smart appliances for a slightly shorter amount
of time than devices from other categories.

4.2 Longevity Expectations

We asked several questions to understand participants’ expectations
of IoT device longevity. We asked about their overall expectation
of how long each type of IoT device will last, how long they expect
each type of device to have parts available so that it can be repaired,
and how long they expect the device to receive software updates.



Balancing Security and Longevity

Monitoring = .:-:I

Large appliances -
Small appliances -
Lightbulbs -

Home fixtures =

0 10 20 30
Number of Years

Device Type Hll 1ot EJ Non-ioT

Figure 2: Expected lifespan (in years) for each category of
IoT and non-IoT device.
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Figure 3: Expected availability of parts (in years) so that de-
vices can be repaired, for each category and type of device.

In Figure 2, we report participants’ expectations of how long IoT
and non-IoT devices of each category will last. In most cases, partic-
ipants expected that IoT devices would have a shorter lifespan than
non-IoT devices. The only exception was that participants expected
IoT lightbulbs to last longer than non-IoT lightbulbs. Considering
the seven IoT device categories, participants expected that large
appliances to last longest.

We asked participants how long they expected parts to be avail-
able so that they could repair their devices. As shown in Figure 3,
the medians were 10 years or less for all categories, and participants’
expectations tended to be similar for the IoT and non-IoT devices of
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Figure 4: Expectations time frame for software updates relat-
ing to functionality and software updates addressing security
vulnerabilities.

each category. The expected availability of repair parts was shortest
for light bulbs and longest for large appliances. Interestingly, they
expected the repair parts to be available for a shorter duration than
the devices’ overall expected lifespan.

4.3 Software Update Expectations

In Figure 4, we report the number of years participants expected
to receive functional updates and security updates. Generally, par-
ticipants had similar expectations regarding both functional and
security updates for each pair of devices.

Participants generally expected to receive functional and secu-
rity software updates for approximately five years. The shortest
expectation was for smart lights would, which participants expected
to receive functional updates for approximately three years. The
longest expectation was that large smart appliances would receive
security updates for over 7.5 years.

4.4 Motivations to Retire an IoT Device

Participants ranked the relative importance of eight different moti-
vations for retiring their IoT devices, where 1 = most important and
8 = least important. We report the number of participants who se-
lected each rank per motivation in Table 3. There seemed to be very
little consensus among participants other than agreement on the
importance of device functionality; over half of participants ranked
having a non-functional device as the most important motivation
for retiring an IoT device. After lack of functionality, participants
ranked wanting a new model and receiving a special offer to ob-
tain a new device as fairly important. Most participants ranked
feeling that the device was insecure or that it collected personal
information as relatively unimportant.

Participants could provide additional details in an open textbox;
we present the extra motivations which participants expressed in
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Table 3: Number of participants (n=195) who ranked each motivation to retire IoT devices at each level, where Rank 1 is most
important and Rank 8 is least important. Darker cell colourings indicate that a greater number of participants ranked the
motivation at the corresponding importance ranking. Cells with counts are grouped into 10 ranges of 10% of the largest count
(i.e., the darkest colour represents values which are at least 90% of the largest count and the lightest corresponds to those that

are less than 10% of the largest count.)

Rank1 Rank2 Rank3 Rank4 Rank5 Rank6 Rank7 Rank8 Mean Median
The device did not work anymore 16 13 15 10 9 5 9 24 1
I wanted to have a new model 21 43 28 26 21 20 19 17 4.0
Because I found a special offer for a new 11 37 37 36 36 22 10 6 4.0 4
device
Because I felt the device was insecure 15 29 21 20 18 30 36 26 4.8 5
I felt that I had used my last device long 4 21 27 31 24 29 32 27 5.0 5
enough
I found a model with a more attractive 6 19 20 21 30 36 36 27 5.2 6
design
Because I felt that device was collecting 8 17 35 20 20 19 33 43 5.2 5
personal information
A new device gives me joy 12 13 14 26 36 30 24 40 5.3 5

Table 4: Additional motivations to retire IoT devices (26 par-
ticipants responded out of 195)

Motivation to Retire IoT Device Count
Device was broken (unspecified component) 10
Loss of Software Functionality 9
Loss of Hardware Functionality 2
Device did not fit with lifestyle 4
Concern about security vulnerability 1

Table 4. A common additional motivation for IoT device retirement
was due to some issue with its software. Participants mentioned
retiring their device because it was not compatible with other IoT
devices they owned, or because it no longer received new features
through software updates. Other participants mentioned issues
such as low usage or poor cost effectiveness. Only one participant,
P139, stated that they felt there were “significant security flaws”
with their IoT device which motivated them to retire it.

4.5 E-waste Reducing Behaviours

We asked participants about whether they had undertaken three
different types of behaviours which might reduce e-waste: giving
away a device they were retiring, selling a device they were re-
tiring, or purchasing a device second hand. 75 participants (38%)
responded that they had practised at least one of the e-waste re-
ducing behaviours with at least one of the IoT device categories.
In Table 5, we break down how many participants practised each
behaviour per category of device. Participants most frequently prac-
tised any of these behaviours with smart TVs. Generally, selling
used IoT devices was most commonly reported among participants.
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Table 5: Number participants who reported practising be-
haviours which reduce e-waste per IoT device category
(n=195).

Gave Bought

Away Sold Second-hand

Smart TVs 14 22 12
Smart monitoring 4 13 7
Smart emergency alerts 3 2 3
Large smart appliances 5 2 6
Small smart appliances 5 11 4
Smart lights 3 11 10
Home automation 3 7 7

Table 6: What participants did with IoT devices once they
were no longer using them (178 participants responded out
of 195).

Theme Retirement Behaviours Count
Discarded  Threw in the garbage 37
Unspecified disposal 13
Recycled 22
Second life  Gave device away (possibly to stranger) 9
Gave to family or friend 17
Donated to thrift store 3
Sold 19
Kept Stored 25

4.6 IoT Device Retirement Behaviours

178 participants responded to an open ended question describ-
ing specifically what they had done with the last device they had
stopped using. We used inductive qualitative analysis to look for



Balancing Security and Longevity

Less E-Waste

Give away/ Give to friend or
Donate/Sell family
Recycle
Higher 5 Lower
Security Risk | " Security Risk
Keep
Garbage
v

More E-Waste

Figure 5: Simplified visualization broadly depicting the rela-
tionship between security risks and level of e-waste genera-
tion. Risks may be less when devices do not contain sensitive
information.

common behaviours in participants’ responses, which we then
grouped into three themes. Most did not specifically mention the
type of device they had retired, but they described behaviours with
varying impacts on e-waste, and security and privacy.

As shown in Table 6, the largest set of participants mentioned
that they discarded the last IoT device they retired. 13 did not
specify how they discarded the device, but 37 other participants
explicitly stated that they threw it in the garbage. On the other hand,
22 participants mentioned recycling the device they were retiring.
10 participants in this theme mentioned that they brought their
device to a designated recycling or e-waste collection spot. Three
participants explicitly mentioned Best Buy (a North American chain
of consumer electronics stores that provide bins for individuals to
drop off e-waste for free) as the location to which they brought
their devices for recycling.

27% of respondents described behaviours which might give the
retired device a second life. Many participants talked about giving
their device to friends or family, and some also mentioned giving
away their device to strangers or donating it to a thrift store. Many
participants also mentioned having sold their retired IoT device.

25 participants mentioned keeping a device which they no longer
used. In most cases, it was unclear what motivated this behaviour
(e.g., privacy concerns, lack of time, sentimental attachment). One
mentioned keeping the device in a secure location and three others
referenced plans to eventually donate or sell the device. The security,
privacy, and longevity impacts of this behaviour are nebulous since
owners will eventually need to dispose of their device in some way.
An owner eventually throwing out a device they kept is likely no
better than if they just threw out the device in the first place.

While keeping a device stored can appear less wasteful than
immediately throwing it in the garbage there is a limit to how long
IoT devices receive software support. So there is waste when a
currently supported device goes unused in the sense that useful
“supported time” is not used. Although kept devices might not be
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damaging the batteries through charge/discharge cycles, prolonged
periods without charging can also degrade batteries.

Importantly, none of our participants mentioned taking any
action to remove sensitive information from their device before
they discarded, recycled, gave away, or sold the device.

In Figure 5, we provide a general visualization of participants’
most common IoT device retirement behaviours. The figure is or-
ganized along two axes reflecting the amount of e-waste and the
degree of security risk, generating four quadrants. We position the
behaviours within these quadrants to give a relative approximation
of their position and facilitate reflection. Ideally, we would encour-
age behaviours in the top right quadrant (in green) to reduce both
e-waste and security risks, while discouraging behaviours in the
bottom left (in orange) which have a high degree of e-waste and
security risk.

4.7 Security and Privacy Attitudes

We first asked participants 5-point Likert questions whether they
considered IoT or non-IoT devices to be more secure and more pri-
vacy preserving (see Figure 6). The majority of participants believed
that non-IoT devices are more secure and privacy preserving.
Secondly, we asked participants whether they considered older or
newer IoT devices to be more secure and more privacy preserving
(see Figure 7). Responses were quite evenly distributed for the
privacy question. However, the majority of participants consider
newer IoT devices to be more secure than older IoT devices.

5 Discussion

In this section we address our research questions and discuss the im-
plications of our findings. We begin by reviewing findings relating
to the sub-questions since they provide contextual understanding
about end-user attitudes and behaviours regarding the sustainabil-
ity of IoT devices.

RQa: What are end-users’ expectations of IoT device longevity?
Participants indicated the longest expected lifespan for smart emer-
gency alert devices, large smart appliances, and home automation
devices. We briefly speculate why this may be. Emergency alert and
home automation devices typically require initial setup but do not
require frequent user interaction. If participants conceptualize a
device as having some maximum number of uses, then it would be
reasonable to expect devices which are used infrequently to reach
their end of life slowly. Although monitoring devices are also used
passively, these typically collect video and audio. Participants may
consider an older IoT device with poor video quality to be obsolete,
whereas an older moisture sensor for flood detection may be viewed
as still sufficient.

RQb: What motivates end-users to retire their IoT devices? The
fact that loss of functionality was the most important motivation
indicates that end-users might not be prematurely retiring their
devices. After all, we would not expect someone to use a non func-
tional IoT device. If a device were to become non-functional, the
only options available are to repair the device or to retire it. Owners
perceive significant barriers preventing them from repairing their
IoT devices, even those interested in repair [29, 38]. Unless partici-
pants are using their devices recklessly, an IoT device’s durability is
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Figure 6: Responses to 5-point Likert questions about whether IoT or non-IoT devices are more secure and more privacy
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Figure 7: Responses to 5-point Likert questions about older or newer IoT devices are more secure and more privacy preserving.

determined by how vendors design and build them. Therefore, the
onus is on the vendors to release more durable devices. It would
also be important to improve the usability of repair options so
that participants can repair their devices rather than throw them
in the garbage. Right to Repair movements, which advocate for
products owners to have access to the resources necessary to repair
the products, are a critical to ensuring long lasting devices. There
does not seem to be a consensus about the importance of the other
motivations. It would appear that interest in newer models of IoT
devices is more likely to be motivated by addition of new features
or improved performance rather than aesthetic differences.

5.1 Role of Security and Privacy on Device
Longevity

Our overarching research goal was to investigate: How do security
and privacy relate to IoT device longevity? Concerns about IoT device
security and privacy tended to be ranked as less important relative
to other motivations. While device security did not rank highly
as a motivation for retiring a device, we want to highlight that
security has the potential to impact longevity indirectly. Exploited
security vulnerabilities, which could be effectively invisible to a user,
might degrade device performance or functionality. Additionally,
we believe that extreme security measures which limit the available
functionality of a device could unintentionally drive premature
device retirement.

In terms of privacy, the lack of concern for data collection may be
connected to participants expectations of IoT devices. Most devices
collect personal data, such as location, for their automated func-
tionality. So the collection of personal data might not be the issue,
rather concerns might relate to who has access to the personal data.
It is also possible that IoT device owners are generally less con-
cerned about privacy since many IoT devices must collect personal
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data to function. By owning and using an IoT device, owners are
likely prepared to give up some of their privacy.

Synthesizing these implications about security and privacy, it
appears that security is has greater potential for impact on IoT
device longevity than privacy. Since privacy ranked as relatively
unimportant, efforts to improve device privacy seem unlikely to
lengthen usage and ownership of IoT devices. Functionality was the
most important motivator for participants to dispose of their devices
and efforts to improve IoT device security should be mindful of that
fact. Improved security, which defends the device’s functionality,
might have the knock-on effect of delaying the point at which the
device owner retires the device due to poor functionality. However,
over-zealous security measures risk influencing device owners to
retire their device due to perceived loss of functionality. When
working to improve device security, it is generally important not
to compromise performance and functionality for security.

Some governments have enacted regulations which seek to mit-
igate the privacy and security risks presented by IoT devices. In
the United States, there has been a program for IoT vendors to
voluntarily provide cybersecurity labels for products [17], and the
Children’s Online Privacy Protection Rule (COPPA) aims to enforce
proper data handling for products and services which are used by
children [16]. Similarly, the UK enacted the Product Security and
Telecommunications Infrastructure Act to mandate that IoT ven-
dors follow basic security practices such as avoiding weak default
credentials and providing ways to report vulnerabilities [51]. While
these are important measures, they do not address the issues which
drive IoT owners to prematurely retire their devices.

Participant behaviours when retiring their IoT devices also had
varying privacy and security implications. There are two factors
about retirement behaviours to consider: impact on e-waste accu-
mulation and security and privacy risk. Many participants reported
just throwing their device in the garbage. This behaviour is bad
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from a sustainability perspective, since it generates e-waste, but,
it also presents some risk to security and privacy. None of the
participants described removing personal information from their
devices before they disposed them. Therefore, an attacker could
pull the data off of their device after they discard it. This same risk
is present with recycling, but, recycling is better from a sustainable
perspective (see Figure 5). Better still, from a sustainability per-
spective, are those who sold, donated, or gave away their devices.
However, these possess the same risk of leaking personal informa-
tion if proper care is not taken to remove personal data from IoT
devices. Notably, some participants mentioned giving their device
to friends or family. This behaviour might mitigate the security and
privacy risk if the person giving away the IoT device is comfortable
with their family accessing their personal data on the device.

Several participants referenced keeping their devices at home
after they stopped using them; one even specifically referenced
storing it in a secure location. We did not specifically ask about
whether users might use their device again after temporarily re-
tiring it, but the fact that several referenced giving their unused
devices to others demonstrates that a device’s lifespan does not
necessarily end when its current user stops using it. This behaviour
is notable since it does not immediately contribute to e-waste or
expose the device owner to security and privacy risks. However,
it is not possible for someone to store all of their retired devices
indefinitely. Moreover, Thorp et al’s study [50] indicates that device
retention generally just delays disposal of the device into the trash.

Perhaps participants are retaining their retired devices until they
have time to properly sanitize and recycle them. Holding onto
an unused device may indicate that participants wish to properly
recycle their devices and protect their security and privacy, but feel
that they lack the skill, experience, or knowledge to act effectively.
Bradley and Barrera [9] note that the cost of taking am IoT device to
an appropriate recycling centre may exceed the cost of the device
itself. Retaining retired devices may give people the chance to
accumulate a critical mass of devices which justify the cost of
transporting them all to a recycling centre.

5.2 Disposal Confusion

Several participants expressed confusion or, ostensibly, frustration
with sustainable disposal methods. This difficulty in responsible
waste disposal is not new and is not isolated to e-waste. In Canada,
some municipalities and provinces offer apps or websites to help cit-
izens understand how to dispose of their recyclable waste, typically
called What Goes Where>.

It is worth noting that some participants specifically referenced
the places that they brought their devices for disposal. Some men-
tioned that they brought their devices to dedicated e-waste recy-
cling centres. A few participants mentioned that they recycled their
IoT devices at Best Buy. Deposit boxes have proven effective for
increasing consumer recycling of plastic waste [54], so a similar
model may help encourage others to recycle IoT devices they would
otherwise throw away. Regardless of how IoT device recycling is

5For example, https://ovwrc.com/what-goes-where/,
https://www.markham.ca/wps/portal/home/neighbourhood-services/recycling-
garbage/what-goes-where/what-goes-where, and https://cavaouwebapp.recyc-
quebec.gouv.qc.ca
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facilitated, it is critical that both the usability and the information
security of the process are prioritized.

6 Re-thinking the Role of Security and Privacy
on Device Longevity

When a critical component in a device fails, the entire device is
deemed to have failed (e.g., when the compressor in a refrigerator
fails, the refrigerator can no longer keep food cold so it can no
longer be used). A device’s longevity is thus capped by the lifespan
of its most fragile, load-bearing (critical), component. A failure in
any of these essential components will likely be reported as “the
device did not work anymore” (see Table 3), but only in extreme
cases will all of the critical components fail simultaneously. Put
differently, if a vendor wants to ensure a device lasts for 10 years
or more, they need to ensure every critical component can actually
remain functional for at least 10 years. If components can’t be
built to last this long (e.g., due to normal wear and tear), it will be
necessary for these parts to be repairable/replaceable so that the
device can remain functional for longer periods.

Devices with larger numbers of individual load-bearing compo-
nents are less likely to last as long as those with fewer components.
Participants in our study appeared to understand this logic (even if
only intuitively) when comparing expected lifespans of IoT devices
to their non-IoT counterparts (see Figure 2). In almost all cases,
respondents felt that devices with IoT capabilities were less durable
than those without IoT capabilities. Indeed, when IoT functionality
is made critical to the overall device functionality, it will need to be
supported and maintained for as long as the non-IoT components.
In other words, IoT capabilities, when added to a device or object,
add another piece of functionality that vendors need to support.
Unfortunately, vendors do not typically support software for long
periods of time or make repairs easy for end users, neither do cus-
tomers expect them to according to our results, meaning that IoT
functionality reduces the longevity of devices.

Software security and data privacy further complicate matters.
Security-related code and functionality (e.g., cryptographic algo-
rithms, encryption keys, TLS® certificates) often come with implicit
or explicit expiration dates. Cryptographic key sizes tend to grow
over time to protect against attackers with more computational
power, and root certificate trust stores literally state the last day a
certificate should be trusted to verify secure connections. Deploy-
ing security software intended to run for long periods of time on
IoT devices without considering updates or replaceable software is
thus likely to result in vulnerabilities in the medium/long term.

Users in our study did not consider security and privacy as load-
bearing in any of the product categories. This is perhaps unsur-
prising, as security and privacy are usually not the user’s primary
task when operating IoT devices. Moreover, the lack of screens
and status indicators make it difficult to determine system status
at any given time, as well as what the software status, quality, or
vulnerability is”. This implies that IoT device owners are unlikely
to retire a vulnerable IoT device which has no other issues.

®Transport Layer Security

7Tt would appear that in attempting to make things smart, designers have managed to
ignore decades of research in user interface design https://www.nngroup.com/articles/
visibility-system-status/.
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While the continued use of vulnerable devices is positive in the
sense that it does not directly contribute to premature device retire-
ment (and therefore to e-waste generation), it is far from ideal from
a security perspective; keeping a vulnerable device online could of-
fer attackers access to the users’ home network and personal/usage
data (see Section 2.6). In addition, when exploited, vulnerabilities
can impact device functionality, which is the main reason users re-
tire devices. And finally, when users ultimately retire their devices,
all personal information stored on the device needs to be protected.
We argue that a fundamental shift is needed in the way we design
and support devices to improve security, support users, and protect
the environment from unnecessary waste.

6.1 The case for a new (modular) paradigm

When considering potential solutions to the security/longevity
problem, our results suggest that focusing solely on security is
unlikely to have a large effect on user behaviour. For example, if
it became mandatory for IoT vendors to offer security patches for
10 years, and users diligently applied these patches, their devices
would behave no differently than vulnerable devices that have not
been compromised. In both cases, users would replace their devices
when the functionality no longer satisfied their requirements, ex-
cept the vendors in the former case will have incurred substantial
costs to support the devices for such a long period. Indeed, it is
difficult to see how placing emphasis on security above all else
results in more sustainable outcomes.

In our discussions, modularity emerged as a promising direction
to balance between security and longevity while empowering end
users. We see modularity as a proactive solution in contrast to the
reactive nature of repair. We were inspired by real-world companies
making modular products that can be heavily customized, repaired,
and even repurposed. To our knowledge, the most notable modern
are examples the Framework laptops® and ATAIAT TMA-2 head-
phones’. Both of these companies believe in sustainability as a core
tenet, and want to make it easy for users to extend their life of their
products. Repairing a device focuses on preserving functionality,
where as the above companies demonstrate that modularity can
afford extension of a device’s original capabilities.

The modular design philosophy offers several benefits from a
sustainability standpoint. Customers have the ability to tailor the
device to their specific needs which can reduce waste in terms of
unused components or features. There is the obvious ease of repair
should a component fail: simply purchase the individual component
and easily swap it out!®. Modularity also affords customers the
opportunity to upgrade specific components, rather than purchase
more expensive models of the device, should their context of use
or needs change over time. Well designed modular devices make it
trivial to switch components, which can empower users who might
otherwise feel intimidated performing repairs.

How can modularity help in our case? We view modular design
as an essential principle to follow throughout the various layers of

8https://frame.work/ca/en
“https://aiaiai.audio/headphones/tma-2-build-your-own/s02h02e02c02

10 Anecdotally, our research uncovered many instances of online communities praising
specific vendors or products (especially very old products) for their “repairability”. In
most cases, repairability is primarily due to modularity of components followed by
availability of parts and accessible (as in easy to access) internal components
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device stack as described below. While implementing modularity
at all layers has the obvious benefit of creating more ways to inde-
pendently swap out components in both hardware and software,
supporting modularity in at least one level can have substantial
benefits over not doing so at all.

Modularity in hardware. General purpose desktop computers
are built with standard interfaces for connecting peripherals and
core components. CPUs, memory, and graphics cards can easily
be removed from the motherboard and replaced, and USB serves
as the standard interface for connecting peripherals. Modular IoT
device hardware could enable user-repairable/user-upgradable de-
vices much like general purpose computers. For this to be possible,
standard connection interfaces (much like PCI or SATA on com-
puters) are necessary. One can imagine a tiny removable “security
card” that contains a trusted platform module for storing personal
information and some recent cryptography-specific processing ca-
pabilities. It could also include enough flash storage to hold the few
root certificates needed by the device. This card could be used across
multiple devices and vendors, and be replaced when the on-board
algorithms become outdated. Another benefit is that at disposal
time, the user can remove and keep the security card to ensure their
data is not accessed by the next device owner. Of course, the usual
compatibility caveats apply: the industry would need to agree on
a standard interface and vendors would need to accept that they
might not earn revenue from this part of the business. Consider
that this modularity need not be constrained within the digital
components of the IoT device. The physical and digital components
of an IoT device should be decoupled such that one could be reused
if the other breaks beyond repair.

Modularity in firmware. Locking a device to a specific version or
source of firmware inevitably results in abandoned support for that
firmware. As discussed by Bradley and Barrera [9], allowing users
to switch away from the vendor-provided firmware can open paths
toward community (or even other vendor) support. For replaceable
firmwares to be possible, vendors will need to give up on the idea
that only they are authorized to provide updates. In practice, this
requires some way for the user to switch to a new trusted firmware
provider (for example, this could be done with a long press of a
small internal button or some other physical signal). Automatic
switching, as suggested by Bradley and Barrera could be abused
by attackers. From a technical standpoint, modular firmwares re-
quire the underlying hardware to be sufficiently abstracted!! such
that reverse engineering is not required for every new device [9].
Hardware abstraction layers are already deployed outside of IoT,
so more work is needed to bring those to the IoT domain.

Modularity in software. [oT device software is written in systems-
level programming languages like C. Depending on the device, there
may only be a small number of cryptographic libraries to choose
from, and all except the built-in library could be incompatible with
the device’s codebase. More software engineering work is needed to
offer better abstractions such that new libraries can be swapped to
replace old or unsupported libraries without impacting user-facing
functionality. The trade-offs here are that standard APIs can be

Since ToT hardware tends to be custom made for specific hardware revisions, it
would help a new developer to communicate with the hardware through a standard
abstraction layer, rather than directly to the low-level hardware.
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restrictive toward new features, but making the APIs too expressive
can make implementation difficult or inconsistent. There is also an
opportunity for modularity at the ecosystem level. This could avoid
the problem were a loss of the server-side functionality effectively
breaks an IoT device. It could also allow vendors to transfer some of
the security responsibility. For example, a smaller vendor may opt
to leverage a larger, more established ecosystem with reputation
for strong security practices.

Security and privacy risks of modularity. Security, privacy, and
e-waste are complex problems and we acknowledge that modularity
will not inherently solve all issues. For example, modular storage
would still involve the risk of confidential information being re-
covered after disposal. For this reason, when developing modular
IoT devices, it will be critical to consider the security, privacy, and
disposal implications of each new device. We expect the diversity
of IoT devices will lead to an equivalent diversity of threat models
for modular IoT, and each will need to be carefully considered.

6.2 Other avenues to explore

We recognize that modularity may not be the best or only solu-
tion in all cases. For example, it may not be financially feasible to
implement modularity with devices like smart lights which have
relatively little hardware compared to larger, more complex de-
vices. In such cases, it is important to facilitate proper recycling to
minimize e-waste.

Bradley and Barrera explain that device leasing is not a strong
solution to longevity of consumer IoT devices, but that it is a rea-
sonable approach when considering enterprise consumers [9]. Our
survey targeted individuals who used IoT, but it would be valu-
able to understand enterprise device retirement motivations and
behaviours as well as assess the impact of modularity. Given that
enterprise consumers are more likely to leverage economies of
scale, they are perhaps have greater incentive to buy into a mod-
ular paradigm to reduce waste. Moreover, enterprise customers
might have longer and more involved relationships with vendors
compared to individuals. A vendor might predict a better return
on investment for investing in modularity if they expect to have a
long-term relationship with their customers. Overall, enterprise IoT
consumers are likely to have different perceptions and priorities
with respect to device longevity which offers new opportunities
for balancing security and longevity.

Even a modular IoT device will eventually reach a point where it
can no longer feasibly be used. While proper recycling would be ap-
propriate in such cases, there is also an opportunity to donate some
of these devices for educational purposes. These devices could be
taken apart so that people can learn about them. This would extend
the utility of non-functional devices. Organizations (e.g., schools, li-
braries, community groups who host educational workshops) might
maintain a public “wish list”, visible to the community, of devices
that they would like to receive. These organizations could use the
non-functional devices to teach how the original items work or
re-use components in creative building activities.

7 Conclusion

We note that especially in the case of modular hardware, our pro-
posal herein does not do away with e-waste since we are now
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advocating for swapping out small printed circuit boards. What
happens to the old boards? This is something that the community
will need to consider: is it better to dispose of one or two SIM-card
sized security cards over a 10 year period, followed by the disposal
of the main device, or to dispose of the full device every five years?
We will need quantify the environmental damage that each poten-
tial scenario could create, along with consideration for alternative
uses for old modular hardware and recycling potential.

There are several aspects of the e-waste problem, such as the
aforementioned quantification of environmental impact, which
require collaboration with experts from outside the security com-
munity. While security and privacy experts can work to address
factors leading to poor IoT device longevity, that is only a small
piece of a larger problem. Within our own study, we found other
factors contributing to e-waste. Behavioural issues, such as when a
user considered a device so damaged that they cease using it. We
also found systemic issues, such as how accessible and available
device recycling deposit options are and how clearly appropriate
disposal procedures are communicated to device owners. To max-
imize our impact, we as security and privacy experts must cross
disciplinary boundaries and work with experts in other fields to
ensure all factors are considered.

Ultimately, we believe that, if made easy and affordable, users
can be encouraged to consider security and sustainability in their
IoT purchasing decisions. Security is not the least important mo-
tivation to retire an IoT device and with some effort by designers
and vendors, this consideration can be increased. Encouraging, and
eventually requiring modularity in IoT devices will help users buy
into better IoT security hygiene, and help the planet along the way.
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Types of Devices

See Table 2
Device Specific Questions

(1) How long do you expect a [I0T/Non-IoT device] to last (from
time of purchase)?

(2) How long do you expect the manufacturer to offer parts to
repair [IoT/Non-IoT device]?

(3) How long do you expect the manufacturer to offer software
updates for [IoT device]?

(4) How long do you expect the manufacturer to offer security
updates for [IoT device]?

(5) How long have you owned your current [IoT device]?

Device Retirement Questions

(1) Please rank the importance of the following reasons to stop
using an IoT device:
e The device no longer worked
o I wanted to have a new model
I found a model with a more attractive design
A new device gives me joy
I felt that I had used my last device long enough
Because I found a special offer for a new device
Because I felt the device was insecure
Because I felt that device was collecting personal informa-
tion
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(2) If you replaced or discarded an IoT device for a reason not
listed, please describe it here and indicate its importance rel-
ative to the other reasons listed above. (Optional) [Textbox]

(3) Please describe what you did with the last IoT device you
stopped using? [Textbox]

General IoT Questions

(1) It is important for me to use IoT devices with the latest tech-
nology or features. [strongly agree, agree, neutral, disagree,
strongly disagree]

It is a great feeling to own a brand new IoT device. [strongly

agree, agree, neutral, disagree, strongly disagree]

(3) Which IoT devices are more secure? [Older IoT devices are
much more, older IoT devices are somewhat more, they are
equally, newer IoT devices are somewhat more, newer IoT
devices are much more]

(4) Which IoT devices are more privacy preserving? [Older IoT
devices are much more, older IoT devices are somewhat more
privacy preserving, they are equally, newer IoT devices are
somewhat more, newer IoT devices are much more]

(5) Which devices are more secure? [IoT devices are much more
secure, IoT devices are somewhat more, they are equally,
non-IoT devices are somewhat more, non-IoT devices are
much more]

(6) Which devices are more privacy preserving? [IoT devices are
much more, IoT devices are somewhat more, they are equally,
non-IoT devices are somewhat more, non-IoT devices are
much more]

@)

Demographic Questions

(1) Which of the following best describes your gender identity?
[Woman, Non-binary, Man, Not listed (Please specify), Prefer
not to say]

(2) How old are you (in years)? [Numeric entry]

(3) Which country do you currently live in? [Canada, United
States of America]

(4) Do you have experience in computer science, information
technology, computer/software engineering, or a related
field? [Yes (please describe), No]

Concluding Questions

(1) Is there anything else you would like to share about IoT
device longevity and disposal (Optional)?

(2) Do you have any feedback you would like to share about the
survey (Optional)?

B Additional descriptive statistics

Table 7: Mean number of years for that participants (i) owned
their devices, (ii) expected them to last, (iii) expected them
to have parts available for repair, and (iv) expected that they
would receive software updates. ‘Non’ = Non-IoT devices.

Category Owned Lifespan ‘ Repair Updates

IoT IoT  Non ‘ IoT  Non | Functional  Security
TV 5.0 8.1 12.2 7.2 8.6 6.5 7.5
Monitoring 3.0 6.4 8.6 5.5 5.8 5.2 6.2
Emergency alerts 3.6 8.9 114 7.2 8.3 7.2 7.6
Large appliances 3.7 11.4 14.7 9.8 11.4 8.6 9.0
Small appliances 27 7.0 9.2 6.1 6.6 5.5 5.8
Lights 4.2 5.4 3.9 4.4 4.0 43 4.5
Home automation 43 9.6 12,5 7.6 8.8 73 7.5



https://doi.org/10.4225/75/57B2B48D40CE3
https://www.research.ed.ac.uk/en/publications/towards-sustainable-internet-of-things-objects-design-strategies-
https://www.research.ed.ac.uk/en/publications/towards-sustainable-internet-of-things-objects-design-strategies-
https://www.legislation.gov.uk/ukpga/2022/46/contents
https://www.research.ed.ac.uk/en/publications/towards-sustainable-internet-of-things-objects-design-strategies-
https://www.research.ed.ac.uk/en/publications/towards-sustainable-internet-of-things-objects-design-strategies-
https://doi.org/10.1016/j.copsyc.2020.07.014
https://doi.org/10.1093/reep/res006
https://doi.org/10.1093/reep/res006
https://doi.org/10.1145/3130876
https://doi.org/10.1145/3130876
https://doi.org/10.1145/3546719
https://doi.org/10.1109/PerComWorkshops48775.2020.9156155
https://doi.org/10.1109/PerComWorkshops48775.2020.9156155
https://doi.org/10.1145/3274469

	Abstract
	1 Introduction
	2 Background
	2.1 Key Terminology
	2.2 Security and Privacy Perceptions of IoT Devices
	2.3 IoT Longevity Expectations
	2.4 Premature Retirement of IoT Devices
	2.5 Extending IoT Longevity
	2.6 Security and Privacy Risks of Retired Devices

	3 Study Methods
	3.1 Participants and Recruitment
	3.2 Questionnaire Design
	3.3 Analysis
	3.4 Study Limitations

	4 Study Results
	4.1 Device Ownership
	4.2 Longevity Expectations
	4.3 Software Update Expectations
	4.4 Motivations to Retire an IoT Device
	4.5 E-waste Reducing Behaviours
	4.6 IoT Device Retirement Behaviours
	4.7 Security and Privacy Attitudes

	5 Discussion
	5.1 Role of Security and Privacy on Device Longevity
	5.2 Disposal Confusion

	6 Re-thinking the Role of Security and Privacy on Device Longevity
	6.1 The case for a new (modular) paradigm
	6.2 Other avenues to explore

	7 Conclusion
	Acknowledgments
	References
	A Questionnaire
	B Additional descriptive statistics

