WORKPLAN FOR THE COMPLETION OF THESIS

AUTHENTICATION OF WIRELESS DEVICES USING RADIO FREQUENCY FINGERPRINTING
The remaining phases of the RFF project will be carried out according to the tentative schedule.  While a significant effort will be made to adhere to the following deadlines, deviations are possible and to be expected.  The quality of research is our key motivator.     

Establishment of the Infrastructure
Before we can proceed with the remaining phases, the infrastructure has to be in place.  More specifically, the acquisition of additional units of Bluetooth and 802.11b devices must be completed as soon as possible.  We anticipate the completion of the infrastructure by October 31, 2003 although an earlier date would prove beneficial in carrying out activity 1.

PHASE 2
Characterization and Classification of Transceiverprint
Activity / Deliverable
Time Frame

1. Create different profiles using amplitude, phase and frequency, as deemed appropriate for each transceiver

2. Establish the degree of consistency and variance for a given make and model

Deliverable:  Profiles Document   
Oct. – Dec. 2003

3. Analyze current approaches and implement those which are appropriate

Deliverable:  Analysis Document
Jan. – March 2004

4. Endeavor to establish the DNA strand for a transceiver and test its accuracy using an appropriate classification tool

Deliverable:  Description of the DNA strand  
Jan. – March 2004

PHASE 3
Development and Simulation of New Authentication Protocol
Activity / Deliverable
Time Frame

5. Develop a generic authentication protocol using RFF and analyze it for security vulnerabilities

Deliverable:  Description of the Protocol  
April – Sept. 2004

6. Implement protocol 

Deliverable:  Results of test cases
April – Sept. 2004

7. Simulate protocol in software for the time being

Deliverable:  Confirmation of results of test cases in activity 6
April – Sept. 2004

Submission of Thesis
It is our goal to submit the thesis for approval by December 31, 2004.

