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ABSTRACT
Radio Frequency Fingerprinting (RFF) is a technique,
which has been used to identify wireless devices. It essentially involves the detection of the transient signal and
the extraction of the fingerprint. The detection phase, in
our opinion, is the most challenging yet crucial part of the
RFF process. Current approaches, namely Threshold and
Bayesian Step Change Detector, which use amplitude characteristics of signals for transient detection, perform poorly
with certain types of signals. This paper presents a new algorithm that exploits the phase characteristics for detection
purposes. Validation using Bluetooth signals has resulted
in a success rate of approximately 85-90 percent. We anticipate that the higher detection rate will result in a higher
classification rate and thus support various device authetication schemes in the wireless domain.

of the transient. Two key approaches, which exploit the
time-domain characteristics of the signal (e.g. amplitude)
in order to accomplish this task, are the Threshold [1] and
Bayesian Step Change Detector [2] [3]. Both approaches
are based on the premise that the amplitude characteristics
of the channel noise and transient differ. Furthermore, it
is assumed that there is an abrupt change at the start of the
transient. Although, this holds true for most signals, it does
not work well with signals where the transition between
noise and transient occurs more gradually. As a result, the
detection of the transient can be delayed. In addition, the
performance of the Bayesian Step Change Detector may
not be adequate for certain applications.
Ericsson Model 54 − Signal 1
100

Amplitude

KEY WORDS
Radio Frequency Fingerprint, transient detection, signal
phase, wireless devices, identification, Blue Tooth.

0

−50

−100

1 Introduction

0

1000

2000

3000

4000

5000

6000

7000

8000

5000

6000

7000

8000

Transition Point
1

Probability Density

RFF is a technology initially designed to capture the
unique characteristics of the radio frequency energy of the
transceiver, for the purpose of identifying cell phones and
other devices. Nevertheless, the underlying principle applies equally to all wireless devices.
The extended RFF process, including the identification of devices, consists of four key phases. The first phase
involves the extraction of features (e.g. amplitude, phase or
frequency information) from the digital signal. These features are subsequently used to detect the start of the tran
sient (see Fig. 1,
plot) in the second phase. Once the
end of the transient has been estimated, typically in an experimental manner, the fingerprint (features representing
the transient) is obtained. Finally, the transceiver of the
device is identified based on the classification of the fingerprint.
Of the four key phases in the RFF process, the detection phase, which is primarily concerned with the start
of the transient, is perhaps the most significant. Inaccurate
detection will adversely affect the fingerprinting phase and
thus will result in a possible misclassification. Therefore,
this paper primarily focuses on the detection of the start
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Figure 1. Bluetooth Signal-Ericsson ROK101008/21.

In order to accommodate a vast majority of signals
with varying transitional characteristics and to do so as efficiently as possible, a new detection algorithm has been
developed. It makes use of the phase characteristics of the
signal (features) and the fact that the slope of the phase,
associated with the transient, is linear. Since it does not depend on the amplitude characteristics of the signal, which
are more susceptible to noise and interference, it represents
a more robust solution.
Results of experimentation using Bluetooth (open
specification which enables short-range wireless voice and
data communications) [4] signals indicate a success rate

(estimated start of transient is within 100-200 samples of
the actual starting point) of approximately 85-90 percent.
The remaining sections of the paper will provide a
brief overview of the two key approaches, the new detection algorithm and the results of the experiments. Section
2 will present a brief summary of the two key approaches
within the context of the extended RFF process, while the
new detection algorithm will be presented in Section 3. The
validation of the algorithm will be described in Section 4
followed by the conclusion in Section 5.
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Related Work

This section provides a brief overview of the extended RFF
process and discusses the detection algorithms, used by the
Threshold and Bayesian Step Change Detector approaches,
at the appropriate phases.
Before proceeding to the discussion of the four
phases, it may prove beneficial to establish some background details regarding the representation of signals in
RFF.
Although signals with only real components have
been used in RFF in the past, the use of complex signals
provides one key advantage. Since the amplitude and phase
information of the digital signal is adequately preserved,
the use of such information could enhance both the detection and classification phase of the RFF process) [5]. The
instantaneous amplitude and phase can be calculated as follows:
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where +  and )  represent the in-phase and quadrature
components of the complex signal).
Step 1: Extract Features from Signal
The objective of the first phase is to extract the features from the signal using information from the time (amplitude) or frequency domain (frequency or phase). These
features will be used to detect the start of the transient.
In order to address the non-stationary property (signal characteristics are a function of time) of the signal, a
sliding rectangular window is used to extract the features
from successive portions of the signal. These features are
stored in a vector of length ,- . Thus, given the total number of samples in the signal /.0 , window size  12 , and
sliding factor (no. of samples to advance the window) 435 ,
the length of the resulting vector is defined as follows:
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An indirect benefit of using a smaller vector with
length , , instead of the total number .0 of samples in the
signal, is the reduction in processing time associated with

the detection phase.
Threshold Detection Approach
It is well known that the Euclidean dimensions of a
point, line and plane can be represented by integer values
of 0, 1 and 2. However, fractional quantities can also be
used to accommodate such objects as signals. Whereas
fractals refer to objects that are similar to each other, the
fractal dimension can be regarded as the irregularity of a
fractal) [6].
In this approach, the feature to be extracted is the variance dimension (variance of the amplitude), which is calculated as follows for successive portions of the signal:
?   @BAB>=C9;D

(4)

where E represents the Euclidean dimension and has been
assigned a value of one for this application. This forces the
?
value of the variance dimension (   ) to fall between 1
(highly correlated portion of the signal) and 2 (uncorrelated
white noise). It also implies that the value of H, referred to
as the Hurst exponent, will be within the range of [0-1]. H
is in turn obtained from
= PQ5R  STU)4VXW K%L 
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where VY is the time increment and VYW K%L represents the
difference between two samples that are separated by the
value of the time increment. As the variance is a function
of the time increment and is related to it according to
ST#U) VXW K%L Z\[ VY[ ^]

(6)

the log function is used to determine the value of H.
Since it is given that the variance of the noise and
the transient portion of the signal differ sufficiently, the
start of the transient should be located at the transition
point. Hence, the variance dimensions should mirror the
corresponding transition point.
Bayesian Step Change Detector
Unlike the Threshold process, the fractal dimension
is calculated for successive portions of the signal using
Higuchi’s method) [7]. First, subsets of samples e.g.
W =5+_^W +_a```+_^W.b ) of the original signal are created
according to :
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where d and e are integers indicating the initial time (sample) and the interval time (number of samples), respectively.
Thus, for example, setting eprq , .st=5uu and dE
=_ _fq will result in the following 3 subsets:
X(1,3); X(1), X(4), ..., X(100),
X(2,3); X(2), X(5), ..., X(98),
X(3,3); X(3), X(6), ..., X(99).

Second, the length of the curve for each of the subset
(W d;_feg ) is calculated using the following :
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The term, .9= l/.9>d e#-oe represents the


normalisation factor of the curve length.
Finally, the average value  ,}/ek , of the e sets
v
,
/eg , is plotted against e on a log-log scale followed
of
by the application of the least-square procedure. This
produces a straight line, of which the slope represents the
fractal dimension. The use of the fractal dimension serves
the same purpose as the variance fractal dimension used in
the Threshold approach.
Step 2: Detect Start of Transient
As previously discussed, detecting the start of the
transient is based on the assumption, that the characteristics of the channel noise and the transient are adequately
different. Detection is typically carried out by considering
each element in the feature vector (obtained from phase 1)
in sequence and attempting to locate the point where there
is an abrupt change between two consecutive elements.
This point should theoretically correspond to the section
of the original signal where the start of the transient is

located, see Fig. 1,
plot.
Threshold Detection Approach
Once the variance fractal dimensions have been determined and stored in the feature vector (referred to as the
fractal trajectory), the start of the transient is detected according to
[ ?   9b [ o'

(9)
? 

where
is the variance dimension and is the threshold
that has been established experimentally. In addition,  and
 represent the mean and standard deviation of the noise
portion (%=_ _`a``+_^
) of the original signal.

The algorithm calculates the difference between each
fractal dimension (element in the fractal trajectory) and the
mean value until the condition in Equation 9 is met. Given
that the mean value has been calculated based on a representative portion of the noise samples, the absolute difference between the variance dimension and the mean would
not satisfy Equation 9, if the variance dimensions represent the noise portion of the signal. However, at the start
of the transient, where the variance dimension is expected
to be significantly lower or higher than the noise portion,
the absolute difference would be greater than the sum of
the standard deviation and a percentage of the mean. Once
the detection has been triggered, the corresponding location
within the signal can be determined based on the parameters of the window and sliding factor.

In terms of performance, this detection algorithm of
order " , works well for signals with an abrupt change at the
start of the transient. However, establishing an appropriate
threshold can prove challenging. Moreover, the algorithm
does not take into account any abrupt spikes after the first
) samples, but within the channel noise portion of the
(

signal. This results in an inaccurate detection of the start of
the transient.
A variation of this approach, which makes use of the
amplitude (Equation 1) from complex signal, for detecting
the start of the transient can be found in) [8].
Bayesian Step Change Detector
Unlike the previous approach, the detection of the
start of the transient is accomplished using the following
posteriori probability density function of a Bayesian Step
Change Detector.
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The parameters of the function have the following
definition: ¤ represents the fractal dimension, . is the
number of elements in the fractal trajectory and d represents a potential change point (start of transient). In addition, while the term -(N-2)/2 is used to accentuate the
d®.9bd prodifference in variance, the numerator =
g
vides a weighting function in order to place more emphasis
on the middle elements of the fractal trajectory.
For each fractal dimension at point d in the fractal
trajectory, this function calculates the variance of the fractal
dimensions for the sequence l=_`a``i_^dm and  d0¯=_a``a`i_^.j .
The larger the difference in variance between these two sequences, the larger the value of the probabilistic density
function. Since the fractal dimensions are typically higher
for the noise portion of the signal than the transient, we expect that the difference in variance between two sequences
would be the highest at the start of the transient.

The q° plot in Fig. 2 illustrates the use of the fractal
trajectory (sliding factor set to one sample) in detecting the
start of the transient (highest value of the probability density function). With this particular signal, the difference in
variance is more gradual at the start of the transient. Consequently, the detection is delayed by 500 samples (from

3500 to 4000), see Fig. 2,
plot.
In comparison to the Threshold detection algorithm,
the Bayesian Step Change Detector is less efficient with an
order of "  . Although, it could be considered more effective than the threshold mechanism, it does not perform as
well with signals, which exhibit similar
L characteristics as
the waveform depicted in Fig. 2, =(± plot. The key advantage, nevertheless, is that it could be applied to various
types of signals without having prior knowledge of their
specific characteristics.
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Figure 2. Bluetooth Signal-3Com 3CRWB6096.

The use of other dimensions, such as information and
correlation for transient detection, is explored in) [9].
Step 3: Extract Fingerprint
After having isolated the transient (using the start and
end points) from the signal, the fractal dimension is obtained once again (possibly using different parameters e.g.
window size) for each segment of the transient. The resulting vector is then used as a fingerprint.
While in most cases, the method of extraction
is based on the concept of fractal dimension, waveletbased extraction has also been explored by [ [10] [11] [12]].
Step 4: Classify Fingerprint
Although various techniques such as the parallel analog network are available for pattern classification (e.g. fingerprint), the use of probabilistic neural network (PNN) is
by far the preferred approach) [13]. In general, the fingerprints from a subset of the signals are used to train the PNN,
while the remaining signals are subsequently fingerprinted
and classified as having originated from a given transceiver.

3

Transient Detection Using Phase Characteristics

After having implemented and analyzed both approaches,
the need to enhance the detection process became apparent.
Thus, a decision was made to explore the feasibility of
using phase and/or frequency characteristics of the signal
in order to develop an algorithm, which is both effective
and efficient.
Step 1: Extract Features from Signal
Unlike the previous approaches, whereby the features
were derived from the amplitude characteristics of the sig-

nal, this approach makes use of phase characteristics to represent the features of the signal.
Using the characteristics of the signal phase has a
number of advantages over those associated with the amplitude. First, as the phase of a signal is less susceptible to
noise and interference, it does not exhibit the same degree
of fluctuations. Second, the slope of the phase becomes
linear at the start of the transient. This should render the
task of establishing a threshold more manageable and
thus permit us to leverage on the principle of threshold
detection. Finally, the linearity of the slope should also
render the detection algorithm more effective, especially,
when processing signals with a less
L abrupt change at the
start of the transient, see Fig. 3, =5± plot.
The fractal trajectory is created as follows:
The instantaneous phase of the signal, calculated using Equation 2, is unwrapped in order to remove the discontinuities that result at multiples of 2² radians. The resulting
vector, referred to as unwrapped, has the same length . as
that of the original signal.
The absolute value of each element in the unwrapped
vector, absUnwrapped or ( ³ S ), is then obtained in order to
simplify the detection process.
In order to magnify the variation between the noise
and transient portion of the signal, the variance of the
phase (features) is calculated for each successive portion
of the ³ S . A non-overlapping window of size 3 is used for
this purpose. The features are then stored in a temporary
vector 2ST of length . 3 .

´Sµ ! >SX#U ³ S¶¤b=5i_ ³ Sm¤ i_``a`i_ ³ Sp R ^ (11)
R
R 93
where, ©·=_ _`a``i_f. 3 , tCo03 , ¤
and ST#U

represents the variance of the phase.
Finally, using the 2S , the difference between the
phase variance is obtained in order to create the fractal

trajectory ( ¸  ), see Fig. 3, q ° plot.
Step 2: Detect Start of Transient
The successful detection of the transient is based on
the fact that the slope of the phase becomes and remains
linear from the start of the transient. Therefore, the corresponding difference in phase variance (in the fractal trajectory) should have a value of zero, at the start of the tran
sient, see Fig. 3, q° plot, value of 68.
The detection of the transient is carried out using a
2-step process as follows: Each element in the ¸  is compared to a threshold until the value of the element, as well
as the values of the next 4 elements, meet the following
condition:
¸ X !i_ ¸ X¹

=(+_`I`I`l_ ¸ X º

-»

¼

(12)

At this point, the start of the transient can usually be
identified within 100 samples of the actual starting point.
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Figure 4. Success Rate of Transient Detection.
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In addition, the starting point of the transient can
be rendered more accurate (compensation for phase
transition). A temporary vector, which holds the sum of
the amplitudes ( ½ S ) for each successive portion of the
signal, is used for this purpose. If the following condition
[ ½ Sp9 ½ Sm 9=5a[»¾ug` ¼Yo ¸ Y
  !
(13)
is met, then the start point, denoted by ¸ X ! , is decreased
by 1. It is also feasible to test more than one element in
order to achieve greater accuracy. However, it may prove
challenging with signals that are characterised by amplitude, which increases slowly at the transition point.

Figure 3,
plot illustrates the application of the detection algorithm to a Bluetooth signal from an Ericsson
transceiver.
L This signal is identical to the one depicted in
Fig. 2, =5± plot.

4 Validation
This section provides details of the infrastructure used
to capture signals from Bluetooth wireless PC cards,
Bluetooth test radios and 802.11) [14] wireless LAN
adapters.
Infrastructure
The baseband signals (2400-2483.5 MHz) were captured using an Omni (3 dBi) antenna. Using the Rohde &
Schwarz RF generator with the output level set to +3dB and
the Watkins Johnson MIG mixer, an IF signal (5-105 MHz)
was produced. This signal was then filtered using MiniCircuits BBLP-156 LPF with ¸¿À ( 90 MHz. The filtered
signal, in turn, was sampled at 500 MHz using the LeCroy
9354L digital oscilloscope (8 bit ADC - analog to digital
converter). Resulting samples were converted from binary
to ascii format and stored on compact discs for future analysis.

In terms of Bluetooth transceivers, three different
models were used: 3Com Model 3CRWB6096 (4 units),
Ericsson Model ROK101008/21 (4 units), Test Radios
Model 3CW1057-E (2 units) for a total of (10) transceivers.
One hundred signals were captured per transceiver resulting in a test base of 1000 signals. In addition, the same
number of signals per transceiver were captured using the
Breezenet Pro.11 Series Model SA-PCR (2).
All subsequent processing and experimentation were
carried out using Matlab software and associated tools e.g.
the Neural Network toolbox. As we are currently in the
process of testing signals from 802.11 transceivers, the
following results are based on Bluetooth signals only.
Results
With an order of n, the success rate (estimated start
of transient is within 100-200 samples of the actual starting
point) of the algorithm is approximately 85-90%. In comparison to our implementation of the Bayesian step change
detector (approx. 80-85%), the new algorithm seems to be
more suited to the characteristics of Bluetooth signals. Although the Threshold detection algorithm was also implemented, testing proved to be very time consuming as the
threshold value had to be changed frequently, to accommodate all Bluetooth signals. Hence, the experiments were
discontinued.
Figure 4 presents the success rate of the detection algorithm.
While the overall success rate is 89.5%, the success
rate for each model is as follows: 3Com (91%), Ericsson
(84.5%), Test Radio (96.5%). In comparison, the classification techniques proposed in [10] and [12] have resulted in
success rates of 95% and 100% respectively. Furthermore,
in the area of cellular security, RFF has been instrumental
in reducing cloning fraud [15] by approximately 95%, thus
supporting the feasibility of achieving high classification
and detection rates.
During the process of testing, some general observations were made.

Transceivers used by 3Com cards and the Test Radios,were very consistent and so were the phase variance of
the noise and transient portion of the signal. On the other
hand, those from Ericsson transceivers exhibited much
more variation, resulting in a lower success rate. We suspect that the higher degree of variation was caused by the
minor imprecision of the infrastructure and may not reflect
the true characteristics of the transceivers.
The frequency hopping behaviour of the transceivers
was clearly noticeable, although it did not affect the performance of the detection algorithm.
As the accuracy of the detection algorithm is based
on the phase characteristics (not amplitude) of the signal,
it is logical to assume that the algorithm can be applied to
signals from other wireless devices in addition to 802.11
transceivers.

5 Conclusion
The Threshold and Bayesian Step Change Detector approaches, which utilise the amplitude characteristics of the
signal, can be employed to detect the start of the transient. However, a detection algorithm that exploits the
phase characteristics of the signal, can provide better performance by accommodating signals where the transition,
between noise and transient, occurs more gradually. It is
particularly beneficial when processing signals associated
with some Bluetooth transceivers. The higher success rate
of 85-90 is attributable to two key factors. First, the susceptibility of the signal phase to noise and interference is
minimal. Second, the slope of the phase becomes and remains linear from the start of the transient portion of the
signal.
While preliminary results are promising, the detection
algorithm must be enhanced in order to achieve a higher
success rate and to accommodate signals from other wireless devices. Benefits accrued from this exercise will no
doubt play a vital role in the next phase, the classification
of transceivers.
Finally, the success rate of classification (authentication), in turn, will support various types of applications including device to device communication (e.g. hidden computing), access control via access points (802.11) and inventory control.
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