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Abstract

The problem of trust is one of the more prominent security issues in online communi-
cations. In this thesis, we propose a new security threat model, computer mediated
introductions (CMI), where individuals are introduced online for the purpose of in-
teracting offline. This is a problem that has not been specifically studied in the
literature, even though aspects of it have been covered elsewhere. We therefore crit-
ically analyze the issue of trust and reputation in CMIs with the aim of improving
trust on these platforms. In one of the most popular forms of CMI today, online
dating, our findings show that existing standard mechanisms are not sufficient to
establish meaningful trust on the platform. While we propose some potential alter-
native mechanisms for establishing trust in CMIs, the key contribution of this work
is to identify the security challenges that arise in computer mediated introductions
as a previously unrecognized class of security problems. We believe CMI has the
promise of eventually becoming an independent research area, one that could make a

real difference in how people meet, whether for business, fun, friendship, or romance.
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Chapter 1

Introduction

The issue of trust has been studied for many years and cuts across various disciplines,
including mathematics, psychology, computer science, sociology, economics, manage-
ment, human and computer interaction (HCI), and marketing [39, 85, 91, 90, 125,
144, 214, 221, 244, 282, 126]. Trust can be viewed as a “belief based off the expec-
tation of other’s behavior or intention” [229]. It is a notion that “another’s action
will be favorable to oneself” [87]. Hence the outcome of trust is largely based on the
attitude of another. Baier et al. noted that we do not have absolute control over the
things we care about the most, such as our lives, the safety of flying in airplanes, our
reputations, our emotions, and medical care. We cannot singly and completely take
care of those things all the time or determine what happens to them. To make up
for this, we must place them in the care of someone who can ruin them or destroy
them, as they please. But they, however, must be placed in such positions. The
issue of trust therefore is centered on, how do we determine who to trust and what
exactly is being entrusted to the care of these individuals [18]. For example, a person
walking through the crosswalk after sighting the pedestrian signal has chosen in that
instant to entrust her wellbeing to the driver, trusting that the driver will wait and

not continue driving.

While trust is important in both online and offline communications, computers
have become an important part of interpersonal relationships across the globe [135].
Computer mediated communication (CMC) is essential to how we conduct business
and maintain personal relationships [27, 135, 148, 34, 104]. Observable physical cues,
even though sometimes ineffective, have been put in place as offline prompts used
to detect deception and to determine who to trust and what can be placed in their
trust. However, such cues are missing from online interactions. Therefore, when
we go online, we must be wary. An attempted e-commerce purchase can lead to

fraudulent credit card transactions. Following the wrong link in an email can result
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in compromised credentials. Accepting the wrong social media connection request
can compromise our privacy.

While all online interactions entail some risk, some interactions are clearly riskier
than others. Among the riskiest interactions are ones that cross over from the virtual
to the physical. When an online interaction goes bad, we may suffer harm to our
bank account or our reputation. When an in-person interaction goes bad, it may end
in violence or death. It is therefore natural that we want additional guarantees for
potential in-person interactions with strangers we meet online.

Here we define computer mediated introductions (CMI) as a type of computer
mediated communication in which online interaction occurs between strangers for
the purpose of (eventual) in person interactions. Two classes of CMI are business
CMI and personal CMI. Business CMIs involves introducing people online to meet
offline for the sole purpose of exchanging goods or services for monetary value. We
do not classify periodic subscription for a service that requires monetary exchange as
a business CMI. However, if monetary value has to be exchanged each time services
or goods are being provided by the CMI, then the CMI is classified as a business
CMI. Examples of business CMIs are Airbnb, Uber, and Vayable, amongst others. In
personal CMI, monetary value is not attached to the exchange made; instead, people
are introduced online and meet offline based on shared interests, hobbies, or to carry
out similar activities. Couchsurfing and dating sites are examples of personal CMI. In
some cases, some CMI platforms could serve as a means of introducing people for both
business and pleasure, thereby serving as a combination of both CMIs. Examples of

those include Meetup.com, Craigslist, and Kijiji.

1.1 Motivation

As computers become more and more central to how we interact socially, increasingly
computers will be the ones establishing initial social connections [27, 135, 148, 34, 104].
These introductions are key points of vulnerability, leaving individuals subject to
attacks on their finances, emotional stability, and physical safety. The purpose of
computer mediated introductions is to put in contact people who do not know each
other. As a result, identifying unsolicited and spontaneous messages that are the core

of traditional anti-fraud online activities does not have any meaning when applied to



CMIs.

The major challenge in CMI is establishing trust in the face of the “slippery
virtuality of the online world” [81]. Brym et al. [31] discloses that 89% of their
participants were of the opinion that people they meet online may not tell you the
truth about themselves, and 85% agreed that “people met online might be hiding
something.” While the interactions that occur online between two strangers can be
likened to those seen offline in a social setting, such as a bar; however, it should be
noted that the expectation for people to be truthful in both settings are significantly
different. For instance in dating sites, ideally people are involved in online interactions
for the purpose of having an offline romantic relationship. As such it is expected that
both parties are truthful in their representations of themselves both online and offline.
However, in a bar setting there is no such expectation. Also in such a setting it is
difficult to lie about things such as a person’s weight or height, but online those are

easler to fake.

In other CMCs where communication is strictly limited to online interactions,
users mainly face the risk of being defrauded; however, CMI users are exposed to
risks associated with potential bodily harm. For example, we can contact individuals
representing an online company, say for services or deliveries such as Amazon, to
have goods returned. But in CMI interactions such as Airbnb, we cannot necessarily

‘return’ a person coming to spend the night in an Airbnb listing.

Where the online interaction is a continuation of an already existing social re-
lationship, such as members of a community organization in the same social group
corresponding via a Facebook page, the risks are lower because nobody is a complete
stranger. When people meet for the first time online for social purposes as seen in
dating sites, the risks are much more significant. We focus on the importance of
building trust in personal CMI, specifically dating sites, because we believe this is the
most vulnerable form of CMI. Dating site scammers are known to exploit the vulner-
able emotional state of unsuspecting users, making their attacks more effective [69].
Their attacks do not just involve monetary loss but they include emotional trauma,
violence, sexual assault, and ultimately death [69]. Therefore developing effective

trust mechanisms in dating sites will greatly improve the security of other CMIs.

Online dating platforms themselves, have become increasingly mainstream [237,
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89, 236, 225, 203, 43]. As of August 2003 in total about, “40 million unique people
visited dating sites” [82] and in 2006, about 7 million had been on dates with some-
one they met on “online personal advertisements” [147]. In 2013, one in every ten
American had used a dating site or application, and 66% of these users had gone a
step further to set up dates with people they met on these platforms [237]. In 2014 it
was reported that 38% of single adults in the US had used an online dating site [89].
New reports emerged in 2015 that the use of dating sites had increased from 10%
in 2013 to 27% among users ranging from 18-24 years old. The use of the platform
also doubled from 6% to 12% among users ranging from ages 55-64 [236]. A popular
dating service, Plenty of Fish alone, had an estimated 100 million users as of 2015 and
3.5 million active members per day [197]. Rosenfeld et al. and Couch et al. [225, 43]
both highlighted the importance of this relatively recent type of interaction. They
noted that online dating has partly displaced family gatherings, schools, and parks
as places to meet potential partners, and has also taken precedence in the “social
lives” of people [81]. Although their precise format and target audience vary widely,
their basic format remains the same. Individuals create profiles for other users of the
site to browse. While these profiles do not contain an individual’s name, address,
or other standard identifying information, these profiles do contain demographic in-
formation, personal statements, answers to standard questions, and (perhaps most
importantly) pictures. Typically, other users of the site can search for and view
these profiles. When a suitable profile is found, a user can send the profile’s owner
a pseudonymous message, thus beginning a conversation. The conversation’s goal is
to determine whether to proceed to the next step—meeting in person. Online dating
sites thus facilitate highly personal interactions between people who otherwise would
be strangers. Therefore, the key problem of establishing sufficient trust to move the
interaction from online to in person becomes much more crucial on these platforms

69, 43, 31, 66, 111, 215, 35].

1.2 Main Contributions

This thesis makes the following contributions:

1. Defining computer mediated introductions (CMI) as a threat model

and an independent research area. Research has generalized all forms
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of computer mediated communications (CMC) [36], classifying these interac-
tions under regular online communications, and as such implementing standard
mechanisms in an attempt to establish trust on these platforms. Our research
identifies the area of computer mediated introductions as a separate field of
research where better and strategic trust mechanisms need to be put in place
as a result of the higher level of possible risks. Some of the standard trust
mechanisms are also ineffective when applied to personal CMI, especially online

dating sites, due to the nature of interactions that occur on this platform.

. Evaluation of trust mechanisms used in CMIs. We review, compare, and
critically analyze the various trust mechanisms employed by different business
and personal CMIs, specifically Airbnb, Uber, Meetup.com, Vayable, Couch-

implemented to improve trust on these CMI platforms.

. Clearly define the threat model of online dating sites. We carry out an
in-depth analysis of the threat model of a typical online dating site, covering
the possible threats that could exist while making use of the platform. We also
describe the ideal trust mechanisms of dating sites and compare them with those
currently being employed by three popular online dating services, Match.com,
Plenty of Fish, and Tinder. We determine if the current mechanisms used are

sufficient to establish trust and better secure users of online dating services.

. User study showcasing user’s strategies for ensuring safety. We present
a user study carried out to evaluate how users develop trust when making use

of personal CMIs.

. Proposing strategies and alternative mechanisms for the development
of a trustworthy dating site model, which could ultimately lead to better

security on other forms of CMI.

. We most importantly identify computer mediated introductions as an
understudied area of computer security. We specify the security challenges
that arise in computer mediated introductions as a previously unrecognized

class of security problems, with the hope that the work will encourage others
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to further study this challenge through user studies and the development of
technical mechanisms specialized to the CMI problem.

1.3 Organization Of Thesis

The rest of the thesis is organized as follows. We review previous work on the problem
of trust in both online and offline interactions in Chapter 2. We evaluate and ana-
lyze the trust mechanisms implemented by seven CMIs in Chapter 3. Based on the
identified mechanisms, we propose methods that could be implemented in an effort at
improving trust in those forms of computer mediated introductions. We present the
threat model of dating sites in Chapter 4, identifying both user and dating sites’ roles,
and furthermore surveying the different scenarios related to the identified threats. In
Chapter 5, we present the results of a user study done to find out if dating sites users
are able to identify these threats for themselves. We furthermore evaluate the strate-
gies users employ in deciding who to trust when interacting with people introduced
through dating sites, and we determine if these mechanisms are effective enough to
keep users safe. In Chapter 6 we critically analyze the trust mechanisms used by dat-
ing sites administrators. We compare those mechanisms with the ideal mechanisms
defined in the threat model in Chapter 4, to determine if dating sites’ mechanisms are
sufficient to protect their users. We furthermore compare dating sites’ trust mecha-
nisms with those carried out by other CMCs, and we define the unique problem of
establishing trust in online dating sites. In Chapter 7, we suggest alternative trust
mechanisms that could be employed by dating sites and discuss the evaluation of
the suggested mechanisms. In Chapter 8, we discuss the main contributions made,

limitations, future work and we conclude.

1.4 Research Publications

During the course of this Masters degree program, the following publications have

been produced,

1. Obada-Obieh Borke, Sonia Chiasson, and Anil Somayaji. “ ‘Don’t Break My
Heart!”: User Security Strategies for Online Dating.”, in proceedings of 2017
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Workshop on Usable Security (USEC), February 26, 2017, San Diego, California,
USA.

2. Obada-Obieh Borke and Anil Somayaji. “Can I believe you? Establishing Trust
in Computer Mediated Introductions”, in proceedings of 2017 New Security
Paradigms Workshop (NSPW), October 1st-4th, 2017, Key West, Florida, USA.



Chapter 2

Background

The challenge with computer mediated introductions is fundamentally one of trust.
Research has indicated similarities between online and offline trust [81, 213]. As
such, to understand how trust works online, we review research done to establish
trust offline and proceed to work on online trust.

This chapter is divided into five sections. In the first section, we review the concept
of trust. In the second section, we evaluate the research carried out to ensure trust
offline. We review work done in an effort to establish trust online in the third section
and we discuss computer mediated introductions in the fourth section. We conclude

the chapter in the fifth section.

2.1 The Concept of Trust

Research into security and trust online has been ongoing for over twenty years [86].
Luhmann argues that “humans would not even be able to face the complexities of the
world without resorting to trust, because it is with trust that we are able to reason
sensibly about the possibilities of everyday life” [142]. There are many definitions of
trust; we review some of them here.

One definition of trust is that, “Trust is the willingness to be vulnerable based on
positive expectations about the actions of others” [164]. Trust in a social context can
also be defined as “the extent to which one party is willing to depend on something or
somebody in a given situation with a feeling of relative security, even though negative
consequences are possible” [60].

From a psychological viewpoint, Deutsch explains the concept of trust thus, “An
individual is confronted with an ambiguous path, a path that can lead to an event
perceived to be beneficial (Va+) or to an event perceived to be harmful ( Va-); he
perceives that the occurrence of Va+ or Va- is contingent on the behavior of another

person; and he perceives that strength of Va- is greater than that strength of Va+.
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If he chooses to take an ambiguous path with such properties, I shall say he makes
a trusting choice; if he chooses not to take the path, he makes a distrustful choice”
[150].

Gambetta and Marsh explained trust from a mathematical perspective. While
Marsh proposed a mathematical model for trust [150], Gambetta describes trust thus,
“Trust (or, symmetrically, distrust) is a particular level of the subjective probability
with which an agent assesses that another agent or group of agents will perform a
particular action, both before he can monitor such action (or independently of his
capacity ever to be able to monitor it) and in a context in which it affects his own
action. When we say we trust someone or that someone is trustworthy, we implicitly
mean that the probability that he will perform an action that is beneficial or at least
not detrimental to us is high enough for us to consider engaging in some form of
cooperation with him. Correspondingly when we say that someone is untrustworthy,
we imply that that probability is low enough for us to refrain from doing so” [87].
Bacharach and Gambetta further expounds on the concept, “In general, we say that
a person ‘trusts someone to do X’ if she acts on the expectation that he will do X
when both know that two conditions obtain: if he fails to do X she would have done

better to act otherwise, and her acting in the way she does gives him a selfish reason

not to do X” [16].

These definitions indicate that at least two people must be involved before the
notion of trust can be put in place [220]. In other words, as Baier et al. [18] explains,
for a trust relationship to occur, there is usually the “Trustor” who is the one trusting
another, and the “Trusted”, who is being trusted. Trust must exist between the
“Trustor” and the “Trusted” and in the technology applied to create the sense of
trust [182].

Various other definitions exist to better elucidate the concept of trust [60, 62, 61,
226, 227, 228, 18, 97, 94, 146, 284, 184]; however, all the definitions of trust indicate
that trust exists because there is the presence of risk [38, 65, 164, 61, 143, 94, 240,
199, 118, 202, 136]. We trust when we cannot predict or foresee the actions of others;
and therefore resort to believing that these others will act in our best interest [220].
In trusting we are therefore “choosing to put ourselves in another’s hands, in that

the behavior of the other determines what we get out of a situation” [150]. It is
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accepting “another’s possible but not expected ill will toward one with the confidence
that another could not harm one, although they could harm one” [18, 65, 60, 137, 61].

The relationship between these parties and the risk involved has been defined thus,
“If the level of trust surpasses the threshold of perceived risk, then the trustor will
engage in risk-taking in the relationship” [164]. The problem of trust is mainly how
to determine who or what services should be trusted, even in the presence of risks. In
subsequent sections, we give insight into previous work done to aid the development

of trust in both offline and online communications.

2.2 Trust in Physical Environments (Offline Trust)

As illustrated by Marsh et al., in the event that a person’s car is broken down on the
street and a man dressed in overalls similar to those worn at a car repair company
shows up in a company’s truck, the person will most likely have the man take a look
at his broken down car. However, the person is more likely to ask questions and try to
validate the man’s identity if the man shows up dressed casually in jeans and a shirt,
without the company’s truck [150]. In the offline world, based on physical attributes
and observable cues, humans decide who to trust and what exactly can be entrusted
to their care [60, 62, 61, 226, 227, 228, 18, 97, 94, 146].

Considerable research has been done to determine what cues indicates deception
in order to decide who to trust when carrying out physical communications. Ekman
and Friesen et al. discovered that deception prompted “guilt, stress and fear of de-
tection” [71]. He explains, “This leads to outward behavioral displays from which a
person’s true state or deceptive intent can be ‘read.” [71]. These cues could either be
verbal [254, 180, 12, 17, 112], or non-verbal [273]. Strategies to detect the presence
of deception includes analysis of audio [10], whereby an increase in the pitch of an
audio could indicate deception [72, 32, 99, 109, 121, 133]; also analyzing the levels
of stress in the voice could indirectly indicate deception[129]. Other signs of phys-
ical deception could include negative affect, cognitive load, sweating, arousal, and
blinking [291, 241]. Deception could also be detected through linguistic cues, such as
mentioning certain words or phrases, or the use of complex or much simpler sentences
in spoken words [166, 167, 33, 187, 272, 268, 289]. Deceivers will also try to distance

themselves from the lie being told and this can be noted in their use of “pronouns,



11

verb tense (more past or future tense being used than present tense), passive voice,
and modifiers” [26, 105, 187, 265, 177, 109]. Tools are now available for automatically
analyzing spoken words or languages for the presence of deception [183, 247, 232].

Zak et al. [288] sought to find out why people trust some people and not others.
They wanted to know if there was some form of “neurologic signal” in the brain
that indicates when trust should be given. Zak et al. compared humans to rodents,
whose brain chemical, oxytocin, indicates that another animal is safe and can be
approached. They carried out an experiment that involved people making decisions
based on trust, and withdrew blood from the participants’ arm before and after that
decision was made, to measure the level of oxytocin. The participants were split into
trustors and trustee. It was found that the more the trustor’s trust was not betrayed
by the trustee, the more oxytocin they released. To ensure the change in oxytocin
was not coincidental, the researchers administered synthetic oxytocin to the brain of
some of the participants and they found that “oxytocin appeared to reduce the fear

of trusting a stranger.” [288]

Ring & Van de Ven [223] notes that trust could also be established based on rep-
utation. Reputation is the subjective expectation or collective ideology people have
about the behavior of another based on the interaction history. It is the “aggre-
gated opinion that people have based on past behaviors of character” [150]. Ring
& Van de Ven [223] further emphasizes that trust increases as the number of suc-
cessful interactions occur between the trustor and the trusted. We can have some
trust in interactions with a stranger if we can have some assurance that they have
had successful interactions with others. Third parties can vouch for an individual’s

trustworthiness by attesting to aspects of their reputation.

Baier et al. however noted also that sometimes in offline interaction, trust can
be given implicitly even when there is no assurance that the person being trusted
will act fairly. This can be seen in the case of kings trusting slaves to not poison
their drinks, or in the case of a war, whereby there is an implicit trust that once
the white flag is shown, the opposing enemy will retreat from fighting. This same
trust comes into play when people ask strangers for directions; they trust that they
will not be misguided [18]. Asherman et al. notes that sometimes humans give trust

because we implicitly believe the person will do us no harm, until proven otherwise
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[15]. Diego [87] and Smith [238] also talked about the role of cooperation in trust.
Smith wrote, “If there is any society among robbers and murderers, they must at least
.. abstain from robbing and murdering one another” [238]. Fukuyama et al., who also
did a study of how trust develops in physical communities, believed that “community
strongly depends on mutual trust” and that trust happens when “community shares
a set of moral values in such a way as to create expectations of regular and honest
behavior” [86].

Corritore et al. compared offline and online trust in terms of Generality, Kinds,
Degrees, and Stages. They found that both offline and online trust were similar and
gave examples under each type of trust [42]. In the next section we discuss research

on trust in online communications.

2.3 Trust in CMC (Online Trust)

To foster secured and positive relationships in computer mediated communications,
trust must also exist, even if no in-person interaction ever takes place. Corritore et al.
specifically defines online trust as “an attitude of confident expectation in an online
situation of risk that one’s vulnerabilities will not be exploited” [42]. The question
then arises, how can trust be built or improved between two or more strangers in an
online virtual community? Research has gone a long way to show that trust is better
built face-to-face than over virtual communications. Handy insists that ultimate
trust can only be formed by touch [107]. However, this cannot be applied in virtual
communities where trust has to be developed in the absence of physical contact.
Cues that are normally employed to detect deceit in face-to-face communications
may be ineffective when applied to online interactions. People involved in online
communications can easily create an ideal persona which Donath et al. [64] refers
to as ‘online performance’. Therefore, as Castelfranchi et al. explains the problem,
“On which signs and qualities do we base our trust in a face-to-face communication,
and how can we substitute these properties in electronic interactions?” [56]. Based
on offline trust, three main strategies have been implemented in an attempt to solve
the problem of trust in online communications. These mechanisms are the use of
reputation systems, multimedia-based trust and cryptographic trust. We evaluate

the work done in building trust using these mechanisms in CMC.
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2.3.1 Reputation Systems

The use of reputation systems is commonplace in online interactions, whereby based
on past experience, people tend to predict the future behavior of others. Both repu-
tation and trust are related: trust births good reputation and good reputation leads
to trust [218, 63, 217, 290].

Dasgupta et al., who explored the importance of building trust in virtual com-
munities, linked expectation to reputation, explaining that reputation affects users’
expectation. They insist that reputation can only be built over time, whereby for
reputation to be successfully developed, the trustor must have had previous experi-
ences with the trusted party [58]. There is therefore the problem of how users can
form trust in online communications without having had prior encounters with the
other party.

While reputation in communities is traditionally mediated by humans, work on
trust in e-commerce has centered around how computer systems can serve as trusted
third parties for the purposes of maintaining and disseminating reputation informa-
tion. In early 2000, Zacharia et al. proposed two reputation mechanisms that could be
used to address trust problems in e-commerce and other online contexts [287]. The
authors proposed Sporas and Histros, which the authors explained can be applied
to loosely and highly connected communities respectively. Sporas works such that
new users have a standard reputation value and as transactions are being carried out,
based on the reputation feedback, the user value either increases or decreases. Histros
is a web-of-trust based mechanism where users trust other users because someone they
know had trusted them in the past.

Like in offline communications, cooperation in the community was emphasized
by Boyd as a major requirement to build mutual trust in CMC [30]. Boyd focused
his evaluation on eBay (in 2002), stating that eBay has successfully been able to
build mutual trust on their platform. As a result, this has led to better security in
the services offered to the community eBay built. This mutual trust according to
the author reemphasizes Deutsch’s opinion on building trust, which states that “the
trustworthy person is aware of being trusted and he is somehow bound by the trust
which is invested in him” [60]. The author explains that community trust is the trust

that makes eBay stronger. Boyd insists that though safety and security mechanisms
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have been introduced such as escrow agents in the online community, the major thing
that safely secures eBay users is community, which Weisul in his paper refers to as
“creative self-policing” [30]. Boyd claims that when all transactions and interactions
are made openly in the clear sight of other users then there is the high probability
of people to act justly and fairly [30]. Boyd’s research was however conducted fifteen
years ago.

Li Xiong et al. also acknowledged the importance of trust to help reduce threats
in online e-commerce communities. They introduced PeerTrust, a reputation system
to assist in gauging the trustworthiness of those involved in online communication.
PeerTrust also employed a feedback-based reputation model whereby peers are made
to rate a transaction and the overall rating is the sum of the ratings aggregated in
the past six months [283]. The authors’ claim that the unique approach used in the
development of their model was based on the use of five factors which were, number
of transactions, credibility of feedback, feedback received from peers, transaction
context factor and community context factor. To achieve a higher value of reputation
one must increase the number of transactions done [283]|. Carrara et al. also did
a thorough evaluation of reputation systems, and explained that the punishment
and reward system is a good way to keep people in check when using CMC. The
punishment could be a drastic reduction of their ratings on the reputation systems
or possibly banning them from using the system [37].

Virtually every platform today that allows providers of goods or services to be
matched with customers (e.g., eBay, Amazon) supports some form of online reputa-
tion. Buyers rate sellers, and sometimes sellers rate buyers. Low rating can result
in loss of business or complete loss of access. Similar mechanisms are even employed
in online marketplaces for illicit goods and services [116], with sellers with higher

reputation being able to demand higher prices.

2.3.2 Multimedia-based Trust

While people will factor in a reputation score into their decision as to whether to
trust a stranger, people also make use of visual and auditory cues online, just as they
do in face-to-face interactions—even though those channels are much easier to falsify

online. We review this research below.



15

Bos et al. evaluated the development of trust in four communication modalities:
face-to-face communication, video, audio, and text. The authors recruited sixty-six
subjects and tested them with a social dilemma game, Daytrader. They observed that
the group with text communication had the most difficulty building trust, and that
the audio and video did almost as well as face-to-face communication. The author
found it surprising that the audio and video had similar results even though the video
was done in very high definition standards and the audio conversations were carried

out using a cheap phone [28].

Appearance seems to matter when determining trust. Multiple researchers have
observed that the attractiveness of a stranger correlates with how trustworthy they
are perceived to be [224, 279, 280, 68]. A photograph of a person with a smile is
enough to improve trust in social dilemma games [230]. Steinbrueck et al. [243]
found people showed more trust in e-commerce sites when personal pictures were
used. More recently, Ert et al. [77] carried out a user study of Airbnb users to
discover if users are likely to trust an apartment owner more when personal photos
are uploaded on the Airbnb section of their apartment ad. Their results indicated
that personal pictures of the host had a greater influence than the host’s reputation.
Users in the study picked accommodation with places whose owners uploaded cute
personal pictures, even if the reputations of those places were low. The effect was

still present even when controlling for the hosts’ attractiveness.

Other researchers however found that the effect of pictures on trust online is not
so straightforward. With online dating sites, overly attractive pictures seem to reduce
trust [168]. Scharlemann et al. evaluated the presence of smiles in pictures to find
out if this breeds more trust in people. The authors were of the opinion that there
were silent cues people unconsciously consider in determining who to trust and one
such cue was smiles. To confirm their hypothesis, the authors carried out a user study
involving 120 participants where a trust game was played. The results showed users
tend to trust and cooperate with strangers whose pictures had a smile. The authors
insist that faking a ‘real’ smile is hard to do and a smile could even lead to a criminal
being given a lesser sentence [230]. Riegelsberger et al. also examined the effect
of adding pictures of smiling, happy sales assistants to ecommerce sites using 115

subjects and twelve sites (half with good, half with poor reputations). The authors
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observed that the reputation of poor sites were increased by the addition of personal
photos while the reputation of good sites decreased. The authors concluded that the
presence of photos generally seemed to decrease participants’ ability to distinguish

between trustworthy and untrustworthy parties online [221].

2.3.3 Cryptographic approaches

Although cryptography plays a significant role in securing online interactions, it pro-
vides remarkably weak trust guarantees in practice in the context of e-commerce and
computer mediated communications. TLS protects communication between back-
end services and mobile and web applications; however, TLS is almost never used to
authenticate individuals, despite the standard’s support for end-user authentication
through client certificates. Cryptographers, however, have developed protocols for
some online dating-related tasks.

Mikhail and Dukhovni et al. proposed cryptographic protocols to try to solve the
Dating Problem. In the Dating Problem, Alice and Bob have a crush on the other,
but they are unaware of their mutual interest. They would love to let the other know
of their interest only if the other party is interested [181, 67].

Miers et al. also developed a protocol that could help Alice prove her Sexually
Transmitted Infection (STI) status to her past match or her potential match Bob,
without Bob knowing that such information came from Alice. If Bob was a past
match, Bob can decide to get his STI status tested. If he is a potential match, and
Bob has no problem with Alice’s status and wants to be matched with her, then Alice
can reveal her real identity, else she doesn’t and Bob never gets to find out who Alice
truly was [179].

Lysyanskaya proposed an ideal dating site that could function using cryptography;
however, the model does not focus on the issue of trust but the basic functioning of
dating sites. In the model, Alice and Bob are matched by a matchmaking service,
SophistiCats.com. As a result of using multiparty computation or Secure Function
Evaluation (SFE), SophistiCats.com has no idea who Alice and Bob are or that they
have even been matched. Alice on the other hand can log on to SophistiCats.com,
making use of anonymous authorization that prevents anyone from knowing her iden-

tity. After login, Alice uses anonymous channels to contact Bob and vice versa,
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which makes it impossible for Alice and Bob’s ISP to know that they are accessing
the services of SophistiCats.com or the content of the messages being sent. Alice’s
roommate, Eve, however knows about Alice and Bob’s budding relationship as well
as the content in some of the messages Bob sent. This is because Alice has discussed
some of her messages with Bob and even posted a few on her fridge. However, Eve
is incapable of reading the flow of messages between Alice and Bob because they are
all encrypted. Also, the digital signatures Alice and Bob uses makes it possible for

them to be able to differentiate real messages from fake ones [145].

2.4 Trust in Computer Mediated Introductions (CMI)

CMI are a type of computer mediated communication where the purpose of the com-
munication is to find—be introduced—to other individuals in order to interact in the
physical world. Unlike other forms of CMC, communications do not end online but
are moved offline. It should be noted that CMI is significantly different from the shar-
ing economy. In the sharing economy, emphasis is placed on the idea of exchanging
goods and services. It is defined as an, “economic model based upon the exchange
of human or physical resources between two individuals, where a person who needs a
good or a service can borrow or rent it from another who has it” [57]. Some exam-
ples of the sharing economy cannot be classified as types of CMIs and vice versa. For
example, while eBay and Amazon’s mechanical turk are examples of the sharing econ-
omy, they do not fall under CMIs, because no offline interaction takes place. Also,
dating sites cannot be classified as part of the sharing economy. Carpenter noted
that the anonymity CMC offers leads to people sharing much more personal intimate
information online and at faster rate than face-to-face “because the immediate conse-
quence is much less severe without physically being present” [274, 249, 10]. However,
in CMI these people eventually meet in person and may face great consequences if
introduced to deceptive people online. The key challenge therefore with CMI is the
risk of exploitative, fraudulent, criminal, and even violent interactions when one is
introduced to the wrong people. In terms of personal CMIs, specifically online dating,
conventional trust mechanisms discussed above may be ineffective due to the nature
of the interactions that occur on this platform.

Online dating started with Match.com in 1995, which moved to algorithm-based
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matching in 2000 and then to being on handheld devices in 2008 [80]. Before then
people seeking potential partners made adverts in the newspaper [140]. However
online dating has now become very popular with over 2,500 dating sites becoming
operational in the US alone as at 2013 [292, 140]. While some people engage these
platforms to carry out online chatting and flirting, majorly the end goal of online
dating platforms varies from casual sex to marriage [122, 92, 294], which all involves
offline encounters. As of June 2016, the official Apple Store recorded that “8 of the top
150 grossing social networking apps were designed for online dating” [36]. Whitty and
Carr et al. predicted that the popularity of online dating platforms will keep growing
because of the increase in the population of singles and time demand which prevents
people from meeting in the real world [278].

Anderson et al. explains that when people start to share much more personal
information online, trust is created and then intimacy [10], and “that the sharing
of more personal information leads to stronger feelings” [178]. Problems arise when
one of these parties is insincere. With the increasing popularity of dating sites lot of
research has been carried out on the platform [152, 281, 106, 252, 293, 211, 74, 108,
122]. None has solely focused on the unique problem of establishing trust in dating

sites.

2.5 Conclusion

In this Chapter, we reviewed the extensive research done in an attempt to establish
trust in a variety of contexts. Note, however, that little of this work applies directly
to the trust model of business or personal CMIs. In the next chapter we evaluate the

specific trust model of seven CMIs.



Chapter 3

Critical Analysis of Trust Strategies Used in Specific CMIs

To build and maintain trust in users, different mechanisms have been put in place
by various online communities. The aim of this chapter is to find out the specific
mechanisms that are being employed by CMIs to ensure people feel safe enough to
trust that these platforms are introducing them to credible people void of ill intentions.
Trust can be said to exist online when there is “mutual confidence that no party to an
exchange will exploit another’s vulnerabilities” [62, 137]. Morgan and Hunt further
explain that trust can be said to exist “when one party has confidence in the exchange
partner’s reliability and integrity” [184]. Therefore, all mechanisms that have been
put in place by these CMIs to ensure users have confidence in the reliability of the

CMTI’s services, both offline and online, will be considered as trust mechanisms.

As explained in Chapter 1, two types of CMIs exist, business CMI and personal
CMI. In business CMIs, people are introduced online, solely for the purpose of ex-
changing goods and services offline, for a monetary value. Examples of such interac-
tions can be found in Uber, Airbnb, and Lyft. In personal CMI, people are introduced
online and meet offline based on common hobbies and interests in order to carry out
similar activities. No monetary exchange occurs in personal CMIs. Examples include
the services offered by an application called Couchsurfing and also dating sites’ ser-
vices. A combination of both business and personal CMI exists and can be seen in
the services provided by Craigslist. In this chapter, we evaluate three business CMIs,

Airbnb, Uber, and Vayable, and one personal CMI, Couchsurfing. We also analyse

The rest of this chapter is divided into eight sections. In section one to six,
we explain how each CMI platform functions and evaluate the trust mechanisms
that have been put in place. In section seven, we analyze the viability of the trust
mechanisms and determine how effective these mechanisms have been in developing

trust and keeping users safe. We conclude in section eight. It should be noted that the
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trust model of online dating sites is not explained in this chapter; this is because of
the uniqueness of the type of interactions that occur on the platform. In subsequent
chapters, we evaluate the trust mechanisms of dating sites and compare them with

those successfully applied by these CMIs.

3.1 Airbnb

Airbnb is an online community marketplace that provides accommodation and events
services. These services are mainly patronised by travellers who are either looking for
cheaper places to lodge in or those in search of locals with whom they can experience
the city [1]. The marketplace is made up of hosts and potential guests. Hosts offer
their homes as sources of accommodation for a specified duration of time. The hosts
list their homes on the platform, specifying the location, amenities, price, the duration
for which it will be available, and house rules. The prices are at a much lower rate
than conventional hotel or motel lodging spaces. In most cases the host rents out
just a room or rooms in their personal houses; as such, hosts tend to live in the house
with the guests for the duration of their stay.

Hosts can also organise events for guests to participate in. Events organized by
hosts on Airbnb could either be immersion, which take place over a couple of days,
or experiences that last for a couple of hours [2]. The events are mostly centered on
helping people experience the culture of the city and showcase the various activities
that can be held during the duration of their stay. Depending on the event, one person
or a group of people could sign up to participate at a given time. Events could range
from wine tasting to hiking, concerts, sight-seeing, a visit to one’s favorite hangout
spots, surfing, and various other activities.

The Airbnb platform is a form of business CMI, mainly because goods and services
are exchanged for monetary value. The idea of sharing a space and hanging out or
staying with a stranger met online has become more commonplace. In 2015 alone,
on new year’s eve, Airbnb had about 1.2 million guests staying with 300,000 hosts in
over 150 countries [188]. On its official website, the Airbnb platform is described as a
“trusted community marketplace”, with its focus to “build the world’s most trusted
community” [2]. A look therefore into the efforts made by Airbnb to achieve this goal

is relevant to this research.
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3.1.1 Mechanisms Used To Develop And Maintain Trust in Airbnb

In a bid to build trust, Airbnb states that they start off by first “beginning with the
assumption that people are fundamentally good and, with the right tools in place,
we could help overcome the stranger-danger bias” [188]. They further explain, “To
do so we needed to remove anonymity, giving guests and hosts an identity in our
community. We built profile pages where they could upload pictures of themselves,
write a description about who they are, link social media accounts, and highlight
feedback from past trips” [188]. We give a breakdown of the various mechanisms

Airbnb has put in place to achieve this.

Verification

Verification refers to the process by which CMIs validate the identity of those using
the platform. To sign up on Airbnb, users have the option of using their Facebook
account, Google, or other email platforms. If users sign up using other email services,
a verification link is sent to the email address for confirmation purposes. In addition,
both guests and hosts are required to upload a profile picture and verify their phone
numbers. Phone numbers are verified either through SMS or calls, in which users are
given a four digit code that can be used to verify their phone number.

Airbnb also offers an additional Verified ID option for both guests and hosts. If
a user fulfills the requirements contained in the Verified ID option, a verified icon is
added to the user’s profile, indicating that the user has been verified by Airbnb. Under
the Verified ID option, users can be verified by Government ID, Personal Information,
or both depending on the country of residence [2].

Verification by Government ID involves the user taking a picture of their govern-
ment issued ID, such as visa, passport, national ID card, or driver’s license, with the
Airbnb online verification camera. The pictures taken of the ID must also include the
unique identification number of the ID for the verification to be valid. The user at
the same time is also required to take a selfie and upload on the verification platform.
This selfie must be a live photograph that is taken while the verification process is
being carried out. The selfie will be compared with the picture on the government
ID in order to validate that both pictures are the same person. Airbnb guarantees

that the picture on the Government ID will not be used to replace the person’s profile
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picture, and neither will the name on the ID replace profile names, as users sometime
use nicknames as their profile names [2].

Verification by Personal Information involves users answering personal questions
whose answers are mostly known to only the individual. Questions such as a person’s
former street address or credit card information can be asked [119, 88, 19]. When all
the questions have been answered correctly the person is assigned a verified icon in
their profile.

Making use of the Verified ID as a means of verification is not a requirement for
hosts and guests to be able to book and interact. As long as both parties have their
email addresses and phone numbers verified, they are not restricted in the activities
they can carry out in the site. However, hosts usually strive to get the verified
symbol as this increases guests’ trust in the host [222, 253, 200]. Hosts can also
make a request for additional verification from specific guests, other than relying
solely on guest’s email address and phone number verification status. Verification
can only be requested from the guest making the booking even if other people may
be accompanying the guest.

In 2013, Airbnb made it mandatory for some of their guests to upload their Gov-
ernment ID in order to be able to complete a booking of services with a host. The
platform introduced this additional verification step for twenty-five percent of its
guests, with plans to possibly make the verification step compulsory for all guests
on their platform [19, 88]. This extra verification process only shows up after guests
are done paying for their booking. Money can be refunded if guests are unable to
successfully provide a picture of their Government ID.

The Airbnb platform also encourages users to connect their Airbnb account to an
online platform or social media account, such as LinkedIn, Google, or Facebook, to
enhance verification of their profiles.

The various verification mechanisms help users to develop trust in the credibility

of the people they interact with on the platform [102].

Privacy

For all information provided by users on the platform, Airbnb assures users that the

information is transferred on the internet using encryption techniques employed by
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credit card companies. They explain that they will never disclose the billing and
payout information of guests to hosts. They also state that the information gathered
from their users will not be compromised and will only be shared when needed with
third parties such as marketers.

In addition, information about a person’s government ID is stored in an encrypted
form, with a very small number of people having access to the original records. If
knowledge-based personal questions are used for verification, the questions and cor-
responding answers are not stored. They further explain that third parties use the
stored information in accordance with Airbnb’s policies. This could help users trust
that their information is well protected. It can also encourage users to share more

information in order to aid verification processes [2].

Background Checks

For users in the US, where applicable by law, Airbnb may sometimes run background
checks using the names and date of birth provided in the ID. This is done to verify
that the user has not been involved in criminal or sex offenses in the past. This check
can sometimes be carried out on users outside the US as well, if Airbnb can obtain
a localized version of the report under applicable laws. Airbnb however states that
they cannot guarantee that these checks have been run on every host and guest. In
addition, they do not run checks on additional people that may be accompanying the

guests booking the requests.

Review Conversations

According to their privacy policy, Airbnb could occasionally review conversations
carried out on the platform, either directly or through third parties. This can be done
in an attempt to hide references made to other sites or as a means of preventing users
from being lured to make payment on other sites. They could also store conversations

as they see fit, and use them to aid investigations if needed [4].

Listing of Profiles to be Included on Search Engines

By default, Airbnb ensures users’ public profiles and their listing are all included in

search engines’ results. This could help hosts and guests trust more in the credibility
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of the site.

Reviews and References

After a trip has been completed, both hosts and guests are given the option to write
reviews. Each review is limited to five hundred words and must be completed within
fourteen days after the trip. After a review has been written, users have forty-eight
hours to edit their review, except if the other party has already written a review.
Reviews are made public only after hosts and guests have written a review about
each other or after the fourteen days wait period. Airbnb can, at its discretion,
remove or edit any review that is not in line with its review guidelines as stated in
its terms of use [2].

Airbnb also make use of references which are quite different from reviews. Refer-
ences are usually written by a person’s friend or family member, in a bid to enhance
the person’s profile and to make others know more about the person than just the
basics. Airbnb includes a reference in a person’s profile only after the person has
approved the reference written for them. As previous research has shown, this helps

users to increase their trust in the listing provided by the website [210, 141, 57].

Delayed Disclosure of Phone Numbers

Airbnb does not share guest or host’s phone number until after booking has been
confirmed. Prior to completing a booking, if a host needs to contact the guest and
vice versa, Airbnb calls the guest number and connects them with the host, without

sharing phone numbers [2].

Linking to Other Online Platforms

In the event that a user decides to link their Airbnb account to their online social
media platform such as Facebook, the activities carried out on Airbnb as well as some
of the user’s information may be shown to the user’s social media friends. Airbnb
may also link up the user’s social media profile to Airbnb profile, and include a link to
their social media platform, on the user’s Airbnb profile. Also, friends on the user’s
Airbnb account will be able to see mutual friends on the user’s social media platform.

The information provided from these accounts can also be stored, transmitted, or
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processed by Airbnb [2]. Airbnb also encourages guests to look for hosts that have
their social media account linked to their Airbnb profiles. This form of transparency

could build a sense of confidence and trust in users.

Safety Tips

In an attempt to have a safe community, Airbnb has a set of safety tips for hosts
and guests. As previous research has shown, [234, 132], when users know what to
do and how to go about carrying out such safety tasks they are more likely to have
confidence in carrying out these tasks. Hence, having safety precautionary measures
on the site helps to boost users’ trust in the site and in the services provided.

Stating Offenses

In the event that a background check is conducted, Airbnb lists the offenses that
could result in the removal of a person’s profile from the platform. These offenses

include [2]:
1. A violent crime
2. Certain sexual offenses, including serious sex offenses and prostitution
3. Felony drug-related offense
4. Certain fraud and dishonesty offenses, including identity theft
5. Certain theft offenses
6. Offenses involving certain types of property damage

7. Certain invasion of privacy offenses

Messaging Platform

Airbnb also provides a messaging platform for guests and hosts such that email ex-
change can be carried out without either party knowing the real email address of

the other. The platform provides a temporary Airbnb email address that masks the
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real email address used to send messages, and does not reveal it, even after book-
ing has been confirmed. If an interaction or transaction doesn’t work as planned,

communication can easily be cut off between hosts and guests.

Payment

Airbnb encourages people to make payment to hosts using their platform and not
through other means specified by the hosts [2]. The funds paid are only released to
the host, twenty four hours after the guest checks in. This is done to give guests the
opportunity to notify Airbnb if something is off about the booking [188].

Levels and Superhost

Airbnb assigns levels to users based on their activities in the site and on their com-
munity forums. When users ask questions on forums, the response given by people
with a higher level number are rated higher than those with a lower level [3].
Airbnb also assigns superhost status to hosts who have met some specific criteria.
For host to get a superhost status they must have successfully carried out at least ten
trips in a year, have a five star review with at least eighty percent of their reviews,
have a response to messages rate of at least ninety percent and above, and must rarely
ever cancel reservations made [5]. Every superhost has a badge, hence it is quite easy
for people to identify superhosts. Users tend to trust superhosts more than hosts,

and are likely to make more bookings with them [131].

Flagging

While Airbnb does not allow users to block each other, suspicious messages, profiles,

and listings can be flagged to notify Airbnb to look into those activities [7].

24 /7 Customer Support and a Dedicated Team

While Airbnb advises users to contact the local police and emergency should some-
thing go wrong while staying with a host, they also let users know that 24 /7 customer
support is available to them in different languages. Airbnb also state that they have
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a team “dedicated to monitor unusual activities in the platform.”[2] All of these

mechanisms help build user trust.

3.2 Uber

Uber is a business CMI that enables easy connection of drivers to riders through the
use of either their mobile application or mobile site [257]. Uber is different from the
typical taxi service because Uber drivers do not make use of standard company cars,
but rather make use of their own cars in order to provide transportation services.
To make use of Uber services, potential drivers and riders sign up either on Uber’s
website or through the application. After sign up, riders can make a request for a
ride, to which Uber displays the total amount for the requested trip. If the rider
confirms to pay for the trip, Uber then locates the closest driver available to pick up
the rider and sends a request to the driver. The request contains a notification that
a rider wants to be picked up; however, the driver is unable to see the picture of the
potential rider. The driver has the option of accepting or declining a request. Should
a request be accepted, riders are notified by the Uber application that a driver will
be picking them up shortly. The riders can also view the driver’s name, picture and
car license plate number as well as the reviews and ratings of the driver.

Uber also notifies riders of the amount of time it will require for drivers to arrive
at the rider’s pickup location. Uber provides both riders and drivers a map view
on the application that shows the exact place both parties are, and how long it
will take to arrive there. Once the driver arrives at the rider’s location, the trip is
started; it ends when the rider arrives at their destination. In most cases riders’ bank
card information or PayPal details is linked to their Uber account, hence the ride is
automatically paid for without the rider having to pay using cash.

Listed below are the various trust mechanisms Uber employs.

3.2.1 Mechanisms Used To Develop And Maintain Trust in Uber
Verification

In order to sign up for Uber services, users require a valid email address and phone

number. After filling in personal details and preferred language, an SMS is sent
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to the phone number to confirm the number exists, after which users are required
to fill out payment details. In some countries, Uber requires users to have a valid
credit, debit card, or some 3rd party services such as PayPal to facilitate collection of
required funds [260]. In other countries, Uber allows the collection of cash payment
[258, 248, 189]. Uber sends receipts of trips made to the email address provided
during sign up.

Masking of Phone Numbers

Uber has on record the phone numbers of both the drivers and riders. If contact has
to be after a trip has been requested, Uber anonymises the phone numbers of both
parties, such that the riders and the drivers do not have the real phone number of

the other.

Safety Tips

In order to further protect users from fraudsters, Uber gives a list of safety tips that
users can adhere to, such as, “Follow your intuition, Trust your instincts, Use your

best judgment when riding with Uber ” [262].

Transparency

When users request rides, riders are able to see the name of the driver, the car license
number, picture of the driver, reviews, and ratings. This way, riders are able to know
ahead of time who will be picking them up. They are also able to decide, based on
the information they have, if they would rather cancel the request and make a request

for another driver.

Sharing of Trip Information

Riders are also able to share the status of their entire trip with their family and
friends. The status report normally contains the driver’s name, location, license plate
number, and photo. They are also able to share their estimated time of arrival with
their friends and family members. This way, if something goes wrong during their

trip, their friends and family can be made aware of it sooner rather than later.
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Map

Riders can watch the trip’s progress in real time on the map provided by Uber. They
can be able to tell if the driver is following the best route provided by Uber or if the
driver is off track. Uber also provides a service known as uberPOOL, where riders
can share a ride with others to reduce cost. When riders make use of uberPOOL,
Uber’s map gives riders information about the other people they are sharing a trip

with. This way, riders are not riding with complete strangers.

Tracking

Uber also states that for every trip made they collect the GPS data. This is to ensure
they have a record of where all drivers and riders are at any point during the trip and

to make sure drivers are taking the best route to a destination [256].

Ratings and Feedback

Both drivers and riders can leave reviews and ratings for the other after a ride is
completed. Uber also assures users that they review all feedback left by riders and

drivers to ensure safety on the platform.

24 /7 Email Services

Uber boasts of having a 24/7 customer support in terms of emails services for riders,
whereby riders can reach them with questions and concerns through email at any

time of the day.

Legal Issues

Uber stores information acquired from users, which can be used to assist in legal
processes, should the need arise.

No Sex Rule

Uber has a no sex rule between riders and drivers which it states in it’s community

guideline, “No sezual conduct between drivers and riders, no matter what.” [259].
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Security Checks for Uber Drivers

Uber requires all drivers to provide their full name, social security number, driver’s
car license number, a copy of their driver’s license, vehicle registration, and proof that
complete vehicle inspection has been carried out. Uber also carries out some form of
checks to verify its drivers. The intensity and credibility of these checks vary from
country to country. For instance, in Canada, Uber requires all drivers to submit a
police record check annually [255].

In the US, Uber makes use of Hirease and Checkr to carry out background checks
on its drivers [59, 138]. In the case of Checkr, if a criminal record is found Uber sends
someone in person to check the record in the courthouse [138].

In Nigeria, Uber previously required all drivers to carry out a four-stage verifica-
tion process which included submission of “police reports, guarantors, address checks
and previous employer” [261]. However, in 2016, Uber resorted to carrying out checks
making use of “psychometric analysis”, which checks for “driver’s integrity, truth
score, acuity, honesty and character.” This test is completed just once and does not

have to be repeated [261].

3.3 Meetup.com

Meetup.com is an online community where people are introduced through the internet
to set up a meeting offline, based on common interests. Similar interests could range
from biking to wine tasting, writing, religious beliefs, technology, reading, dancing
and many more. To join a meetup group, interested people sign up on the website,
based on their location. After sign up, users choose groups they are interested in,
join the group, and meet offline for the group’s planned meetups and events. Users
do not pay to sign up on Meetup.com; however, every Meetup group organizer must
pay a monthly subscription fee for their group to be hosted on the site. Meetup.com’s
group organizers, at their own discretion, can decide to charge membership dues for
users to join their Meetup groups or event fees for users to attend any event organised
[170, 175, 174, 171]. Some group organizers allow new members to attend a limited
number of events for free in order to try out the meetup group, after which they are

required to pay for every other event attended with the group [173]. Since monetary
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exchange can sometimes be involved in the interactions made offline, we therefore

classify Meetup.com has a mix of both personal and business CMIs.

Here are the trust mechanisms being used by Meetup.com,

3.3.1 Mechanisms Used To Develop And Maintain Trust in Meetup.com
Report Abuse

Users are advised to report members of the site or a group that may be violating
their terms of use by sending an email to Meetup.com. The site encourages everyone
to submit a report if the meetup group had events carried out that were against the

terms of use, or if users encounter something unusual [173].

Safety Tips

Meetup.com has a list of safety tips for users to adhere to. They also advise users
to contact a law enforcement agency should people behave inappropriately during
meetups. The platform also provides a list of legal resources users can make use of.
They encourage people to consult their lawyers for specific problems associated with

meetups, as well as send an email to the website.

Blocking of members

Users also have the option to block other members that may be acting against the
site’s terms of use. If a user blocks a member, they will be unable to send messages

or receive messages from such members.

Reviews and Ratings

On Meetup.com, members can leave reviews about a Meetup group or event [172]. The
platform also makes use of ratings which could be Star Ratings or Rating Comments
[176]. Star Ratings of past Meetup events are left anonymously, however Rating
Comments show the members who left them. While Rating Comments cannot be

edited, they can be deleted by the writer [176].
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Linking of Social Media Account

Users of Meetup.com also have the option of linking the platform to their social media
account, such as Facebook. If a social media account is linked, users can be able to
login through the social media account and also monitor the activities of their friends

on the platform.

3.4 Vayable

Vayable is a type of business CMI which is quite similar to Airbnb; however, unlike
Airbnb, Vayable doesn’t offer any form of accommodation services, but solely provides
experiences for people to participate in. For a fee, users on the site host various
experiences which others can sign up to participate in. These experiences are tailored
to help travellers better understand the culture of a city or country. The users involved

in hosting the events are called insiders.
3.4.1 Mechanisms Used To Develop And Maintain Trust in Vayable

Verification

To verify potential insiders, Vayable gives the option of verification of the insider’s
email address and phone number. Potential insiders can also carry out video verifica-
tion, which entails them uploading a video of themselves on their profile, explaining
their services and what they offer.

Feedback and Rating

Vayable also allow users to write reviews and rate how insiders performed in the
experiences hosted.

Review of insiders

Vayable assures users that they, “carefully vet all insiders for quality and safety”
[267]. They specifically state in their guide [267]: “Every Insider on Vayable:

1. Commits to delivering a high-quality experience to every traveler.

2. Prioritizes safety and security above all else.
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3. Is passionate, personable and trustworthy.” [267]

This provides a huge sense of trust in users that the insiders on the platform have

been carefully reviewed and vetted.

3.5 Couchsurfing

Couchsurfing is a personal CMI that involves hosts sharing their homes and experi-
ences with guests for a specified duration of time, at no monetary cost. The platform
serves as a form of hospitality service for travelers visiting different cities and coun-
tries. The hosts, who are usually locals of those cities, sign up for couchsurfing services
and offer their ‘couches’ for free to guests called surfers. Though no monetary ex-
change occurs between host and guest, the platform encourages surfers to show their
appreciation of their host’s hospitality by doing something nice for them in return.
They specifically state, “We do recommend that a guest show their appreciation by
cooking a meal, taking the host out, bringing a small gift or offering some other
gesture” [50].

The main purpose of bringing host and guests together offline is to create oppor-
tunities for people to make new friends with others around the world and have new
experiences. Users are advised to interact and “share something” which could include
stories, favorite dishes/meals. They are encouraged to “spend time with their host or
surfer. Make new friends and help each other discover new things about the world”
[51].

Guests can either search for hosts to house them, or they can make their trip plans
public on the platform and hosts can contact them if they are interested in hosting.
Apart from lodging with people for free, users can also view events organized by other
couchsurfers that are taking place in any city and attend these events together with
other surfers. This way, travelers and locals can meet up for events together in a new
city. Couchsurfing also has crash events which is the largest couch crashing event. At
this event, surfers from all over the world come to attend couch crashing events that
have been planned by locals for a duration of time, sometimes for a long weekend or
more. The platform ensures that all events organized by surfers are not businesses for

the organizers. They encourage and approve free events or events where the cost of
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gas or food is split among members as opposed to events where the surfers organizing
the event gain a percentage of the amount surfers pay to attend the event [45].
Users also have the option of setting their couch status or host availability to
“Accepting Guests, Maybe Accepting Guests, Not Accepting Guests or Wants to
Meet Up” [48]. Users who make use of the couchsurfing application can also see other
surfers who are interested in hanging out at any point in time, by setting their status

to “Hangout Now” [49].

3.5.1 Similarity of Couchsurfing to Dating Sites

The services Couchsurfing provides have been said to be similar to some extent to
what dating sites offer. Couchsurfing encourages their users to know their hosts, have
conversations with them, and discuss how their experiences will be when they meet
in person. Similar to dating sites, all this is done to make sure users find the perfect
match they will be comfortable spending time with [270]. They encourage users to
“review potential hosts’ profiles and find out if they seem like a good match” [47].
While giving guidelines on how to write a good couch request, to help people better
answer the question, “Why do I want to stay with a host?” the site states, “If your
answer is something along the lines of, ‘I arrive in Cordoba tomorrow night and this
person lives near the bus station,’” you have some more thinking to do. Nobody likes to
feel like a free hostel. If you’re choosing hosts the way you’d choose a dorm then don’t
expect to be too popular. You’re on the right track if your answer to this question is
more like, ‘They love cooking and so do I,” ‘I bet they have some interesting thoughts
about music theory,” or ‘We could have a crazy night out together.” Know why you're
interested in meeting this host, and let them know about it!” [270]

They further give more guidelines, “Find common ground. When sending a
specific Couch Request, you should show your potential host that you’ve read his or
her profile and find it interesting. There are reasons you’ve chosen him or her,
so let them know! Tell them what you might have in common or what you think you
can share with them. Introduce yourself! Don’t send your resume and life history,
just let your potential host know why you think he’ll enjoy getting to know you.
It could be as simple as a description of your trip and a mention of your hobbies” [270].

Though the platform states that the site is not for dates but for friendship [45], using
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the site to find dates is quite common [198; 209, 208, 207, 207, 250, 120, 23, 149, 246].
As a user commented, “any time you put two people with similar interests in the same
room overnight, feelings are bound to develop” [198].

Below are some of the trust mechanisms employed by the site,

3.5.2 Mechanisms Used To Develop And Maintain Trust in
Couchsurfing

Verification

After sign up, users must confirm their email address and add a profile picture to be
allowed to use most services on the platform, including commenting on groups. For
users to host a member or to request for another member to host them, their profile
must have been fifty percent completed. Their profile is made up of the Account,
Profile and References sections. As listed by Couchsurfing, the rubric for profile

completion is itemized below [44]:

e Account

— Confirm your email address 5%
— Add your phone number 5%
— Connect to Facebook 5%

— Get Verified 25%
e Profile

— Upload 2 profile photos 5%
— Add your interests 5%
— Describe yourself in “About Me” 15%

— Complete 4 more Profile sections 20%
e References

— Add a Friend on Couchsurfing 10%
— Get a Reference 15%
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— Get a 2nd Reference 15%

Once users engage in any of the activities above and obtain a sum of 50%, users can
then host and be hosted.

For the Get Verified option listed above, Couchsurfing verifies users through their
PayPal or credit card information for an annual fee. After payment of the fee, users
get the verified icon and also have access to send unlimited messages to other users
on the platform. Users also have 24/7 priority access to the couchsurfing trust and
safety team once the fee is paid. Members can be further verified through their
phone number, address or government ID. These additional verification steps are not
necessary to host or be hosted. Once a profile has been 50% completed, users can
freely host other surfers and vice versa.

Couchsurfing believes hosts should not have to pay to enjoy the site. Therefore, for

every time a user hosts a guest, the host gets three months of free verified membership.

Safety Tips

Couchsurfing provides a set of safety tips for users to adhere to while meeting people.
Tips include review of references and profiles, trust their gut feeling/instincts, make

certain there is a backup plan, and acknowledging personal limits.

Messaging Platform

Couchsurfing encourages all forms of communication to be made solely through couch-
surfing as their trust and safety team can be able to notice if something is off, “identify

issues and react quickly” [44].

References

Users’ reviews are referred to as references in Couchsurfing. Hosts and guests can
leave references for the other after meeting offline. Like Airbnb, these references are
not released until fourteen days after the meetup, or when both parties have left a
reference for the other. People are unable to delete or change any reference left for
them. However, references go away if an account is deleted [52]. The platform also

doesn’t take down negative references except if it violates their guidelines.
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Couchsurfing also has a personal reference section. This section is made up of
references acquired from friends, family members or from people that users have met
through the platform but their meetup was not officially set up on the platform. Both
sections collectively count towards the total number of references a user is said to have

and can be used for verification purposes.

Feedback

Anonymous feedback can also be written for both guests and host after a trip has been
completed [271]. This anonymous feedback can be done when there is a confirmed
or accepted meetup request between guests and hosts. The feedback is filled out as
tags. A user cannot fill out both negative and positive tags on a feedback; they can
either be one or the other. After a tag has been given a tag number, the positive tags
are displayed under a section called ‘Praise’ on the person’s profile, with a number
assigned to each tag. For example, a person’s ‘Praise’ could read, “Wanted to hang
out 4, Punctual 4, Good location 2” [75]. The negative feedbacks are not displayed
but are “reviewed by the safety team” [271].

Report of Abuse and Blocking of Members

Couchsurfing also provides a means to confidentially report any bad or negative expe-
riences, through sending emails [44]. Users can also make use of the “Report Abuse”

button to report offensive messages.

Members are also able to block other members they are not comfortable interacting
with. A blocked member will not be able to contact the user through couchsurfing
and vice versa. Also, the blocked member will not be able to see some details about
the user such as their About me, Photos and Description. The blocked member can
however still write references for the user, read user’s references, and still be able to
find the user’s name and general location.

While meeting with other surfers offline, Couchsurfing encourages users to report
to the authorities should something go wrong in their hangout, event or meet up,

after which they are also advised to report to the Couchsurfing safety team.



38

Privacy

Users can also update their location at any time; however, just their city, state and

country will be made visible. Their street address is kept private.

-----

introduction of goods and services to people. They are examples of CMIs that can be
classified as both personal and business CMI as some goods and services exchanged
involve monetary value, while others do not. They both act as a form of introduction
for people seeking services such as ride share, accommodation, friendship, dating, sale

of items, discussion forums, and nanny services.

While users can register for an account on the websites, registration is however not
a requirement to use the site. Registration is also not needed to post an advertisement
or to respond to one. If users want a verified account, Craigslist can carry out phone
number verification; however both the verified and anonymous accounts have almost

the same privileges.

required. The postal code is needed for users to know what location the goods and
services are in. For an ad to be successfully posted, users must login to their email
address and click on the link sent in order to activate the ad. There is no captcha

put in place to control spam advertisements.

All postings made are free except some specific postings. These exceptions have
been listed on their site [55]. There is also a list of items that are prohibited, such
as the advertisement of weapons, ammunition, and spamming activities. All postings

are deleted once expired.

Profile pictures are not used on both platforms. It is also not a requirement to
add a picture of the goods being put up for sale. Both platforms also do not employ

a review, rating or reputation system.

The trust mechanisms used by the sites are listed below.
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AIRBNB | UBER | MEETUP.COM | VAYABLE | COUCHSURFING | CRAIGSLIST | KLLJI
VERIFICATION STRATEGIES Y Y Y Y Y N N
PRIVACY Y Y Y N Y N N
BACKGROUND/SECURITY CHECKS Y Y N N N N N
SECURED MESSAGING PLATFORM Y N/A N N Y N N
REVIEWS/REFERENCES/FEEDBACKS Y Y Y Y Y N N
RATING SYSTEM Y Y Y Y Y N N
LINKING TO SOCIAL MEDIA Y N Y N Y N N
SAFETY TIPS Y Y Y N Y Y Y
FLAGGING/REPORT ABUSE Y Y Y N Y Y Y
BLOCKING OF MEMBERS N N Y N Y N N
24/7 CUSTOMER SUPPORT Y Y N N Y N N

Figure 3.1: Table Showing Trust Mechanisms Used By The Evaluated CMIs

3.6.1 Mechanisms Used To Develop And Maintain Trust in Craigslist

-----

Safety Tips

Both sites list safety tips users can adhere to when using the site and while meeting

people offline. They also list authorities that users can contact in the event of a scam.

Flagging of Abusive Posts

Users can flag any abusive post or advertisement that they encounter.

The above sections give a detailed analysis of the various strategies CMIs have
put in place in an attempt to build trust in users and safeguard them from dangerous
others. However, some of the mechanisms mentioned have not been properly or
successfully implemented by these platforms, thereby creating a false sense of trust
and safety in users. In the next section, we analyze some of these mechanisms, and
determine the credibility and usefulness of the approaches made in implementing
them. In subsequent chapters, we will evaluate the trust mechanisms used by dating
sites and determine if the successful approaches carried out here will also be useful

when applied to dating sites.

It should also be noted that some of the issues highlighted in the section below

are not limited to the CMI platform for which it was mentioned.
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3.7 Alternative Methods Of Implementing Trust Mechanisms

1. Linking of Account to Social Media
Making use of the existence of a person’s social media account is a poor form
of verification as such accounts can be easily forged or created solely for verifi-
cation purposes. In some cases, users can also buy friends and contacts on such

platforms, hence creating a fake social media presence [130, 100, 286, 73, 20,
235, 239].

In the event that a valid social media account is linked to these platforms, if
an interaction or transaction doesn’t work as planned, communication between
those parties will still exist. Hence, guest and host can easily resort to cyber-

bullying should a transaction not go in their favour [275].

2. Verfication
Airbnb makes use of government ID as a form of verification for some of its users.
However, there is no real guarantee that the ID being verified belongs to the
person in question. Also Airbnb gives a verified icon to those fully verified but
no ‘unverified icon’ is given to those who are unverified. As a result, new users
may not be able to identify the difference between profiles or spot unverified

profiles.

Based on the conditions provided by Airbnb, it is possible for a person to be
assigned as superhost by the platform without going through the Verified ID
option or having the Verified ID symbol [6]. That is, a superhost could have
just been verified using only their phone numbers and email addresses, which

should not be the case.

Vayable seem to create a false sense of safety for its users, when in reality
users are left with the responsibility to verify those they choose to interact
with. The site states in their guide that they “carefully wvet all insiders
for quality and safety” and that every insider is, “trustworthy, priori-
tizes safety and security above all else” [267]. But in their privacy policy, they
specifically state that, “Vayable does not endorse any Ezxperiences. We do not
attempt to confirm, and do not confirm, any user’s purported identity.

You are responsible for determining the identity and suitability of others who
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BAR GRAPH SHOWING TRUST MECHANISMS USED BY CMls
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Figure 3.2: Bar Graph Showing The Number of CMIs Employing Specific Trust
Mechanisms

you contact via the services.” “Vayable cannot and does not control legality or
suitability of any experiences. The planning or partaking of any experiences are

at the provider’s and/or traveler’s own risk” [266].

This greatly contradicts their claims of carefully vetting all their insiders, when

in reality, the site puts the entire responsibility of verification on users.

On Couchsurfing, for users to host they simply need to meet the fifty percent
profile completion requirement. This fifty percent requirement can be met by
getting references from friends, updating profile pictures, adding interests, con-

firming email address, and phone number, which may not be sufficient.
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3. 24/7 Customer Service
Though some of the platforms assure users of 24/7 customer service, there have

been repeated reports of people unable to reach the platforms when needed [76].

4. Background Checks
For CMIs that carry out background checks, these checks are not carried out
on all registered users on the sites, due to various limitations in accessing the
required databases. According to Airbnb’s privacy policy, though checks can
be carried out in the US, this checks cannot be carried out on every state
record. They are also limited in their capacity to run accurate checks on those
living outside the US. To an extent, this defeats the purpose of carrying out the
background check in the first place, as Airbnb does not specifically state which
users’ background checks have been carried out. Background checks are also

not conducted on additional guests that accompany a user [13, 14].

Uber also faces the same challenge in terms of carrying out background checks
for their drivers as they engage in limited and less comprehensive checks [59].

This has resulted in a couple of issues in recent times [191, 242].

5. References and Rating
On Vayable, new users that sign up on the platform automatically get assigned
a five star rating, even before being verified by email. This could be very

misleading to other users.

On Couchsurfing, since references can significantly improve a user’s verification
status, the referencing system should therefore be better structured. At the
moment, surfers who have never met or discussed with a user can mistakenly
leave them references [46]. This could happen to newcomers who don’t under-
stand how the system works. For such comments to be taken down, users have
to contact Couchsurfing to take them down, and the process may take a while

to complete [46].

Also Couchsurfing’s referencing system works such that users can leave more
than one reference for a single person at a time. Each of the references written

will be counted as distinct individual references [113], as such a person can
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get multiple references from the same user. These does not make the use of

references a good verification option for the platform.

Craigslist does next to nothing to build trust in its users. The site states, “The
overwhelming majority of craigslist users are trustworthy and well-meaning” [54].
They explain that billions of crimes occur, but most of them are not related to
Craigslist [54].

In building trust, Craigslist advises their users to “take the same common sense
precautions online as they would offline” [54]. They also offer an ‘Avoiding Scams’
page [53], where their number one rule is, “Deal locally, face-to-face: follow this one
rule and avoid 99% of scam attempts” [53]. However such advice cannot be applied
to their services where people are requesting to hangout or for hookups.

Kijiji is similar in terms of building trust. They specifically state, “While most
individuals who use Kijiji have successful experiences, from time to time we do receive
reports of people attempting to scam or defraud the community. We have found that
one of the best ways to stay safe is to ensure that all transactions take place locally
and in-person.” [124]

3.8 Discussion

An examination of different categories of CMIs has provided insight into the specific
strategies employed in an attempt to develop trust and keep users safe, both online
and offline. While these mechanisms need to be applied on some of the CMI platforms
studied, some of the mechanisms in use need to be properly implemented in order to
improve users’ security. The poor or total failure in the implementation of the trust
mechanisms mentioned above, has resulted in a number of incidents on these platforms
in recent times [275, 76, 13, 14, 191, 242]. While some of these strategies, if well
executed, can be applied specifically to online dating sites, some will be ineffective as a
result of the type of interaction that occurs on the platform. For better understanding,

the next chapter presents the threat model of online dating sites.



Chapter 4

The Threat Model Of Online Dating Sites

In this chapter we evaluate and analyze the threat model of a typical dating site.
Understanding the threats that dating site users face and how they occur, can help
us better understand the current trust mechanisms that have been put in place, and
define better ones to mitigate these threats, if need be.

The rest of this chapter is divided as follows: The first section defines the terms
used, and the second to the forth sections examine the ideal roles of both the dating
service and the users, before, during, and after a match respectively. The fifth section
presents detailed scenarios of possible threats and itemizes where the dating service

has failed to carry out their assigned roles. We conclude in the sixth section.

4.1 Definitions

Alice and Bob: People seeking matches.

Irene: The party carrying out the introduction of potential matches to Alice and

Bob. (Irene could be a person or an online service.)

Before the Match: The time from when Alice and Bob sign up for Irene’s services
to when they get matched. During this period, Alice and Bob are expected to
submit their information directly to Irene, complete Irene’s profile template, or
link their profiles from existing 3rd party services. Once this is completed, they
can actively start searching for a potential match’s profile or wait for Irene to

suggest possible matches to them.

During the Match: The time during which Alice or Bob interacts online with a
potential match found via Irene’s services. The decision on whether to proceed

to meeting a match offline is usually made within this time period.

44
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After the Match: The time period where Alice and Bob meet offline after their

introduction online.

Successful and Unsuccessful Introductions: The aim of dating sites is to intro-
duce people online for the purpose of eventually dating and having a romantic
relationship offline. Therefore, an introduction is successful only if Alice and
Bob engage in a romantic relationship offline. Otherwise the introduction is

unsuccessful.

4.2 Before The Match

4.2.1 Alice and Bob’s Roles

1. Sufficient Background Information: Alice and Bob’s role at this stage is to
truthfully provide Irene with any requested current background information. It
could range from telling Irene their hobbies, to likes and dislikes, to providing
very personal information. The information can be verbally given to Irene or can
be collected by filling out required fields in Irene’s profile template. Depending
on the type of services offered by Irene, Alice and Bob may have already given
such information to other 3rd party services, such as Facebook, and are only
required to link the information to Irene’s services. Alice and Bob should always
provide truthful, current and sufficient information to Irene to ensure they are
properly matched. Alice and Bob are also required to update the information

given to Irene as their requirements or other information change.

2. Notification of Genuine Interest: If Alice or Bob find profiles of other users
that they are interested in, they should notify the potential match and/or Irene

of their interest.

4.2.2 Irene’s Role

1. Detailed Information Requirements: Irene should request information
from both Alice and Bob that will help her choose appropriate matches for
them. This information should also be able to assist Alice and Bob in deter-

mining whether a potential match is of interest.
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Verification of Information Collected: Irene should verify that she has
all the requested information or that all the required fields in Alice and Bob’s

profiles are complete.

Authenticity of Identity and Collected Information: Irene should verify
the authenticity of Alice and Bob’s identity as well as the information collected,
ensuring that they are not malicious, untruthful or otherwise dangerous (to-

wards potential matches, not just Irene).

Secured Protection of Information and Identity of Users: It is Irene’s
responsibility to employ security mechanisms that will ensure the protection
and integrity of Alice and Bob’s information as well as protect their identity,
such that Alice and Bob’s information and identity cannot be compromised in

the event of a system’s breach.

Preserve Users’ Privacy: It is Irene’s responsibility to ensure that only the
information given to Irene by Alice for use in Irene’s services is made available
to Bob and vice versa. At Bob’s request, Bob’s information can be collected
back from Alice without Alice having any online access or offline copy of Bob’s

information.

. Authentic Claims: It is Irene’s role to clearly explain the features she offers

and to make authentic claims of the viability of her services. The claims made

should not in any way misinform Alice or Bob.

Availability of Potential Matches: It is the role of Irene to make poten-
tial matches available to Alice and Bob. This could be done through search

functions, suggestions from Irene or a combination of both.

During the Match

4.3.1 Alice and Bob’s Roles

1. Honest communication: It is the role of both Alice and Bob to honestly

communicate with each other and avoid deceit of any kind.
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2. React to Matches: It is the role of both parties to react to matches during
this time frame. Reaction could involve blocking of a match, reporting match,
flagging match, ignoring match, cutting off all forms of communication with
match, searching for other potential matches or move to the next stage with a

match, which is meeting offline.

4.3.2 Irene’s Role

1. Effectively React to Users’ Requests: It is Irene’s role to effectively act on

Alice and Bob’s requests made during matches.

If Alice flags Bob as acting inappropriately, it is the responsibility of Irene to

verify Alice’s claim and, if true, take proper sanctions.

If Alice requests that Irene blocks Bob from contacting her, Irene should carry
out this request such that Alice and Bob will be unable to contact each other
either through the platform or outside the platform.

If Alice requests that her profile be deleted from Irene’s pool of profiles, it is
[rene’s responsibility to ensure that Alice’s profile is removed and made com-
pletely inaccessible to other profile owners. In other words, Bob should no

longer be able to view Alice as a member making use of Irene’s services.

2. Preserve Users’ Privacy: It is Irene’s responsibility to ensure that Alice
and Bob’s privacy is protected and only information provided to Irene is made
available to Bob. At Alice’s request, such information is retracted from Bob in
such a way that Bob can no longer use the information provided either offline

or online.

[rene should also keep all past, present and future communications made by
Alice to other members strictly private and confidential to Alice. In other words,
Bob should have no knowledge of when or if Alice contacts other members using

Irene’s services.

In addition, during the match, Irene should also ensure she carries out the

following roles as previously explained:

3. Secured Protection of Information and Identity of Users
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4. Authentic Claims

5. Availability of Potential Matches

4.4

After The Match

4.4.1 Alice and Bob’s Roles

1. Honest communications: It is the role of both Alice and Bob to continue

communicating honestly offline.

React to Matches: Reaction should be due to honest communications be-
tween both parties. Reaction could include blocking of match, reporting match,
flagging match, cutting off communication with a match, seek out other po-
tential matches or dating the match. The reactions at this stage essentially

determine if the introduction was successful or unsuccessful.

4.4.2 Irene’s Role

Irene’s Role after the match is essentially the same as her role during the match. While

Irene is mostly out of the picture after a successful introduction, if an introduction

was unsuccessful, Irene may be required to carry out the following roles:

4.5

. Effectively React to Users’ Requests

Preserve Users’ Privacy
Secured Protection of Information and Identity of Users

Authentic Claims

. Availability of Potential Matches

Scenarios

Both malicious and non-malicious factors could lead to an introduction being unsuc-

cessful. While we may not be able to control the roles that Alice and Bob assume, we
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can however make efforts to control the role that Irene carries out so as to improve
users’ security. Here we give examples of scenarios that could vary the outcome of an
introduction in dating sites and specify the roles Irene failed to carry out that could
have changed the negative outcome of an introduction.

The scenarios below all assume the following. Alice is seeking love and compan-
ionship. She wants to meet more people beyond her everyday social interactions and
improve her relationship life. Alice decides to engage the services of an introduction
person called Irene, who specializes in introducing strangers with similar interests, in
the hope that they find love. Irene offers both free and paid services, with the promise
of offering better services should her users pay. Alice obtains a profile template from
Irene and truthfully fills out personal and confidential information about herself, with
the belief that the more Irene knows, the better the chances of her introducing some-
one Alice will like and vice versa. Alice hands back her profile to Irene, who includes
it to her pool of profiles. Alice trusts that Irene is a credible introducer who only has

valid profiles in her collection of profiles.

4.5.1 The Ideal

Bob is also in search of love. He had previously truthfully filled out his profile, and
handed it to Irene. Both Bob and Alice believe that, like them, everyone is also sin-
cere in filling out their profiles. Irene introduces many profiles to both Alice and Bob.
These profiles were profiles Irene found similar to their submitted profiles. Engag-
ing the services of Irene also meant Alice and Bob could go into the pool of profiles
Irene has and look at other submitted profiles to decide for themselves if they would
like to date the person with the profiles. Alice and Bob now have many profiles at
their disposal. Of all the profiles Alice was introduced to, Bob’s profile caught Al-
ice’s attention the most. Alice decides to contact Bob through the online space Irene
provided and sends Bob a message. Bob sees Alice’s message and gets Alice’s profile
from Irene to find out if he likes her profile. Bob decides he likes Alice’s profile too
and chats with her online for a while. Both Alice and Bob eventually meet in person
and Bob finds out Alice was who she claimed to be in her profile and vice versa. They
go on a couple more dates, fall in love and eventually get married. The introduction

made by Irene in this case was successful.
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Figure 4.1: Diagram Showing The Ideal Scenario

4.5.2 The Graceful Ending

In this case Irene gives Alice, Charlie’s truthfully completed profile and vice versa.
Charlie, like Alice, is also looking for love. Both Charlie and Alice decide to chat
in the online space Irene provided. After few online interactions, they find out they
don’t have as much in common as they thought they had and didn’t really like each
other. They decide to end things. Alice and Charlie both dispose of each other’s
profile and go back to Irene to get more profiles with similar interests. In this case

the introduction was unsuccessful.

4.5.3 One-sided Interest

Cole, like Alice, is also in search of love. Cole truthfully completes his profile and
gives it to Irene. Irene gives Alice, Cole’s profile and vice versa. The both decide they
like the other’s profile and resolve to interact in Irene’s online space. After chatting
online for a while, Alice found out she didn’t like Cole as much as she thought she
did and decides to end all interactions between the two of them. Cole on the other
hand thinks differently and feels he has found his soul mate in Alice. Alice disposes
of Cole’s profile and goes on to request for more profiles from Irene. Cole on the
other hand holds on to Alice’s profile and starts molesting her online consistently as
a way to get Alice’s attention. Alice decides to report the situation to Irene who

blocks Cole from accessing Alice on the online space Irene had initially made for their
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Figure 4.2: Diagram Showing The Graceful Ending Scenario

communication. However, Cole still has Alice’s profile details and resorts to cyber
bullying of Alice. Alice decides to collect her profile back from Irene and cut off all
ties to Irene’s introduction service, but Cole still has a copy of Alice’s profile that
cannot be returned. Even though Alice no longer uses Irene’s service, Cole can still
find Alice and bully her both online and offline whenever he pleases. In this case the
introduction was unsuccessful.

Irene failed in the following roles:

1. Effectively reacting to user’s request of having her match blocked and her profile
deleted.

2. Preserve user’s privacy

4.5.4 An Incomplete Profile

Irene gives Alice, Cody’s profile and vice versa. However, Cody’s profile is incomplete
and omits a number of details about Cody. Alice decides the little Cody wrote about
himself was interesting and resolves to interact with him online. Not long after, Alice
found out Cody wasn’t someone she wanted to keep talking to and decides to break off
all communication with him. She disposes of his profile and blocks him from accessing
her on the space Irene had provided. Cody on the other hand has major issues with
anger and rejection, which was something Irene’s profile template didn’t account for.
Cody uses Alice’s profile to stalk her online and resorts to assaulting her constantly.
Cody also found Alice’s Facebook name and pictures and wrote a lot of demeaning

comments on her Facebook wall. Through this means, Alice’s coworkers found out
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she was engaging the services of Irene. This further led to Alice being harassed in
her workplace by her coworkers. In this case the introduction was unsuccessful.

Irene failed in the following roles:

1. Detailed Profile Requirements

2. Verification of Profile Completion

3. Effectively reacting to user’s request of having her match blocked

4. Preserve user’s privacy

4.5.5 A Killer

Alice was introduced to Cam through Irene’s “Soul Mate Match” special feature.
Irene claimed the feature only showcases people she was strongly confident Alice will
date. Alice’s understanding of the feature was that, of the possible matches Irene
suggested, Cam had to be her soulmate and was therefore the best match for her. As
such, Alice was confident she had found the one. Both Alice and Cam were looking
for love. However, unknown to Irene and Alice, Cam had a bad criminal record and a
violent past. Both Alice and Cam seemed to like each other a lot when they interacted
online. They eventually decided to meet in person. Cam almost instantly became
obsessed with Alice on meeting her in person for the first time. Alice on the other
hand, didn’t think she liked Cam as much as she thought she did. She decided to end
their first date earlier than planned. Cam wasn’t having any of that. He was very

obsessed with Alice and wanted to spend every second of that day with her. Cam
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ended up raping Alice. When Alice threatened to tell the police, Cam mistakenly
kills Alice in a bid to shut her up. In this case, the introduction was unsuccessful.

Irene failed in the following roles:
1. Detailed Profile Requirements
2. Authenticity of Identity and Collected Information

3. Authentic claims

4.5.6 Blackmail

While Alice is seeking love, Dave is not. Dave deceitfully fills up the profile template
he got from Irene and hands it back to her. Irene suggests Dave’s profile to Alice
as a profile that closely matches hers and Alice loved Dave’s profile. Irene also gives
Dave, Alice’s profile and Dave sends Alice a message almost instantly. Dave chatted
with Alice for a couple of weeks and then requests nude pictures. Alice sends him
a few and Dave also sends Alice a couple of pictures without properly showing his
face. Dave requests for more nudes and Alice sends him some more. Afterward, Dave
started demanding money from Alice and threatened to release the nude pictures
to her Facebook contacts if she refused to pay. Alice was scared because she knew
Dave could easily find out her Facebook name and access her friends. Alice couldn’t
report to Irene as that would only make Dave carry out his threat. Alice decides to
give Dave the money he requested. However, Dave could never get enough and he
kept demanding for more. Alice kept giving him but she knew she couldn’t keep up.

Alice’s reputation was paramount to her and she only sent the nude pictures to Dave
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because she thought he truly cared about her. Alice slowly slid into depression and
eventually committed suicide. In the case, the introduction was unsuccessful.

Irene failed in the following roles:
1. Authenticity of Identity and Collected Information

2. Preserve Users’ Privacy

4.5.7 Trafficking

Devon has also deceitfully filled out the profile template he got from Irene. Devon’s
profile included pictures of places he claimed to have traveled to. He stated on his
profile that he loved exploring new cities and he was looking for someone who would
be willing to travel the world with him. Alice had listed traveling as one of her
hobbies, so she was elated when Irene introduced Devon’s profile to her. Devon and
Alice chatted in the online space Irene provided and Alice was pleased at how much
she seemed to have in common with Devon. After a while, Devon explained to Alice
that he was out of the country exploring a new Island. He told Alice he would really
love to see her in person but he didn’t want to wait to travel back to where Alice
was. Devon suggested Alice meets him on the Island where he was currently, so
they could explore the place together, after which they could travel back. He offered
to bear the cost of transportation and accommodation involved in carrying out the
trip. Alice agreed to Devon’s suggestion as it seemed like a dream come true for her.
However, when Alice got to the Island, she realized it was all a scam and Devon was

a sex trafficker. Alice was stripped of all her belongings and was denied access to
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the Internet. Alice tried to run away and alert the Island authorities, but all efforts
proved futile as she was a foreigner in the Island. In this case, the introduction was
unsuccessful.

Irene failed in the following role:

1. Authenticity of Identity and Collected Information

4.5.8 Fraud

Alice was introduced by Irene to Dan’s profile, and after talking online with Dan,
Alice felt like she had found true love. Dan on the other hand had a very deceptive
profile with a fake Facebook account. Dan insisted they meet in person and Alice
obliged. While on their date, Dan sedated Alice and stole all her credit cards, money
and jewelry. After Alice woke up and discovered what had happened, she decided to
report the incident to Irene and the police. However, when Alice went to Irene’s pool
to get more information about Dan from his profile, she discovered that Dan had
collected his profile from Irene and discontinued the service. Dan’s fake Facebook
profile had also been deleted. Dan went on to fill out another profile and handed it
back to Irene with a new fake identity. In this case, the introduction was unsuccessful.

Irene failed in the following roles:
1. Authenticity of Identity and Collected Information
2. Preserve Users’ Privacy

3. Effectively reacting to users’ report

4.5.9 Hacking

Henry has been surveying Irene’s pool of profiles for a while now and analyzing the
mechanism she uses to operate and deliver her services. After a couple of trials,
Henry was successfully able to hack into Irene’s large pool of profiles and released the
personal details of many of Irene’s users to the internet. Henry went on to blackmail
other users with the threat of releasing their confidential profile details as well as
their identity. Henry was also able to get some credit card details of users who paid

for Irene’s service.
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Irene failed in the following roles:
1. Secured Protection of Profiles and Identity of Users

2. Preserve Users’ Privacy

4.6 Discussion

In this chapter, we examined the threat model of online dating sites and used various
scenarios to showcase the possible threats that occur on this platform. We also
identified roles the dating site model failed to perform that would have prevented
negative outcomes. In the next chapter, we present the results of a user study carried
out to find out how dating sites users determine who to trust, in order to mitigate
the various threats identified above. We also determine if these trust strategies are

adequate or if better ones need to be defined.



Chapter 5

Users’ Trust and Security Strategies for Online Dating

In this chapter we present a user study carried out to determine the strategies users
employ in trusting people they are introduced to online, and how they ensure safety.
Through semi-structured interviews with ten subjects and qualitative data analy-
sis, we explored how users of online dating sites address their privacy and security

concerns. The goals of this study were as follows:

1. Understand the security and privacy precautions taken by users in online dating

sites.

2. Understand how users balance the need for sharing information with the need

to protect themselves.

3. Explore situations where users discover others were untruthful in their repre-

sentations and how this might endanger them.

4. Explore how users gauge the accuracy of information revealed by others on

dating sites, to determine who to trust.

This chapter is divided into three sections. In the first section, we describe the
methodology of the user study. In the second section, we present the results of the user

study. We analyze and discuss the results in the third and fourth sections respectively.

5.1 Methodology

After receiving clearance from our University’s Research Ethics Board, we recruited
10 participants, primarily through a university-wide email announcement and subse-
quent snowballing. We had difficulty recruiting more participants, due to the stigma
attached to using dating sites; however the number of participants was sufficient to

carry out in-depth qualitative analysis of data. We also did not opt for a simple
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mechanical turk survey as this would have not been a suitable means for produc-
ing substantial data for qualitative analysis. The participants included six females
and four males with ages ranging from 18-50 years old. Six participants were stu-
dents while the rest were university staff. All participants had used a dating site at
some point for at least a month. The participant demographics are summarized in
Table 5.1.

We conducted individual semi-structured interviews with participants. While the
interview was structured around a question guide, digressions were allowed so par-
ticipants could expand upon their experiences where appropriate. We chose this
approach because it offers participants the freedom to express their view in their own
terms, providing more reliable, comparable, qualitative data.

Participants completed a demographic questionnaire before their interviews. In-
terview sessions were audio-recorded. Participants were asked to discuss the various
activities they have carried out on dating sites and the end results of those activities.
Participants could skip any question they were not comfortable answering. Partici-
pants were further encouraged to share additional dating site experiences they may
have that could be of benefit to the research. Each session lasted approximately 20
minutes.

The questions covered:

1. The sites they use, whether they pay for these services, whether their online

interactions have resulted in real life meetings or relationships.

2. The completeness and accuracy of their profile information, and how this af-

fected their experiences.
3. The precautions taken to avoid scammers.

4. Any situations where they have dealt with scammers, untruthful others, or

dangerous situations.

We conducted thematic analysis on the interview data. This form of data analysis
is suitable for qualitative data analysis and involves a small number of participants.
From the users’ responses, we extracted relevant incidents and common themes, pay-

ing particular attention to issues of trust, security, privacy, and safety. We also
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ID | Gender | Age | Occupation

P1 | Female | 22 | Masters Student

P2 | Female | 18 | Undergraduate Student
P3 Male 21 | Undergraduate Student
P4 Male 19 | Undergraduate Student
P5 | Female | 24 | Research Assistant

P6 | Female | 20 | Undergraduate Student
P7 | Female | 49 | Administrator/Advisor
P8 Male 20 | Undergraduate Student
P9 Male 23 | Trainer

P10 | Female | 50 | Staff

Table 5.1: Demographics summary of participants

tabulated common responses as an indication of their frequency. We note that these
numbers represent a lower bound since some participants may also have similar behav-

ior or opinions but not have explicitly mentioned it since responses were open-ended.

5.2 Results

Using thematic analysis, participants’ responses have been grouped into themes, fo-

cusing on security, privacy, trust, and personal safety issues.

5.2.1 Security And Privacy Precautions

Participants generally felt a need to protect themselves while on dating sites or on
dates. They reported several strategies and precautions, as summarized in Figure 5.1.
We observe that females reported more protective strategies than males. Next, we
describe these strategies and offer exemplar quotes from participants describing their

approaches.

Providing Limited or Incorrect Information

9 participants (5 females and 4 males) reported omitting information when filling out
their profiles on dating sites. No one felt that this had negatively affected their dating
site experiences.

Not all participants omitted information solely for security or privacy reasons.

Two participants (1 male and 1 female), said they omitted information in order to
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Figure 5.1: The number of participants reporting each precautionary measure
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invoke some form of mystery. P2 explains, “If you put out all of the information at
once, what are you going to say when you meet the person?”. Therefore 7 participants
omitted information as a precautionary security and privacy measure. Participants
claimed they left out information that was too readily identifiable or revealing, such
as their home address, occupation, date of birth and income. P3 commented, “If
you call your bank at anytime, the first thing they would ask you is your date of
birth, hence I never put up my correct date of birth when filling out profiles”. One
participant, P5, explained that in addition to omitting information about herself, she
also gave misinformation to stay safe, saying, “I always fill out a wrong digit or two

in my mobile number whenever I need to put it up”.

The remaining participant, on the other hand, said she truthfully fills out all fields
and uploads her most recent pictures when filling out profiles. She explains, “I am
always 100% true. . . there is nothing you can do if people recognize your picture from

a dating site, it’s the price you have to pay.”

Interestingly, all 10 participants uploaded their pictures. When asked whether
they considered photos personally identifiable, none of the participants could defend
this practice, acknowledging that it was a concern but believing it was a necessary
risk. P5 explained “Yeah, they can trace me...but no one’s going to talk to you if

you don’t have your picture up, that’s how dating sites work.”

Sharing Further Information

As a security measure, participants delayed sharing some information until they felt
they could trust their matches better. Participants, however, had varying ideas on
how long the waiting period should last before exchanging more personal information
or agreeing to meet in person. P5 explained that she would talk to a match for at
least a week before exchanging phone numbers. P2, on the other hand, said she would
never exchange phone numbers or further personal details until she met the match in
person. P10 was of the opinion that it was best to collect the match’s phone number

but to never give hers and hide her caller ID whenever making calls to the match.
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Setting Up First Dates

All 10 participants believed that a first date should be set up in a public location, for
example, at a coffee shop. However, strategies for when to meet potential matches
varied. Two female participants said that for security reasons, it was better to meet
sooner rather than later. P5 narrated an experience of how a dating site user she
was starting to like, kept postponing their date. She soon discovered the user was a
scammer. She explained that scammers would rather not meet and that if a match
repeatedly postponed the meeting time then you should be suspicious. However, three
other participants were of the opinion that to be safe, it was better to meet only after
talking for an extended period of time. P2 thought three weeks was sufficient to know
a person, after which she would set up a date. P1 insisted that two months was the

best time frame.

Recognizing Weird Requests As Red Flags

Two female participants stated that as a security measure, they stayed away from guys
who made ‘weird’ requests such as asking for nude pictures or monetary assistance.
They believed those type of guys were mostly scammers. To further illustrate her
point, P10 said, “One guy I was chatting with online claimed he was staying at Sussex
Drive [in Ottawa]. .. only the Prime Minister [of Canada/ stays there! It was then I
discovered he was a scammer. .. and soon enough he started requesting money.” She
further explained other cues that she utilizes to identify potential red flags in her
conversations with other dating site users, such as location or time differences. In
staying safe online, half of the participants (4 males and 1 female) mentioned that

going with their gut feeling was critical as it was almost never wrong.

Stalking Social Media

Three female participants admitted to carrying out social media stalking as a precau-
tionary measure to uncover details about potential matches. P2 explained, “/before
agreeing to meet up] I'm good at stalking, I look up people on Facebook, Twitter, In-
stagram. . . everywhere!” P10 further asked questions to verify if potential matches

can back up what they shared online; she explains, “I always do my research online,
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then I ask them direct questions to confirm if what they wrote is true.”

Being Cautious While On Dates

Five female participants took additional precautions while on dates, such as making
sure a third party was present. P1 commented “ .. (my match) came to my apartment
for the first date, but I made sure my roommate was in.” P2 agreed, saying she always
went on dates with a friend, “Whenever I go to Starbucks for the dates, I always went
along with my friend. .. he [the date] would never know my friend and I know each
other. .. my friend sat out of sight watching us all through the date.”

Others made sure that someone knew the details of the date and sometimes made
it clear to their dates that this was the case. P6 explained, “I would give my friends
his picture and they will always know where we are meeting. . . like when I wanted to
go with a guy on a first date, I took a picture of his license plate number. He didn’t
know. I then texted my friends the make of the car. During the date, I kept telling
him I'm updating my Facebook status. It was like making a subtle threat to him”. P5

also explained “My roommates always knew where we were headed.”

5.2.2 Balancing Privacy and Sociability

Participants struggled with how to fulfill their desire for privacy with the purpose of
the dating site, which is to meet people, socialize, and get to know each other. In
many cases, they sacrifice their privacy when faced with a choice between the two.
This is clearly a situation where the security and privacy are hindering the user’s
primary task [276].

Three participants (2 males, 1 female) agreed that there is such a thing as “too
much information” when using dating sites. But none could give a definite answer
on where they draw the line on how much information is considered “too much.”
Those who considered omitting information from their profiles were asked how they
decided what should be included and what should be left out, but no consensus
emerged. P3 noted, “There’s nothing you can really do to keep safe online cause
it’s online. .. they could always hack into it anyway. .. so...”. He further explained,
“When using dating sites, sometimes [ would put up sensitive information. . .in my

head I'm like you shouldn’t be doing that, but there’s not much you can do.” P5 went
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on to say, “I just assume that people at the other end are also as sincere as I am and
are looking to just date too”. P10 and P5 explained that it was only when they were
“less protective and loosened up” that they found suitable matches. P10 explained,
“I was very careful not to give out too much information, but then it could restrict
you. .. so I loosened up...you just have to be wise.” P5 commented, “I started to
have lots of success when I started joking about it and let down my guard.”
Participants thus compromised between the need to share information and the
need to stay private and secure. In these circumstances, participants clearly believed
that one had to be sacrificed for the other since they saw positive results when they

revealed more information than they initially wanted.

5.2.3 Detecting Scammers and Gauging Trustworthiness

Participants had developed several strategies for identifying potential scammers and
determining who to trust, mostly based on social cues from the potential match.

Figure 5.2 summarizes these strategies.

Trusting A Gut Feeling

Four participants (all male) claimed they relied on their gut feeling to know if the
information provided online is true or whether a scammer is at play. They recognized,
however, that this was not a foolproof strategy. P3 commented, “it’s tough. .. I mean

if you are a good judge of character that may help, but really you never know.”

Relying On Social Norms

Participants relied on characteristics of the conversation and interaction to identify
potential threats. When these varied from the expected social norms, this was a cause
for concern.

Three participants (2 females, 1 male) claimed that the topic and pace of con-
versation could sometimes help them determine if a potential match is a scammer.
P1 commented, “Creepy ones always start the conversation way off the line.” P4
explained, “if a first conversation starts with ‘Hey baby, how you doing?’...I’'m like
‘really’?” Two females were alarmed if matches consistently requested nude pictures.

One male participant (P4) strongly believed that if the conversation speed was too
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Figure 5.2: Shows the male and female ratio of how participants gauged the accuracy
of information shared online
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fast, then the person was most likely a scammer. He explained, “People who reply
way too fast or way too often are definitely scammers”. P2 elaborated, “If they ask
to hang out too soon, they are scammers!”

Others thought that displays of emotion that seemed out of sync with the stage
of the relationship were suspicious. Two participants (1 male, 1 female) strongly
believed that if a match professed falling in love very fast, it was another sign of a
scam was underway. P7 comments, “All of a sudden they are in love with you. . . they

want to meet you right away, those are fake people.”

Noticing Inconsistencies in Profiles

Six participants (4 females and 2 males) believed that inconsistencies in normal pro-
file content and picture could signal a scammer. Participants attributed weight to
the profile pictures, expecting them to depict ‘average’ people and expected profile
descriptions to provide sufficient detail about the person. Two females felt that if a
profile picture is too cute then the profile is suspicious. Three participants (2 males,
1 female) said weird pictures accompanying weird profile descriptions were a cause
for concern. To illustrate this, P4 explained “Some people have like a dog as profile
picture. . . and write as description ‘I'm a dog’...those are completely fake...” P6
claimed sighting multiple profiles for the same person was also a red flag, “I found
same person (the same profile picture) multiple times, but I can tell it’s a different

person because of the way they speak and respond.”

Requesting Proof

In some circumstances, participants who were already suspicious took extra steps to
determine whether they were interacting with a scammer. Two participants (1 male,
1 female) believed that asking for proof of identity was one of the major ways to detect
whether a person was a scammer. They did not expand on how they determined the
authenticity of the provided proof. P8 explains, “It’s hard to do [detect scammers]. .. T
ask them to prove it [their identity] by sending maybe a picture or something specific.”
P10 shared her experience with a scammer, “So the Nigerian scammer that claims
he stays at Sussex Drive started asking me for money that he was stuck somewhere,

I told him to scan his passport and send to me. .. I never heard from him again.” It
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is unclear what her next steps would have been had the scammer provided a photo

of a passport.

You Can Never Tell

One female participant held on to the thought that there was no way you could tell
if a potential match was a scammer solely through online interactions. P6 explained,
“It’s really hard to do. It’s only if you are going to meet someone, you would know if

the person is scammer or not. You just have to meet in a public place.”

5.2.4 General Dating Site Experiences and Feedback

Looking at outcomes, participants seemed to have had reasonable success with dating
sites despite their concerns about trust, privacy and security. Overall, eight partic-
ipants (6 females, 2 males) had set up dates with people they met on dating sites.
The most dates set up by a participant was 30 dates within a space of six months.
Six participants (5 females, 1 male) were currently in a relationship with someone
they met on a dating site. Two participants said they met people online, who, even
though it did not result in a romantic relationship, were still very close friends. P3
explained that even though he had never gone on a date personally, he knew a lot of
his friends had been successful at using dating sites.

Interestingly, their opinions seemed to contradict this apparent success. When
asked what advice participants would give a friend who was considering using a dating
site, half of the participants (4 males, 1 female) advised that people stay away com-
pletely from using dating sites. Two claimed that there was a social stigma attached
to using dating sites and that people were better off without them. P2 explained
further, “Don’t use it [dating site], it’s a waste of time. . . imagine my parents asks me
where we met? I would then say dating site?. .. it makes one look irresponsible.” P4
also remarked, “Don’t go do it [dating sites|. .. don’t go there. . . it gets you down. It’s
also easy to waste your time and very emotionally draining”. P3 cautioned, “Try as
hard as you can not to use it. .. stay off completely from it, it’s not worth it. .. try and
meet someone in real life”. P6, who was in support of using dating sites, advised,
“Also don’t go into it thinking you would have a long term thing, go with the mindset
that you want to have fun and if it works that long term way good. . . else good.”
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P5 also recommended that dating sites should adopt additional verification of
users at registration to reduce the number of scammers and hence improve trust. She
explained that she would like users to scan their passport or driver’s license as a way
of verifying their identity. She also worried about her past interactions on dating
sites. She worried that her previous dating site may be hacked and all her sensitive
sexual information would be made available to the public. She continues, “I didn’t
think hard about that until when I was done with it [the dating site]. I was like, T
shouldn’t have been so truthful with these questions, what if they come back to haunt
me in future?” As dating sites become more popular, these types of regrets and

anxiety about potential attacks are likely to increase.

5.2.5 Awareness of Security and Privacy Risks

Participants were sufficiently aware of security and privacy issues arising from online
dating to correctly identify the major traits exhibited by dating sites scammers and
their scams as identified in the threat model.

Huang et al. [115] discussed how dating site scammers make use of multiple profiles
with the same fake content. Six participants correctly identified this scam. They
noted that unusual profile content and multiple profiles with the same content could
belong to scammers. Huang et al. further explained how scammers use very attractive
profile pictures to attract unsuspecting users; our participants also noted this as
suspicious. 30% of participants also correctly identified that unusual requests from
dating site users such as request to share nude pictures or money could be a red flag
that something is fishy, a characteristic previously noted in the literature [115]. Also,
10% of participants identified that the speed at which dating sites’ users respond to
conversations could also verify if the user is a scammer (see [115, 201]). Whitty et al.
[277] noted that a dating site user who falls in love too fast or almost immediately,
could be a sign that the user is a scammer. 20% of participants correctly recognized
this trait.

On how users gauge the accuracy of information shared online and how they
protect themselves from scammers, Gibbs et al. [93] identified using basic instinct as
one of the methods. This was correctly identified by 40% of participants. However,

gut feeling may not be sufficient to judge the accuracy of information put online or
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to determine another user’s sincerity.

Whitty et al. [277] noted that dating site users should take precautions before
meeting new people, including taking time to get to know individuals and letting
others know they are going on a date. 60% of participants let someone know their
plans when going on a date. All participants (100%) were of the opinion that meeting
someone from a dating site should be done in a public place. Also 90% of participants
correctly identified that sharing limited information could help protect oneself from
scammers.

Like McRae et al.[169], our participants were unable to come to a conclusion on

how much information sharing was too much.

5.3 Analysis of User Study

Based on the results of the user study, Figure 5.3 presents a model showing the
relationship between the problems faced by dating sites users and the methods that

users used to protect themselves. The model is structured in three categories,

1. Online Dating Realities: This showcases the realties involved in making use

of online dating sites as identified by users in the study.

2. Risks Arising From Realties: This describes the possible risks users can

face as a result of the facts and realities identified.

3. Mitigation Strategies: This refers to the various methods implemented by
users in the user study, to protect themselves from the risk associated with the

corresponding reality.

5.4 Discussion of Results

As seen in the results, the problem of balancing security and privacy is a prominent
issue faced by dating sites users. Users sometimes provide limited or false information
in their profiles, but hope their potential matches’ profile is truthfully filled out. Some
users also create profiles that can’t be directly linked to them, but they hope to be
able to link other users’ profiles in other to get the best possible match. This creates

a paradox as seen in social psychology.
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Online Dating Risks Arising Mitigation
Realities From Realities Strategies
Omit information from profiles |
PRIVACY CAN BE USERS CAN SUFFER Give misinformation on profiles |
HARM BOTH OFFLINE
COMPROMISED AND ONLINE
Delay sharing information |
Meet sooner rather than later |
Meet later rather than sconer |
Meet in a public place |
PROFILES CAN BE USERS CAN SUFFER Identify weird requests |
FAKED HARM BOTH OFFLINE
AND ONLINE
Carry out social media stalking |
Have a 3rd party present during dates |
Let someone know the date details |
Assume people are as sincere as you are |
USERS CAN SUFFER
DATES MAY NOT GO HARM BOTH OFFLINE
AS PLANNED AND ONLINE Employ no mitigation strategy |
Be wise |
| Rely on social norms |
Motice inconsistencies in profiles |
TOO MUCH
USERS CAN SUFFER
INFORMATION CAN o B OFFLINE | Request proof of claims |
BE GIVEN ON AND ONLINE ,:
DATING SITES Trust your gut feelings |

| No way to determine what information is too much

Figure 5.3: Model showing online dating realities, risks and mitigation strategies
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On the collective trust strategies users employed, Bonabeau et al. [25] noted that
though intuition plays an important role in decision making, it can be dangerously
unreliable in complicated situations. Using intuition to judge the accuracy of infor-
mation shared on a dating site may be even more dangerous because, as previously
stated, scammers tend to exploit the vulnerable emotional state of users [115], leav-
ing their gut feelings clouded. Our results indicate however that intuition, directly or
indirectly, is key to how users of online dating sites determine who to trust and how

they ensure their safety.

They look for “weird” requests and deceptive profiles based on heuristics derived
from regular profiles. They observe whether correspondents reply too quickly. They
determine what to share, and what not to share, on an ad-hoc basis depending on
how safe they feel in a given interaction. These methods can all lower the risks of

” Con artists, however,

normal threats, i.e. avoiding the “creeps” and the “crazies.
are adept at taking advantage of such emotionally-driven decision making, and the
relative anonymity and data analysis opportunities of online dating gives purveyors

of scams plenty of opportunities in which to operate.

While none of our participants was deceived by an outright scam in their online
dating experiences, this may be a result of our relatively small sample size. Even so,
virtually all of our participants encountered some level of deception in online dating
at a sufficient level that a common refrain was “you can never know.” Mechanisms
that can reduce the ability of individuals to deceive each other in online dating thus
have significant potential for improving the quality of the entire experience. More
practical approaches are needed to help dating sites’ users better gauge the accuracy
of information shared and determine who to trust, as the available ones are not
sufficient to protect users and to prevent them from falling prey to scamming attacks.
They also need help in sharing information about themselves in a way that protects
their privacy and safety while also helping them find potential partners. Since users
do not possess sufficient strategies to keep themselves safe while using dating sites, in
the next chapter, we survey the trust strategies employed by dating sites in securing
users, even as they introduce them to others online. We compare these strategies
with Irene’s ideal roles discussed in Chapter 4, to determine the viability of these

trust mechanisms. We finally compare them with the trust mechanisms employed by



other CMIs.
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Chapter 6

Trust Strategies Used By Dating Sites

All dating sites provide mechanisms to help individuals establish trust with potential
matches. In this chapter, we evaluate and analyze the various mechanisms used to
develop trust and improve the security of users on three popular dating platforms,
Match.com, Plenty of Fish and Tinder. We compare these mechanisms with the roles
described in the model dating service, Irene, in Chapter 4. We also compare the
trust strategies employed by dating sites with those implemented by other CMIs. We
finally discuss why some of the trust mechanisms employed on other CMCs may be
ineffective when applied to online dating sites.

The rest of the chapter is divided as follows. We evaluate the trust mechanisms
used by Match.com, Plenty of Fish and Tinder in the first three sections respectively.
In the fourth section, we compare our findings with the ideal role of the introduction
service discussed in Chapter 4. In the fifth section, we compare the dating sites’ trust
mechanisms with those of other CMIs and discuss their differences. We analyze and

discuss the results of the evaluation in the sixth and seven sections, respectively.

6.1 Match.com

When new users signup to Match.com, a welcome message and registration confir-
mation notification is sent to the email address used to register. Match.com sends
another email with an optional verification link, which if left unclicked, does not in
any way stop the user from making use of the service. Users are also made to fill
up their profiles during signup where they give information about themselves, both
personal and otherwise, that could assist them in being matched. Match takes a few
minutes to approve a profile and picture before it can be displayed. Users can also
signup on Match.com using their Facebook account.

Match has both free and paid versions. With the free version, users receive notifi-

cations when prospective matches have shown interest in them or send them messages.
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However, users are not allowed to see the pictures/profiles of these people or the mes-
sages sent, until they have fully subscribed for the service. Subscription is done by
paying a renewable subscription fee. If users fail to subscribe, Match.com will con-
tinue to send regular updates of events happening on their account which the user
can only see after subscription. This is usually done to prompt users to subscribe to
their services.

We now describe the various mechanisms Match.com employs to establish trust

between potential matches.

e Match.com provides users the ability to be able to block and unblock other
users from contacting them. Users can block no more than 2000 members, after
which users will have to unblock old users, for them to be able to block new ones.
Users can also report people they do not feel comfortable interacting with. The
options are displayed as, “Block from contact, Block from search and Report a
concern” [162]. The blocked members are usually unaware that they have been
blocked, and can still view the user’s profile and send messages. However, the
user who blocked the member will be unable to receive any messages sent from
them [156] . Cobb et al. explains that dating sites users feel “empowered” by
the ability to be able to block other users they would rather not communicate
with [41]. They tend to feel a sense of safety knowing they can control those
they communicate with and vice versa, which in turn helps users better trust

the platform [29, 263].

e The site also gives the option of viewing only users with profile pictures. Pre-
vious research has shown that users who have more photos are generally more
trusted than those who don’t, whereby users are more likely to contact those
with profile pictures than those without [81, 278, 117, 110]. Also, while profile
pictures are being reviewed by Match.com’s customer service team, the pic-
tures are usually not displayed [155]. Therefore profile pictures give users more
confidence that the profiles as well as the pictures have been approved by the

site.

e Match.com uses the frequency of users’ logins as a way of building trust in users.

Users generally trust profiles with more recent logins, as this is viewed as an
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indicator of a person’s reliability, seriousness and availability [74].

Match.com always indicates that a more completed profile gets more attention
[154], which in turn suggests to users that complete profiles are more trustwor-

thy.

Match.com also offers Mutual Match, Daily Match and Singled Out features.
These features present potential matches to users as selected by Match.com.
The site explains that the matches have been chosen from their large pool of
users, based on compatibility, and have been found to best suit the user as
potential matches [159, 161]. Of their Singled Out feature, Match.com explains
that they have high confidence that the selected few singled out, will be poten-
tial dates for users [161]. This helps users trust that they will most likely be

interested in dating members acquired via these features.

Subscribed members generally have much more benefits than non paying users,
such as being able to receive and send messages to other users, even if a profile
is yet to be approved by the site [160]. While explaining the benefits of paid
subscription, the site states that subscription “creates a more secure environ-
ment and helps ensure that those you’re communicating with are as serious in
their search as you are.” [158] This encourages users to trust paid subscribers

more than non paying users.

Users have the option of filling up their profiles at signup or at their own conve-
nience. After the profile section has been filled up, Match.com’s customer care
team takes some minutes to approve the profile before it is displayed. During
this period, free users cannot send messages, though paid subscribers are free to
communicate even if their profiles are yet to be vetted. This process helps users
trust that everyone’s profile on the site is being vetted by Match.com’s team,
and can be trusted. It also creates a sense of trust in the service provided, with
users feeling that someone, somewhere is watching out for them, when in reality

this is not necessarily the case [163, 213].

Match.com advertises upcoming events for singles to participate in. This helps

create a sense of community feel for those that attend the event and aids in
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Feature Match.com | POF | Tinder
Block/Unmatch users Yes Yes Yes
View only users with pictures Yes Yes No
Warning about fraudsters Yes No No
Report users Yes Yes Yes
Frequency of users’ login Yes Yes No
Completed profiles Yes Yes No
Subscription to paid versions Yes Yes Yes
Delayed approval of profiles and pictures Yes No No
Events Yes Yes Yes
Special Features Yes Yes Yes
Facebook verification No No Yes
Instagram verification No No Yes

Table 6.1: Mechanisms used in online dating platforms that helps build trust in other
users.

building trust in the availability of potential singles on the site.

6.2 Plenty of Fish

Plenty of Fish (POF) is one of the largest free dating sites available [196]. The site
however has an upgraded version which users have to pay for in order to put their
pictures in major searches and be seen by more people. However, the basic services
offered by dating sites such as viewing pictures, receiving and sending messages, and
finding matches, are offered for free. During signup, users fill out their profile which
includes personal details and basic interest questions. Like Match.com, POF does not
verify your account through your email address. After signing up, new users receive
a welcome message from the CEO, after which the users can go on to the site and
find people of similar interests.

Like Match.com, POF uses several mechanisms to establish trust between poten-

tial matches.

e POF does not allow users to change their birthdays or gender after two weeks of
signing up for the service. We believe this is a safety and precautionary measure
taken by site, which helps to build trust in the profiles of the users, whereby
users are certain their potential match is unable to change their age in order to

fit the user’s criteria.
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e Users who present a variety of pictures on the site are viewed as more trustwor-
thy, with the site encouraging users to upload a minimum of 3 photos, explaining
that the more pictures users put up the more people will be able to know how
they truly look [98]. These multiple pictures help build confidence in people,
making them believe that they are interacting with the same person and not
fake individuals. The site further states, “POF users with at least 10 images on

their profile receive 8 times more messages!” [194, 70

e POF claims to delete accounts with sexual language; they explicitly state, “If
your profile contains sexual language of any kind your account will be deleted.”
The site also explains that once a user is deleted, they will be prevented from
signing up again. This helps users better trust the services offered on the
platform. However, users signing up again for their service can simply be done

by changing the email address used to signup initially.

e POF also has a feature called “Rate Images” where they display a series of
profile pictures that are mostly inappropriate and ask users to make POF better
by rating these pictures. They also present instructions on how these pictures
should be rated. By enabling users to enforce community guidelines, POF

implicitly builds trust in the community of potential matches on the site.

e POF also provides login updates of users, showing users that are consistently
logged in. This helps users identify active members and trust that those they

are interacting with are actively involved in the platform.

e POF gives users the option of receiving messages from only upgraded users.
The site states that, “The best way to be successful on POF is to become an
Upgraded Member.” [193]. This creates a form of trust in users, making them

believe that those “upgraded” profiles are sincere users and not scammers.

e POF also has a section that displays mutual matches for users, tagged “My
matches”, which states, “None of the users who have messaged others for
sex/intimate encounters show up in your matches. If you want to prevent peo-
ple who have messaged others for sex or intimate encounters from contacting

you, you can block them entirely here”. This filter helps users trust that those
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they are interacting with through this feature, have never committed those acts,

which is not always the case [213].

6.3 Tinder

Tinder is a dating platform that currently only works on mobile devices. Unlike
other dating sites and applications, Tinder forces all users to signup with a Facebook
account. Tinder makes use of users’ Facebook profile to set up a profile on their
account. After signup, users can see pictures of other users that are within close
range. As series of these pictures is displayed and users swipe to verify their interest
in the picture of a particular person. If that person also shows mutual interest, then
a match is formed and both parties can begin chatting.

Tinder’s strategies for establishing trust between potential matches is a bit differ-

ent from those of Match.com and POF.

e A major way Tinder builds trust and develops a sense of security in its users is by
allowing users to signup on the platform only through their Facebook account.
This is Tinder’s method of verifying users are who they claim to be and to
check for people’s identity. While this seems like a better strategy employed
than other conventional dating sites, this however does not stop creeps and

scammers from creating fake Facebook accounts with the sole purpose of using

them on Tinder [185].

e On Tinder, while users can adjust the distance within which a match can be
searched for, users cannot change the location from where the search is made.
Tinder applies a user’s Facebook location or the current GPS location of the
user’s phone, depending on the chosen setting. This helps build trust in users
that people are actually where they claim to be. For users to change location to
a specific place, get their profile boosted to the top searches once a month, turn
off ads, control who sees them, make their distance invisible and other features,

users have to pay a fee.

e Tinder has Tinder social, where users’ friends can invite them to go out on a

social. This builds a form of community feel to the site for those people that
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choose to engage in the social. Tinder also allows the creation of groups on

Tinder social.

e Though not everyone uses Instagram as an additional feature, Tinder allows
people to also connect their Instagram account to the site to help build trust in

users.

e Users cannot change their ages from their profiles on Tinder, whereby for that
to be done, users have to delete the Tinder account, which also automatically
deletes all previous messages and previous matches, change their age on Face-
book, and then create a new account. To also change a username on Tinder, the
user has to update their Facebook name. If their Tinder name doesn’t change
after few days, then they have to delete their account and start over. This

process also applies when a user wants to change their interests.

e Tinder also has “verified” badges to confirm the authenticity of profiles; how-
ever, it offers this feature to only celebrities, brands and public figures. For
those people to get the verified badge they have to send an email to an au-
thorized email address. The key question though is, why would a public figure

want to be verified on a dating application or site?

e Tinder users also have the option of reporting users. When a user is reported,
Tinder bans the user for a couple of days, during which they review the account
[264]. If reported users want to clarify their stand to Tinder, they have to send
an email to Tinder. Users can also block or unmatch with someone if they
please. However once a user is blocked, it is permanent, and they cannot be
unblocked. Blocking means you completely disappear from the other person’s

search, such that you will be unable to message them and vice versa.

6.4 Comparison With Irene’s Introduction Service Roles

Based on experiments and the findings in the case study listed above, we now compare
the roles carried out by the introduction services Match.com, Plenty of Fish (POF)
and Tinder, with those carried out by Irene in an ideal situation, as described in

Chapter 4. Table 6.2 shows a summary of the comparison.
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1. Detailed Information Requirements: While Match.com and POF require
users to answer some personal questions in order to be matched, there is cur-
rently no profile requirement question that will enable users to know about their
matches’ personal and social vices or habits. Though such information may not
readily be given, the presence or obvious absence of such information can help
users better decide on who they would rather be matched with. Tinder on the
other hand does not ask for personal user preferences to aid matchmaking, but

simply makes use of the users’ Facebook profile.

2. Verification of Information Collected: In Match.com and POF, users’ pro-
files do not need to be completed in order for users to interact with potential
matches or for the dating service to suggest potential matches to them. This also
applies to Tinder whose users’ Facebook profiles do not need to be completed

for a match to occur.

In the case of Match.com, profiles are checked to ensure the absence of offensive
words [163], however users are sent matches almost as soon as they signup, even

before profiles are checked and approved.

When signing up on POF, while all profile fields are marked “required”, they do
not need to be filled up for users to make use of their services. Users’ profile are
also not vetted for content. The site also states that they delete pictures which
do not meet their requirement [192; 195], however they give the responsibility

back to users through their “Rate Images” feature.

3. Authenticity of Identity and Collected Information: Our definition of
authenticity of identity and collected information specifies that users are checked
to ensure they do not have previous traits or a record that could jeopardize the
safety others. Match.com and POF do not authenticate the identity of their
users. Tinder attempts to use Facebook as a means of authenticating its users;
however, Facebook does not carry out any background checks or prevent users

with a past criminal record from signing up for their services [78].

4. Secured Protection of information and Identity of Users: Instances of
security breaches, where users’ information was leaked, have been reported on

all three dating services [84, 101, 139, 95, 186, 128|.
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Irene’s Ideal Roles Match.com | POF | Tinder
Detailed Information Requirements No No No
Verification of Information Collected No No No
Authenticity of Identity No No No
Secured Protection of Information and Identity of Users No No No
Preserve User’s Privacy No No No
Authentic Claims No No Yes
Availability of Potential Matches Ye Yes Yes
Effectively React to User’s Requests No No No

Table 6.2: Comparison of Irene’s ideal introduction roles with those offered by

Match.com, POF and Tinder

5. Preserve Users’ Privacy: On Tinder, users’ Facebook information is used
as their profile information. Users can also subscribe to Match.com through
Facebook, and have the option of uploading their Facebook pictures to the
platform. In Match.com, non-active members’ profiles can be seen [163, 153].
The site also retains users’ profiles in their database after deletion [157, 11, 285,
83]. In POF, users can still view deleted profiles.

6. Authentic Claims: As seen in their special features and their website state-
ments, Match.com and POF make claims that are not necessarily true and

cannot be backed up or verified [206].

7. Effectively React to User Requests: Blocking of users on Match.com, POF
and Tinder does not prevent the user from being contacted through other linked
social media platforms. Users’ profiles are also never completely removed from

the dating service.

6.5 Comparison With Trust Strategies Implemented By Other CMCs

Figure 6.1 shows the comparison of the trust strategies used by dating sites with
those employed by some CMIs, as listed in Chapter 3. Dating sites currently do
not make use of most of these trust mechanisms. An important trust mechanism
implemented on every other form of computer mediated communications, but which
will be ineffective in dating sites, is the use of reputation systems. As explained in

Chapter 2, reputation systems are used in CMCs as a major way to build trust in
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online users about the viability of a communication, based on past successes. It helps
online users decide if to purchase a particular good or engage in a service. Reputation
systems are implemented in the form of feedback, ratings or reviews; however, it will
be difficult to make use of reputation systems in improving trust in online dating
platforms. This is because, to use reputation systems in online dating services, a
series of questions arises, such as, Should reputation be built on how good a date a
person is? How romantic a dating experience was? How long the person has been on
the site? Mostly, if an individual gets positively rated based on these, then ideally
such persons will no longer be using the dating service and their profiles should be
unavailable. As such, the reputation built has no benefit to potential daters. For
instance, if an individual has a high reputation based on high amount of dates had,
the inherent question then is, “why is the individual still on the dating site?”; if
otherwise, the question becomes, “why is no one going on date with the individual?”
Also, there is currently no way to know if a date occurs between dating sites users,
as is seen in other CMIs such as Uber and Airbnb. This is because dating sites have

no record of when or if users go on dates as well as the location of the dates.

In other computer mediated communications also, reputation is usually built based
on the quality of the service an individual provides. In online dating, the service
provided is the ‘dating’ itself, and if the service is well provided, the chances of the
person still being on the dating site is low. Dating site users also cannot rate their
dating experiences with another individual, as an ideal dating experience for one
person varies for another, and if a date is good the individual ideally should no longer
be on the platform and as such cannot be rated. It will also be difficult to build
reputation without bias on dating sites in the event that a potential date does not go

as planned.

Dating sites attempt to employ stories of successfully matched couples as a form of
feedback reputation mechanism, but usually there is no incentive to come back to the
site to leave a story. Also, unlike conventional computer mediated interaction, leaving
a review on goods bought or services offered is done so that others can purchase those
same goods from the individual. In dating sites, those services cannot be acquired
from that individual at that point in time. The ultimate problem then in using

reputation systems on dating sites is that the services dating sites offer are distinct
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MATCH.COM | PLENTY OF FISH | TINDER
VERIFICATION STRATEGIES N N Y
PRIVACY N N N
BACKGROUND/SECURITY CHECKS N N N
SECURED MESSAGING PLATFORM Y Y Y
REVIEWS/REFERENCES/FEEDBACKS N N N
RATING SYSTEM N N N
LINKING TO SOCIAL MEDIA Y Y Y
SAFETY TIPS Y Y Y
FLAGGING/REPORT ABUSE N N N
BLOCKING OF MEMBERS Y Y Y
24/7 CUSTOMER SUPPORT N Y Y

Figure 6.1: Table Showing Comparison of Trust Mechanisms Used By Other CMIs
With Dating Sites

and specific to individuals, whereby once successfully given to an individual from one
user, they cannot be offered to another by that same user.

Also, the use of pictures, as a form of multimedia-based trust, may be of help in
some CMCs, however it becomes a tricker means of establishing trust in CMIs as a
whole, and more so in dating sites. As seen in the user study results presented in
Chapter 5, pictures tend to confuse dating sites users, with some users identifying
attractive pictures as a sign of deception; in other contexts, more attractive pictures
increases trust [168]. Other dating site research shows that men frowning and women

smiling were cited as trustworthy signs [24].

6.6 Analysis of Results

Based on the above evaluation, the model in Figure 6.2 shows the relationship among
the reality of dating sites, the risks involved and mitigation strategies used to address
those risks.

The model is structured in three categories similar to the model developed from

the user study in Chapter 6.



Dating Sies
Realities

TUSERS CAN FIND A
SUITABLE MATCH

Risks Arising
From Realities

84

Mitigation
Strategies

USERS CANNOT FIND
A SUITABLE MATCH

USERS WILL LEAYE
THE DATING SITE

Restrict full access till subscription s paid

Block/unblock, report feature for users

Send email about new likes and profile viewing

Paid subscription to find possible matches

Retain users' inactive profiles

Advertise events for singles to participate in

v

USERS MAY
EVENTUALLY LEAVE
THE DATING SITE

Send continuous emails to non subscribers

Include special features

Give specific benefits to paid subscribers

Create false profiles

Allow only paid subscribers to interact

Allow easy sign up process through social media

Figure 6.2: Model showing dating sites realities, risks and mitigation strategies
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1. Dating Sites Realities: This showcases the realities faced by dating sites.

2. Risks Arising From Realties: This describes the possible risks dating sites

are susceptible to as a result of the facts and realities identified.

3. Mitigation Strategies: This refers to the various methods dating sites have
implemented to protect themselves from the risk associated with the corre-

sponding reality.

6.7 Discussion

In comparing the models developed in Figure 5.3 and Figure 6.2, it should be noted
that the focus of online dating sites may be said to differ significantly from those of
their users. Some dating sites users make use of the platform to flirt and do not have
plans to meet up with those they interact with on the platform. Other dating site
users focus on getting potential matches they could interact with offline. However
as seen in Chapter 5, no matter the users’ reasons for making use of dating sites,
users continuously seek ways to balance their privacy and security while using the
platforms. Dating sites on the other hand are faced with the risks of losing users
and therefore employ strategies to retain current users and acquire new ones. For
example, the use of false profiles to retain users can be seen in the Ashley Madison
dating platform. The Ashley Madison dating site was hacked in 2015 [114], which led
to the release of information on members of the sites as well as false profiles [151, 216].
The difference in focus may be a major issue in dating sites establishing trust and
ensuring the security of users.

Table 6.2 summarizes the comparisons between Irene’s ideal roles specified in
Chapter 4 and the roles currently played by the dating sites surveyed, while Table 6.1
summarizes the key mechanisms the surveyed dating sites use to establish trust be-
tween potential matches. What is remarkable about Table 6.1 is that none of the
mechanisms are robust against a malicious adversary. Anyone reading a dating pro-
file asks themselves, “Is this really who they are? Are they leaving out important
details? Are they outright lying? Are those pictures even real?” These are basic
questions that we constantly ask when we meet someone new. In person we can look

a person in the eye in order to assess their intentions. While con artists and actors
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can imitate sincerity, in-person cues are generally solid mechanisms for establishing
trust.

In contrast, every trust signal presented by dating sites can be easily manufac-
tured. Social media accounts can be faked. Time of login can be faked. A complete
profile can be faked. A blocked user can create a new account and attempt contact
again. None of these signals represent a significant impediment to parties who wish
to misrepresent themselves. Today, then, it is unwise for individuals to go into a first
in-person meeting with a significant level of trust if their only previous interaction
has been through an online dating site. Having a friend sitting at the bar watching
the progress of your date may in fact be a good idea.

But can we do better?



Chapter 7

Developing Security Mechanisms for Online Dating

Trust matters in online dating in part because of the high stakes involved in meeting
a stranger in person one on one for such an intimate purpose. However, trust is
also a vital issue because people generally prefer to be somewhat anonymous when
meeting strangers. When interacting in public spaces, strangers will generally not
exchange names or contact information until they both feel comfortable with each
other. Similarly, users of online dating sites use pseudonyms and conceal contact

information until they sense some degree of trust has been established.

Unfortunately, the protection provided by anonymity is also a danger because it
allows malicious actors to conceal themselves as well. Various instances have been
recorded of users’ privacy being violated as well as users experiencing violence, sexual
assault, cyberbullying, physical stalking, workplace harassment, monetary fraud, sex
trafficking and, even worse, death, as a result of using online dating services [103,
245,127, 96, 8, 40, 231]. Most of these incidents go unreported or unknown due to
the stigma attached to such disclosure [233, 134, 123, 165, 22]. Data breaches also
occur in dating sites, with previous incidents leading to the disclosure of those with
HIV or sexually transmitted infections [269, 21, 212]. Sensitive past messages as well
as the accurate geolocation of dating sites users have also been released [79, 205].
While safety concerns could in principle cause individuals to obfuscate or outright
lie in their online profiles and interactions, in practice this is often not the case.
Online daters are relatively truthful about their physical attributes [106], and they
tend to reveal a significant amount of personal information—enough to potentially
make them susceptible to scammers [169]. Indeed, people are sometimes traumatized
by their experiences with online dating. Sometimes the trauma comes from going
on “bad dates,” or from ending up in abusive relationships. However, individuals
are also traumatized by being outright scammed [277]. Online dating scams can

result in financial losses for victims and forms of blackmail such as sextortion [69].
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Sometimes these scams aren’t even conducted directly by humans. Instead, chatbots
can deceive individuals into disclosing enough sensitive information that an attack
can be mounted [115]. As stated by Norcie et al., “because of the inherent need to
engage with and reveal potentially sensitive information to unknown others, dating
sites amplify many of the traditional social-networking security and privacy issues”
[190].

The results of the user study in Chapter 5 show that users essentially do not
know how to protect themselves, whereby online daters go often into initial meetings
with significant amounts of distrust. To compensate, they engage in a variety of
risk mitigation strategies such as online searches, staying in contact with friends
electronically during a date, and having third parties quietly observe the date from
a distance so they can step in if anything goes wrong. Dating sites also do not
provide alternatives to the subtle interaction of verbal and body language cues that
can help people detect deception and aggression in face-to-face interactions. As seen
in the model presented in Chapters 5 and 6, while users aim at balancing security and
privacy, this is not necessarily the goal of dating sites. Dating sites themselves do not
employ sufficient strategies to safeguard users. While standard trust mechanisms exist
for other computer mediated communications, some of these mechanisms cannot be
effectively applied in online dating sites. There are however a number of ways dating
sites can improve the level of trust potential matches have in each other. We discuss
these below in terms of what can be done in three phases: before the match, during
the match, and afterwards.

The rest of the chapter is divided into three parts. We first discuss alternative
trust mechanisms that can be employed by online dating sites, before, during and
after a match has been formed. In the second part we discuss the evaluation of the

suggested trust mechanisms and summarize in the third part.

7.1 Alternative Trust Mechanims

7.1.1 Before the Match

Dating sites could take steps to not just recommend users, but actually verify the

users they recommend. The use of general email addresses as a single identifier of
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a person, should be discouraged. Making use of other forms of verification of the
identity of people should be looked into. Couchsurfing [44] verifies their users by
verification of their payment method, phone number, address and government ID.
These steps could be taken by dating sites to ensure people are better identified. The
users do not need to know the true identity of who they are interacting with, unless
the person chooses to reveal themselves. However, the dating site should be able to

adequately vouch for the person’s identity.

The dating sites can also be structured such that to further verify people, they
request them to take selfies with a mobile version of the dating site. These selfies can
then be compared with the uploaded pictures on the site. The selfies do not have to
be placed as profile pictures; they only need to be seen by dating sites administrators
(or their automated proxies) for verification purposes. By requiring the capturing of a

live image, it makes it much harder for an adversary to misrepresent their appearance.

While Tinder employs Facebook as a verification method, it does not absolutely
protect users as fake Facebook profiles can be easily created. Dating site users will
most times prefer to remain anonymous, so using Facebook accounts to get a profile
picture and profile defeats the whole purpose of anonymity on dating sites. If a
user decides to block another on a dating site, the blocked user can find the user
on Facebook, which could have the same picture used on Twitter, LinkedIn, and
other social media accounts. Therefore, making users sign up with their Facebook
name and profile may cause people to create fake Facebook accounts instead for
perfectly legitimate reasons. However, having the site anonymously properly verify
these accounts would go a long way in solving the problem of fake accounts and reduce

the ease at which people can commit crimes and change their identity.

On the issue of fake profiles, Ambler in an article addressed the problem by listing
possible steps that could easily weed out fake profiles on dating sites; however, he
suspected that these profiles are instead left on the sites for profit making purposes
[9]. We implore dating sites to improve the filtering of fake profiles, by using readily
available algorithms and monitoring of users’ activities, in order to improve trust on

these platforms [9].

If verification features cannot be applied to the free version of dating sites, then

they should be applied to the paid or upgraded versions. At the moment, paid
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versions of dating sites put the paid users at the top of searches, thereby increasing
their exposure to fraudsters. Paid versions of dating sites could instead ensure users
interact with only verified members while also being verified by the means outlined
above. Though this may not completely eliminate the creeps or con artists, it will go
a long way in reducing their activities on dating sites.

People on dating sites should also be clearly able to differentiate between verified
and non-verified members. Match.com writes about a verified badge, but it is un-
known what it looks like or which members have been verified. Verified badges should
also be for everyone who requests and possibly pays for it, not just for celebrities as
in the case of Tinder.

Tinder also tries to build reputation by putting a number next to a Facebook
friend. The first number means “you and your match are both friends with this
person.” The second number to the Facebook friends’ picture means that your friend
knows someone who knows your last match [251]. While this is a great idea, it should
be applied specifically on dating sites, if possible, and not through Facebook, because,
as previously discussed, the use of Facebook as a means of verification on dating sites
should be discouraged.

A “Rate the Interaction” field could be introduced on dating sites whereby early
on in a conversation with someone, a user is presented with the option to rate an
interaction, based on the speed at which the person replies messages, the tone of
conversations, use of words, and the overall quality of the interaction. To avoid
biased rating, the rating should be gathered during the early stages of a matched
pair’s interactions so the rating is of the initial interaction rather than the quality of
an ongoing relationship. Such ratings would help users filter out those who are rude

or otherwise obviously antisocial.

7.1.2 During the Match

Dating sites should make use of more user friendly messaging interfaces that encourage
users to remain on the platform and continue their conversations on-site. As in the
case of Match.com and POF, while their mobile versions do a reasonable job, it
is harder to have a conversation with a match using the web interface. Any such

difficulties assist con artists when they encourage targets to move their conversations
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to other messaging platforms.

“Safety” links with tips on dating site guidelines and safety measures should be
made more visible to users. If users do not know such links exist they would not be

able to read them and better protect themselves.

In the event that dating sites users are open to the idea of having selected friends
know that they are making use of dating sites, potentially peer-group evaluation of
profiles could be implemented. The dating site could be structured such that at users’
request, their selected friends can be able to access part of their conversations with a
match and the match’s profile. Since dating sites users can be emotionally vulnerable,
their friends can help them decide if they think they should meet offline with a match

or not.

Also, as text-based chatting has been identified as having major issues in devel-
oping trust in humans [28], other methods of communication should therefore be
supported. The dating sites could offer 3 communication steps to users as a way to
better verify their dates before meet up. Step 1 could involve text based chats, Step
2 could involve voice based communication with the match for a duration of time,

and Step 3 could involve a limited-time video conversation.

7.1.3 After the Match

This step is the core of CMI that differentiates it from other CMC. If proper pre-
cautionary measures are taken before and during the period a match is formed, then

making use of this step may not be necessary.

One method that could be looked into by dating sites to ensure the security of
users on dates is to employ the use of something like the Uber panic button mecha-
nism. Uber panic button option exists for Uber users in India. Once this button is
pressed on the app, an incident response team is triggered and the police are alerted
immediately. Details about the trip are also immediately sent to those being con-
tacted [204]. Although this may raise some privacy concerns, a similar feature could

potentially be applied on dating sites to further protect their users.
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7.1.4 Evaluating Security Mechanisms for Online Dating

As with other security mechanisms, it will be important to evaluate whether any new
mechanism actually improves the security of online dating. The most straightforward
evaluation strategy would be to gather feedback from users after they meet with a
match offline. However, as previously stated, getting feedback from dating sites users
can be difficult because of the type of interaction that occurs on the platform.

In other CMI interactions, such as Airbnb, guests and hosts give feedback because
they have incentives to do so: hosts want to attract more guests, and guests want to
be appealing to hosts so they can stay where they want for a reasonable price. These
same incentives do not hold on dating sites. Indeed, the goal of most users of dating
sites is to stop using them—once they’ve found someone to date!

Ideally, dating sites would need feedback from users once they meet in person so
that patterns of misrepresentation or fraud can be addressed. We are yet to identify
effective means through which adequate feedback can be acquired from users as soon
as an offline interaction occurs. Periodically, dating sites could engage researchers
to carry out user studies in order to find out the effectiveness of the suggested trust
mechanisms. The cost, challenge of scale, and invasiveness of any such study, however,
make such research extremely challenging. To make more secure platforms for CMI,

however, we will need to address these challenges.

7.2 Summary

In this chapter, we reviewed strategies that can be applied on dating sites to improve
trust and security in their services. We itemized mechanisms that could be employed,
before, during and after a match. We also discussed the evaluation of the suggested

strategies.



Chapter 8

Discussion

This chapter is divided into four parts. In the first part we discuss the main contri-
butions of this research to computer security. We discuss the limitations and future
work in the second and third parts respectively. We give some concluding remarks in

the fourth part.

8.1 Contributions

Our main contribution is the identification of Computer Mediated Introductions
(CMI) as an area of potential study in computer security. We grouped CMI into
business and personal CMIs, based on the presence or absence of monetary exchange.
CMI identifies a separate niche of online communications that has not been previ-
ously identified in computer mediated communications. We place our focus on the
importance of trust on these platforms because these online CMI interactions even-
tually lead to offline communications. To that aim, in Section 3, we present an
in-depth analysis of the trust mechanisms implemented by seven CMIs. We critically
analyzed these mechanisms and suggest alternative methods of implementation that
will safeguard users. While recognizing the unique type of interactions that occur
on a specific type of personal CMI, online dating sites, we designed and evaluated
the threat model of dating sites in Section 4. We identified the possible threats that
could occur, throwing more light on the importance of the development of effective
trust mechanisms in this type of communications.

In Section 5, we presented results from a user study to find out if users are aware
of the possible threats and to identify the mechanisms they implement to protect
their safety when using dating sites. We did a qualitative analysis of the results and
carried out an evaluation in Section 5.2. Results showed that users had insufficient
strategies to protect themselves from the identified threats and were quite vulnerable

to attacks by dangerous others. We discussed this in Section 5.3, acknowledging that
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the emotional vulnerability of dating sites users can be easily exploited, making them
susceptible to attacks. We concluded that dating sites are therefore tasked with the
responsibility of protecting users as users are not doing a good job of it.

In Section 6, we carried out a study of the current mechanisms implemented by
dating sites to protect their users. We compared these strategies to the ideal roles
discussed in the threat model in Section 6.4. We discovered that dating sites do next
to nothing to effectively protect their users. In Section 6.5, we compared the current
trust mechanisms with those being applied in other CMCs, and established that the
nature of the interactions that occur on dating sites makes it difficult for conventional
trust mechanisms to be applied to this type of CMI; thereby, we established it as an
independent research area.

We suggested possible mechanisms that could be implemented to dating sites in
Section 7 and encouraged the research community to carry out more research into how
trust can further be developed and maintained in CMIs that are heavily dependent

on humans’ emotional exchange.

8.2 Limitations

In evaluating the problem of trust in CMI, we studied the trust mechanisms imple-
mented by CMI platforms and the users of the platforms. The trust mechanisms
used by the platforms refer to various techniques, methods, and features that are
implemented by the sites in order to build trust in their users and improve safety
both offline and online. The mechanisms implemented by users refer to the strategies
employed by users in determining who to trust online, and eventually meet up with
offline. There are however limitations in the approaches used in our study. In the
next section, we identify these limitations and we also comment on problems we feel

are inevitable when carrying out research such as this.

8.2.1 Limitations In Our Approach
Research Methods

The research methods used to identify trust mechanisms applied by CMIs may have
limited the authenticity, scope, and depth of the findings made. The trust mechanisms
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discussed in the thesis were identified primarily through evaluation of the various
CMIs. This involved the researcher creating an account on the CMI platform and
surveying the sites’ services and features. Thus, the trust strategies identified were
largely dependent on the researcher’s point of view. This may have led to some false
claims and false conclusions, as there was no study conducted to find out if these
were the actual mechanisms that built trust for users. Also, experiments were not
performed to discover if these were the trust mechanisms users used in deciding who
to interact with. As such, there is need to verify the trust strategies identified in the

thesis.

An alternative method which could potentially have improved the results would
involve carrying out user studies. The user studies would aim to identify specific
features and techniques implemented by the CMIs that act as positive cues which
help users trust in the credibility of those they choose to interact with, both online
and offline. This may further assist in better identifying mechanisms that have been
implemented by the platform which breed confidence, trust, and a sense of safety
in users. It could also aid in determining if there are other online cues we failed to
observe. This type of user study can be structured such that the researcher studies
participants in a one-on-one or group setting, to observe how they choose who to
communicate with on the CMI platforms. Discussions on the choices made can be
carried out with users afterward. However, it should be noted that this type of
study may not necessarily produce better results, as participants are aware of being
watched. As such, participants may opt for choices they will not necessarily consider
in real life. Also in comparison with real CMI interactions, the duration used to carry
out such a study may not be sufficient for users to decide who they will normally
trust. In CMI communications, users search for those to interact with and in some
cases, establish a significant relationship with such people, before deciding to trust
them and eventually take the conversation offline. Therefore, determining who to
trust online, may take much more time than the user study can accommodate. Hence

carrying out such research in this setting may not produce better results.

Optionally, researchers could ask past and current users of those platforms to
recall features on the sites that helped them trust that they are being introduced

to credible people. Such information could be gathered offline or online through
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surveys. In the surveys, participants can be asked to identify ways they choose those
to trust based on the site’s features. Carrying out the research online could involve
conducting surveys using web services such as Amazon’s Mechanical Turk. However,
online surveys have been known to produce false results. Having the research done
offline could involve conducting interviews with such users. This may produce better
results than the online research, however there may be the problem of users identifying
specific features on the platform that helped them better trust those they interacted
with. Also, there are typically far fewer participants in offline interviews, and so

results could be limited or skewed.

Alternatively, the researcher could decide to recruit people to use the CMI services
for at least a month. Such participants will be given incentives to use the platform.
This form of study may also help determine the viability of the trust mechanisms
used by the CMI platforms. Ideally, participants will document their experiences,
highlighting features of the site that motivated them to trust individuals they com-
municated with. However, there is the problem of finding the right incentives to
encourage participants to use the services for the specified duration of time, in which
they will be expected to interact and make use of the site’s features. It may also
be difficult to verify if users are being sincere in their choices, or if the choices are
being made in a bid to finish up with the research. This approach may also act as
a form of deceit to legitimate users, as participants will be interacting on the plat-
form not because they are interested in making use of the services being offered, but
for research purposes. For example, in an Airbnb listing, participants may engage
in interactions with a host, not necessarily because they have any intent of booking
the host’s services, but to gain information from the host that will help them de-
termine if to trust the host or not. Ultimately, CMI communications are successful
only after interactions occur offline. Therefore, further research could involve partici-
pants meeting up with people they feel they trust online on these platforms, in order
to determine the credibility of the trust mechanisms used. Such meet ups may be

endangering participants’ safety.

Another approach that could be considered is contacting the CMI platforms to
discuss mechanisms they have implemented in other to build trust in users, and ensure

users are protected both offline and online. Enquiring from these platforms directly,
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possibly through interviews, could have improved the accuracy of the results obtained
in the thesis. These communications may lead to clarifications that could aid better
understanding of the problems CMIs face in effectively building trust in users. It may
also help in effective analysis of current trust mechanisms being implemented by the
platforms, as well as in discussing strategies that may have been previously employed,
but were unsuccessful in building trust and keeping users safe. The platforms may
also be able to help identify reasons for failure and discuss future work being put
in place to safeguard users. It will also help understand why some suggested trust
strategies are yet to be implemented on the platform. Also, better statistics on the
number of failed and successful introductions carried out by the platforms may have
been obtained through direct contact with the CMIs. This will aid the assessment of

the functionality of the trust mechanisms employed.

A major limitation to this approach however is getting in touch with the platforms
to discuss the methods they have implemented. Such interviews may inevitably lead
to the platforms having to admit a certain level of users’ privacy breach as well as

safety and trust issues on the sites, which the platforms may not be willing to admit.

User Study of Dating Sites

On the issue of trust in dating sites, while we analyzed the trust mechanisms dating
sites employed to keep users safe, we also studied the mechanisms users employed
in trusting others on the platform. Ten participants were involved in the user study
done to evaluate users’ trust strategies. Though the user study accounted for a
wide age range (18-50 years), an increase in the number of participants may have
resulted in a more extensive user study. Also, participants were recruited solely
from the university. Having participants from other segments of the society could
have potentially improved the results. Better results may have also been obtained if
participants had been grouped based on their computer literacy skills. Essentially, all
these may have assisted in finding out if dating sites’ users carry out other approaches
at establishing trust and serve as means for better evaluation and analysis of the trust

strategies.
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Reputation Systems in Online Dating Sites

As discussed in Section 6.5, the inability to effectively make use of reputation sys-
tems in dating sites is a major limitation. Though user studies can be attempted to
evaluate the success of current trust mechanisms, for better results, an evaluation of
the interaction, both offline and online, needs to be done. Ideally, after dates occur,
the success of the trust mechanisms implemented by dating sites should be evaluated
through reviews, ratings, and feedback, as seen in other CMI platforms. This is how-
ever difficult to implement because of the nature of the services provided by dating
sites. Dating sites users move off the platform once an introduction is successful and
biased feedback may be obtained from users once an introduction is unsuccessful (see
Section 6.5 for a detailed explanation of the problem of trust evaluation in dating
sites). Hence, it will also be difficult to evaluate the trust mechanisms suggested in

the thesis, on dating sites’ users.

8.3 Future Work

We believe our approach in helping to formalize and study the problem of trust is a
starting point in improving trust and ultimately security in CMI. We discuss below,

future work that can be done to help improve trust in this type of interactions.

8.3.1 Suggestions For Future Work
Contacting CMI Platforms

We suggest that CMI platforms be contacted directly for interviews, in a bid to bet-
ter understand the trust mechanisms currently being implemented on the platforms.
Though this may be difficult to do, it may be required to understand and properly
address the problems CMIs face in developing trust. In carrying out such research,
work has to be done in finding out ways in which CMIs will avoid compromising their
integrity, but at the same time provide adequate information that will help improve
trust and security on the platforms.

In dating sites particularly, we realize that the sites typically engage in trust
strategies that will be economically feasible even though they are being implemented

at the risk of users’ safety. Human matchmakers, who also provide services similar
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to dating sites, provide better secured and private services for their users, however
they are not scalable in terms of cost. We hope to be able to discuss this problem
with dating sites and assist in finding a balance so as to ensure user’s security is not

sacrificed in any way.

Implementing Alternative Trust Mechanisms

We hope to work with CMI platforms to implement the alternative trust mechanisms
suggested in the thesis. We realize that evaluating the potency of these trust mecha-
nisms may be difficult to do in dating sites; however, the mechanisms can be evaluated
by other CMI platforms to determine if they better improve trust and security on

those sites.

Developing an Alternative Reputation System

Research needs to be done to find out how adequate evaluation and feedback can be
acquired in computer mediated interactions that involve human emotional exchange,
as seen in dating sites. Since standard reputation systems do not work on dating
sites, alternative methods on how reviews can effectively be obtained from dating
sites’ users should be looked into. Such a reputation system will be built differently
from conventional reputation systems seen in other CMIs. The ultimate goal of the
reputation system will be to determine if the trust mechanisms used by the site
is sufficient or if better ones need to be developed. The reputation system should
be able to effectively get feedback from users as online interactions take place and
immediately after offline dates or interaction occurs. The reputation system should
be developed such that there is no avenue for any form of biased feedback, review or
rating from the users of the systems. Users should also have some form of incentives
to make use of the reputation system. Incentives could include things like restaurant
coupons that users can use on their next dates with their current successful match,

or their next match from the site.

Tracking of CMI Users

As seen in Uber, other CMI platforms could have a means of tracking meetups in-

volving people that have been introduced on their site. This will involve the CMI
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platforms being aware of when users agree to meet offline, as well as when and where
the meeting will be taking place. The CMI platforms should also have an effective
means of determining if the meetup actually does take place. This will involve the
site having some form of schedules that are regularly being updated. For example,
in dating sites, when dates occur between users that have been introduced by the
platforms, the dating site should know the exact location of the dates and the time
when the dates happen. The dating site platform should be able to track in real time
where both individuals are at any point in time during the meet up. If there is any
variation from the original schedule, the CMI platform should be very aware of this.
However, such tracking should only occur when both individuals meet up and should

be turned off once the meet up is completed.

Implementing ‘Danger Alert’ Icon on CMIs

All CMI platforms could look into implementing a Danger Alert icon that could be
used by people during offline meetings. This icon could work similar to the panic
buttons being used by Uber users in India [204]. The icons could be some form of
software or application that should be able to work offline. They should function
such that, once people sense any form of danger, the icon can be pressed and the
local authorities are contacted immediately. This could potentially improve the trust

and security of users on CMI platforms.

Analyzing Conversations

Future work could also involve identifying means by which CMIs can be able to
determine when users are in danger online and act accordingly, by effectively analyzing
the conversations the users have on the platform. These conversations should be
analyzed in real time. If the CMI platform notices a conversation is not going as
should be, they could ask the users if they are comfortable with the conversation or
if they would prefer to end communications with the user. If users opt for ending
communications, the platform should carry this out with immediate effect, such that

no form of contact is possible between both users, except if requested.
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Using Cryptography For Verification

CMI platforms could consider using cryptographic methods to verify the identity
of people using the sites. This could involve the use of some form of token key
between users to verify the identity of people engaged in interactions carried out on
the platform. This could lead to having unique individuals on these platforms, and
may solve the problem of having multiple profiles for the same individuals. When
people know that the users they are interacting with are real people with a real

identity, this may ultimately increase trust in the sites.

Balance Security and Privacy in CMIs

We recognize that while the suggested mechanisms above may be able to improve
trust and security in CMIs, they may however result in the privacy of users being
compromised. Future work therefore will include developing methods of improving
trust on these platforms, but at the same time effectively balancing users’ security

and privacy.

8.4 Conclusion

Rheingold rightly stated that, “computer mediated communications provide new ways
to fool people” [219]. Computer mediated introductions (CMI) introduce strangers
online and bring them together offline. In this thesis, we identified CMI as an under-
studied area of computer security. We evaluated the trust mechanisms implemented
by CMIs, and further identified that Personal CMIs, specifically dating sites, are not
adequately served by standard security practices such as cryptographic authentica-
tion and ratings-based reputation systems. We explain why current trust mechanisms
are not sufficient in improving the safety and security of users. We also suggest alter-
native mechanisms that could be employed to improve trust in CMIs. We hope this
work will encourage others to further study this problem through user studies and

the development of technical mechanisms specialized to the CMI problem.
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