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Abstract

WebAssembly is a programming language and virtual machine architecture that al-
lows code to be executed in any environment that implements a WebAssembly run-
time. WebAssembly has been formally specified using an abstract syntax, and a
soundness proof of this specification has been written and mechanized. We build on
this to create a system that determines a bound on the runtime cost of a WebAssem-
bly function. We show that for a broad class of real-world programs this cost can
be computed efficiently and we develop a software tool called WANALYZE that does
so. The software tool is comprised of a set of algorithms that perform a series of
transformations on the raw WebAssembly bytecode into forms that are more suitable
for analysis. We test WANALYZE against a suite of programs of varying size and
complexity and find that WANALYZE is able to successfully analyze over 99.9% of

the functions in these programs.
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Chapter 1

Introduction

Significant computing and software engineering resources are expended to determine
the expected or actual computational cost of executing a function, program, appli-
cation or system. To mention a few examples: real-time systems undergo extensive
analysis before deployment to ensure that latency requirements are met; environments
that host arbitrary code limit CPU utilization by analyzing code when loaded or by
running instrumented code and trapping when a predetermined limit is exceeded;
and, cloud computing environments make load balancing decisions based on expected
computational resource requirements. In other words, being able to determine the
execution cost of an arbitrary piece of code has the benefit of allowing systems built
with that code to be more reliable, efficient, secure and scalable. As we know, this
problem cannot be solved in the general case (otherwise we would have a solution
to the halting problem [51]) but we also know that formally defined systems can be
reasoned about with sophisticated tools that allow us to make interesting conclusions
about the behaviour of those systems. In this thesis we explore the analysis of code
written in a formally defined language, namely WebAssembly, with the goal of stat-

ically determining the cost of executing a function in WebAssembly given the range
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of inputs to that function. We imagine a system that takes the code of a function as
an input and produces one of two possible outputs: i) a mathematical expression, in
variables that represent the inputs to that function, for the cost of function; or ii) a
signal that the analysis cannot be done. We design, develop and test a system, WAN-
ALYZE, to perform this analysis with the objective of maximizing the proportion of
functions for which we successfully produce such an expression. We pay particular
attention to results obtained from analyzing real applications written in high level
languages such as C, C++, Rust and Go and compiled to WebAssembly binaries.
As a motivating example consider the Linux kernel’s Extended Berkely Packet
(eBPF) support. eBPF allows a user written, dynamically loaded, operating system
performance measurement library to run in the OS kernel. Care must be taken
to ensure that it will not destabilize the kernel and methods have been developed,
including limiting the size and execution time of eBPF functions, to ensure this. We’ll
see that the fact that WebAssembly has a very simple and restricted set of flow control
primitives (when compared to a high level language) that allow us to enforce these
kinds of restrictions more precisely. There’s a clear benefit in being able to assess the
execution cost of a function: the environment that this function is to run in can be
provided this information and use it to decide whether the cost is acceptable or not.
This can improve stability, performance and reliability in environments that are CPU

resource constrained or sensitive to CPU resource utilization.

1.1 What Do We Mean by “Cost”

We make a precise definition of cost in Chapter 3 where we define cost as the number
of WebAssembly instructions executed by a function. In general this cost will be
dependant on the inputs to the function and so we expect that it will be formulated

as an expression that’s dependant on those inputs. In determining a bound on cost



we seek to determine the worst case cost of executing a function.

More fine-grained cost functions that differentiate between the cost of different
WebAssembly instructions (e.g. a division operation is more costly than an add op-
eration) or that use other cost metrics (e.g. memory operations) could be considered
and our work provides the basis for this, but we choose to treat all instructions as

having the same cost.

1.2 Motivation

A solution, even a partial solution, to the problem of determining the execution cost
of a software component using static analysis methods will allow us to make progress
on both practical and theoretical issues that are broadly relevant in computer science
today.

In practical terms, knowing the execution cost of a function can allow a software
system that uses or contains that function to determine, a priori, if this cost will
have a negative effect on the working of that software system. For example, systems
that perform control functions in real time often need to meet latency guarantees
for certain functions. A response to an input must be made within a restricted time
window. Knowing the worst-case execution time of a function that responds to such
an input allows us to determine whether the latency requirement can be met or not.
Currently, significant software engineering testing and analysis resources are devoted
to making sure that these requirements can be met. As another example, consider a
client device such as a web browser or mobile device that loads code to be executed
from a remote web site. The experience of the user of the web site will potentially be
improved if the client device can offer a guarantee that the remotely obtained code will
not use an inordinate amount of client device computing resources. More generally,

any system that provides the ability to execute arbitrary code written by a third
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party can benefit from this kind of guarantee. The system has the freedom to choose
how to execute the third party code in this and may make a wide range of decisions
such as letting it execute, denying it from executing, delaying its execution to a more

suitable time, or allocating additional resources to ensure it executes satisfactorily.

The theoretical aspects of this problem are in once sense quite cut and dry and in
another sense a challenging area of research investigation. It’s clear that this problem
admits no general solution: otherwise we would have a solution to the halting problem.
Lucas [51] provides a history of the halting problem. For our purposes the main result
is that it’s been proven that, in languages that are Turing complete, it’s not possible
to write a program that takes an arbitrary program as input and determines whether
that input program halts or not. All general purpose computing languages, like
WebAssembly, are known to be Turing complete. If we were able to compute a strict
execution bound for any WebAssembly function then we could use this information

to state whether it halts or not thus contradicting the result of the halting problem.

We see, however, that many real world software components are amenable to the
kinds of static analysis that will allow us to provide a solution. Furthermore, the
language that we’ve chosen to use as the basis for this work, WebAssembly, has three
characteristics that particularly make it suitable: it is formally specified and has no
undefined semantics, being generally low level means it’s conceptually simpler than a
high level language and therefore, one expects, is simpler to reason about, and finally,
its program flow control mechanisms use the ideas of structured programming in a
way that also simplifies reasoning about them.

This research will result in methods that have a broader applicability than the
problem at hand. We expect that we’ll arrive at a deeper understanding of the
practical limits of the approach we take, especially as applied to WebAssembly. We
also think that the methods we develop will have uses for or extensions into solutions

for a broader set of static analysis problems related to, for example, other security



and testing requirements.

1.3 Research Questions

In this thesis we focus on the following research questions:

¢ RQ1 What minimum set of properties or preconditions must be satisfied by a
WebAssembly function in order to allow us to successfully bound its execution

cost? Or, conversely, when will such an analysis fail?

e RQ2 For a given real-world application what proportion of functions that make

up that application should we expect to be able to successfully analyse?

e RQ3 Can we implement a system that performs this analysis in a timely enough
manner that would allow it to be readily integrated into a WebAssembly runtime

environment with minimal performance overhead?

1.4 Contributions

In this thesis we make the following contributions to computer science, static analysis

and WebAssembly function analysis.

e We define a set of algorithms and data structures that can be applied to a

WebAssembly function to facilitate the analysis of that function.

e We design a system that uses these algorithms and data structures to compute

the cost of an arbitrary WebAssembly function.
e We build and test an implementation of that system, namely WANALYZE.

e We demonstrate that this system can successfully measure the cost of a functions

in real-world applications in time that is linear in the size of the function.



1.5 Outline

The remainder of this thesis is organized as follows. Chapter 2 contains detailed
background on WebAssembly, program analysis techniques, mobile agent security
and proof-carrying code, OCaml, and the bubble sort algorithm (which we use as
motivating example throughout the thesis).

Chapter 3 contains an overview of our approach to solving the problem. Chapter
4 contains detailed explanations of the analysis techniques that we use. In Chapter
5 we describe the implementation of WANALYZE with particular focus on the data
structures and algorithms.

In Chapter 6 we describe the experimental tests that have been performed and

their results. In Chapter 7 we discuss our conclusions and future work.

1.6 Dissemination

A preliminary version of this research along with preliminary results was presented in
June, 2022 at the Program Analysis for WebAssembly (PAW) workshop during the
ECOOP 2002 Conference in Berlin. Information about this workshop can be found

here: https://2022.ecoop.org/home/paw-2022.



Chapter 2

Background and Related Work

In this Chapter we review background technical information from industry and re-
search that’s used in this thesis. We begin in Section 2.1 with an overview of We-
bAssembly including technical details, background and future developments. In Sec-
tion 2.2 we describe program analysis methods, from the literature, that have direct
applicability to our work. Section 2.3 describes the related fields of Mobile Agent
Security and Proof Carrying Code and the relevance of our work to them. Section 2.4
describes the application domains eBPF and Ethereum. In Section 2.5 we describe
aspects of the OCaml language that are used in our code examples. Finally, Section
2.6 contains the source code in both C and WebAssembly for the bubble sort example

that’s used throughout this thesis.

2.1 WebAssembly

WebAssembly [73] is an emergent systems technology that allows software components
to be written in a range of programming languages to be compiled to a specified vir-

tual machine target and to be executed in any environment that supports that virtual

7
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machine target. It is supported in modern web browsers as a means of allowing appli-
cations and libraries written in a wider variety of languages than had been previously
been possible. For example a video codec written in C [69] can now be compiled to
WebAssembly and exposed as a library to be used by a JavaScript-based web appli-
cation. Or a large, complex application written for a desktop environment (such as a
CAD program [5] or a game rendering engine [68]) can be compiled to WebAssembly
to, again, run in a web browser. It’s not limited, however, to only run in a web
browser: there are efforts under way in industry and standards groups to apply the
concepts of WebAssembly in operating systems [10], Internet of Things devices [47],

and network edge computing [80], for example.

2.1.1 Timeline

WebAssembly began in 2015 as a project undertaken by a community group whose
members came from organizations (Apple, Firefox, Google, Microsoft) responsible for
development of the most widely-used web browsers of the time. This group defined

WebAssembly as follows:

WebAssembly (abbreviated Wasm) is a binary instruction format for a
stack-based virtual machine. WebAssembly is designed as a portable com-
pilation target for programming languages, enabling deployment on the

web for client and server applications. [72]

One motivator for this group was the observation that JavaScript was increasingly
becoming a compilation target for high level languages. Aspects of the language such
as dynamic typing mean that JavaScript is not well-suited for this task.

The main goal of WebAssembly evolved as the project unfolded. By the time the
first implementations of WebAssembly became available in 2017 [74] this goal had

been re-stated as::



WebAssembly is a safe, portable, low-level code format designed for ef-
ficient execution and compact representation. Its main goal is to enable
high performance applications on the Web, but it does not make any
Web-specific assumptions or provide Web-specific features, so it can be

employed in other environments as well. [73]

There are some important ideas introduced by this restated goal: “low-level”, “safe”,
“compact” and “[not] Web-specific”. We have an explicit statement that WebAssem-
bly provides a minimal set of operations (“low-level”). The emphasis in safety mani-
fested as a decision to formulate the syntax and semantics of WebAssembly in a way
that allows formal safety properties to be proven and those proofs to be mechanized.
The original emphasis on WebAssembly as a compilation target has not diminished
and, in fact, is currently supported by many high level languages (including C and
C++ [23], Go [27] and Rust [60]) and is the primary means by which applications use
WebAssembly.

By 2021 the work of this group resulted in browser-based implementations of
WebAssembly becoming broadly available, and being widely used in a variety of
applications including some novel examples like the Unity Games Engine [68], Google
Earth [28] and AutoCAD [5]. Additionally, the use of WebAssembly in non-Web

contexts was evolving quickly [10, 47, 80].

2.1.2 Technical Overview

In practical terms, the core components of WebAssembly can be considered to be

e A low-level language with a formal specification

e A virtual machine specification consisting of memory and instruction set archi-

tecture definitions that comprise that virtual machine,
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e A translator that converts a module written in the portable WebAssembly in-

struction set to a hardware-specific instruction set,

e A runtime environment (typically a JavaScript-based code fragment hosted by
a web browser but not restricted to that) in which functions in the translated

module can be invoked.

A WebAssembly module is stored and transmitted in a binary format. It consists
of multiple variable-length sections. The virtual machine has a stack architecture. In-
structions perform low-level operations (hence the “assembly” in WebAssembly) and
use the stack to store local variables, function parameters and intermediate results.
Memory is modeled as a linear array of integer values. Data types are limited to 32,
64 bit integers and IEEE 754 floating point numbers

A typical usage scenario is that a developer compiles an application or library
written in a high level language such as C, Rust or Go to WebAssembly. This produces
a binary file called a module that contains the code that was compiled and other
information that will allow the code to run in the runtime environment. The runtime
environment, hosted in a browser or other hosting system, loads the binary and
translates the code to the native machine language. The rules for this translation
are given by the virtual machine and language specification. The module also defines
which of its functions may be called by the host and their function signature. This
allows, for example, a JavaScript program that loads a WebAssembly module to call
a function in that module.

The main aspects of the low-level language and virtual machine that are important

to our work are the following:

e [t’s stack based. A value stack is used to hold the arguments to and the results

from computational operations.
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e There are only 4 native data types: integers and floating point numbers, 32 and
64 bit versions of each. These types are used for function parameters, function

results, local variables, and global variables.

e The arithmetic and other data manipulation operations in the instruction set
are low level. They typically operate on a small number of arguments on the

stack.

e Flow control within a WebAssembly program is structured with no ability to

branch to an arbitrary instruction.

e Memory is modeled as a linear array of bytes.

2.1.3 Formal Specification and Type Safety

The ideas behind WebAssembly were first introduced in the paper “Bringing the Web
up to Speed” [32] published in 2017. The design goals were defined as fast, safe, and
portable with semantics that are fast, safe, well-defined, independent across hardware,

language, and, platform and open. The core semantic phases were defined as:

e Decoding: converting the binary representation of a module to a usable form

e.g., compiling to machine code, de-compiling to a textual representation

e Validation: checking that a decode module is well-formed, including function

type checks and operand stack state consistency

e Execution: Instantiation of a module (i.e. initialization) followed by invocation

via an exported function

In addition to describing the motivation and goals of WebAssembly, this paper

introduced the rules for the language’s abstract syntax, small-step reduction and
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validation. The abstract syntax is defined by a set of production rules for the grammar

of the language. For example the rule

binopsy ::= add|sub|mul|div|min|/max|copysign

states that a floating point binary operator can be one of 7 possibilities and this

operator is valid for both 32 and 64 bit floating point numbers.

The small-step reduction rules specify the type reduction that occurs as a result

of executing an instruction. For example, the rule

(t.const ¢) t.unop < t.const unop;(c)

states that a unary operator reduces a constant of type t to another constant of the

same type that’s determined by applying the unary operator to the first constant.

Version 1.0 of this specification [75] was published in 2019. The rules evolved
as the language specification was reviewed and revised. This is particularly true of
the validation rules where a prose description was added to each rule. These rules
are in a commonly used form that’s described in Pierce’s " Types and Programming
Languages” [57]. Figure 2.1 is the validation rule for the load instruction that has
been copied verbatim from the specification. The first two bullet points state the pre-
conditions that must be met in order for the instruction to be valid. They correspond
to the two predicates above the horizontal line in the rule. The third bullet point
states the type of a valid load instruction. This corresponds to portion of the rule

below the horizontal line.

A proof of the soundness of WebAssembly was given in the “Bringing the Web
up to Speed” paper ( [32] section 4.2). Some of the implications of this soundness

are that valid programs have no undefined behaviour, no illegal memory accesses, no
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t.load memarg

* The memory C.mems[0] must be defined in the context.
* The alignment 27¢"%79-2€" mugt not be larger than the bir width of t divided by 8.
* Then the instruction is valid with type [i32] — [t].

C.mems[[}] _ ?T).-(:’?I?,fyl??ff Zmr;‘r'rm.r'g.a\ign < |t|/8
C - t.load memaryg : [i32] — [t]

Figure 2.1: Validation rule for load instruction [75]

function calls or instructions executed with illegally typed arguments. As a result of
the formalization in the language specification a sequence of papers was published
[35, 70, 71] that mechanised this proof of soundness using the theorem proving tools

Coq [7] and Isabelle [55].

In the specification document an additional type of rule was added: the execution
rule. These rules specify the effect that an instruction has on the state of the virtual
machine. They essentially define the semantics of each instruction. Figure 2.2 shows
an example of an execution rule. The rule is for both the load and loadN _sx in-
structions. Note that the validation of the WebAssembly module allows some useful
assertions to be made. In the figure these are items 2, 4, and 6 which respectively
assert that (2) the module definition includes a memory object, (4) the module has
been instantiated with a memory object, and (6) there is a valid memory index on the
top of the stack. Item 10 verifies that the address being stored to is valid and traps
if not. A trap causes execution of the WebAssembly code to be halted, the module’s

instantiation rendered invalid, and control returned to the host environment.

The benefit to our research of this formalization and proof of soundness is that
we're able to apply the tools of static analysis to a WebAssembly binary without hav-

ing to be concerned with the module’s validity. We can assume that a WebAssembly
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t.load memarg and t.loadN_sz memarg

[S—

e T

10.

11.

12.

13.

14.

Let F' be the current frame.

Assert: due to validation, F.module.memaddrs|0] exists.
Let a be the memory address F.module.memaddrs|0].
Assert: due to validation, S.mems|a| exists.

Let mem be the memory instance S.mems|a).

Assert: due to validation, a value of value type 132 is on the top of the stack.

Pop the value i32.const ¢ from the stack.
Let ea be the integer i + memarg.offset.
If N is not part of the instruction, then:
a. Let N be the bir width |t| of value type t.
If ea + N/8 is larger than the length of mem.data, then:
a. Trap.
Let b* be the byte sequence mem.data[ea : N/8§].
If N and sz are part of the instruction, then:
a. Let n be the integer for which bytes;  (n) = b*.
b. Let ¢ be the result of computing extendy , (n).
Else:
a. Let ¢ be the constant for which bytes,(c) = b*.

Push the value f.const ¢ to the stack.

S: F; (i32.const i) (t.load memarg) < S;F;(t.const ¢)
(if ea = i + memarg.offset
A ea + |t|/8 < |S.mems[F.module.memaddrs[0]].datal

A bytest(c) = S.mems[F.module.memaddrs[0]].data[ea : |t|/8])
S; F; (i32.const i) (t.loadN_sz memarg) <> S;F;(t.const extend$y

(if ea = i + memarg.offset
A ea + N/8 < |S.mems[F.module.memaddrs[0]].data|

Nt

A bytes;n(n) = S.mems[F.module.memaddrs[0]].data[ea : N/8])

S; F; (i32.const k) (t.load(N_sz)” memarg) < S:;F:trap
(otherwise)

(n))

Figure 2.2: Execution rule for load instruction [75]
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module that can be executed is valid and, therefore, we don’t need to be concerned
with edge cases like an invalid operand for an instruction or difficult cases like code

that performs a branch into the middle of loop.

2.1.4 An Example WebAssembly Module

To bring the material in this section into perspective we provide a small example
of a WebAssembly module that exports a function definition, imports another func-
tion and uses a third function internally. Figure 2.3 contains the text format of
the WebAssembly module. This text format is formally defined in chapter 6 of the
WebAssembly specification and is supported by the tools that have been built for
WebAssembly development. The text format has an S-expression structure with the
syntactic entity being the operator and the definition the operands.

Lines 1 and 26 open and close the module. They are required for every module.
Lines 2 and 3 define the type signatures of the functions of the module. These
type signatures are used by functions defined in the module and functions imported
into the module from the environment. They specify the types of the inputs to the
function and the output of the function. Line 4 defines a function called “sqrt” that’s
imported by the module. It’s the responsibility of the host environment to provide
the implementation of this function. Lines 7 through 18 are the implementation
of a function that, as we see on line 25, is exported by the module and is called
“distance”. This function takes the x and y coordinates of 2 points in the plane and
returns the distance between them. The calculations are done with 32 bit floating
point numbers. The function on lines 20 through 24 is used as a helper function to
square a number. The local.get instructions put the value of a local variable on the
stack. The parameter of the instruction specifies which local variable. Parameters to
the function are treated as local variables.

Each function has an index that uniquely identifies it. For clarity it’s standard
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practice to show that index as a comment in the function’s definition. We can see
this in lines 4 (;0;), 7 (;1;), and 20 (;2;). These indices are used when a function is
invoked in a call instruction. It’s also possible to use symbolic names for functions

instead of indices. A function that’s exported must be given a name as we see on line

25.

(module
(type (;0;) (func (param £32 £32 £32 £32) (result £32)))
(type (;1;) (func (param £32) (result £32)))
(import "env" "sqrt" (func (;0;) (type 1)))
;5 A function that takes 2 points in a plane and returns
;; the distance between them.
(func (;1;) (type 0) (param £32 £32 £f32 £32) (result £32)
local.get O
local.get 2
£32.sub
call 2
local.get 1
local.get 3
£32.sub
call 2
£32.add
call 0 ;5 sqrt function
)
;5 A function that takes a float and returns its square
(func (;2;) (type 1) (param £32) (result £32)
local.get O
local.get O
£32.mul
)

(export "distance" (func 1))

Figure 2.3: Code for a sample WebAssembly module
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2.1.5 Current and Future Features

Development on WebAssembly is on-going with new features being planned for ad-
dition to the language. The current status of feature development is available at
https://webassembly.org/roadmap/.

Features of note that are listed on this page as currently being available in all
browsers are “Multi-value” which allows a function to return more than one value,
“Reference Types” which allows a handle to a host object to be made opaque to a We-
bAssembly function thus limiting the risk of inadvertent information disclosure, and
“Fixed-Width SIMD” which adds vector and matrix instructions to the WebAssembly
instruction set.

We present the list of in-development or future features so that the reader may

gain an appreciation of what’s not in WebAssembly now and what is planned for:

e Exception handling - The proposal is to add throw, try, catchand catch_all
instructions to the WebAssembly instruction set, giving it the ability to natively
handle and generate exceptions. The challenge with adding this feature is the
plethora of exception implementations in hosting environments that must be

supported.

e Extended constant expressions - This feature allows simple arithmetic opera-

tions to be performed when creating a constant value.

e Memory 64 - Currently WebAssembly memory is indexed by a 32 bit integer
and so is limited in size to 232 bytes or 4 gigabytes. This proposal allows for
memory that’s indexed by a 64 bit integer which increases the maximum possible

memory size substantially.

e Multiple memories - Only one linear array memory is allowed today. This

proposal is to allow for multiple distinct linear memory arrays.
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e Relaxed SIMD - This adds to the existing SIMD support by adding instruc-
tions that are similar to those found in some hardware SIMD implementations.
It’s not expected that these instructions would be available on hardware that
doesn’t support them. Additionally the results produced by these instructions
vary depending on the hardware implementation and so there the possibility of

nondeterminism that must be handled in the WebAssembly specification.

e Tail calls - Tail calls are important for compilers to be able to generate efficient

WebAssembly code for some types of recursive functions.

e Threads and atomics - No specific thread support is planned to be added to
WebAssembly. Instead it’s expected that the hosting environment will provide
this. There are, however, a set of atomic memory operations that have been
proposed to support thread safe memory access and synchronization primitives

in general.

e Type reflection - This feature is not about the WebAssembly language itself
but about adding to the JavaScript API for WebAssembly. This API provides
the mechanisms that allow JavaScript to host WebAssembly and this feature
proposes to add API methods that allow it to query some aspects of the state

of the WebAssembly virtual machine at runtime.

The Module Linking feature which appears on this web page is currently inactive.

2.2 Program Analysis Techniques

We use a number of techniques drawn from program analysis with an emphasis on
those used in compiler and code optimization. Our problem is different from code
optimization but many of the tools that compiler designers and developers use to

analyze code, and make decisions about how to optimize it, require an understanding
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of the cost of executing that code. And so, from this perspective, the tools that
they use are also suitable for addressing our problem. These tools, however, aren’t
algorithms that produce a solution to a problem given a set of inputs. They are truly
tools that need to be correctly used to solve the problem at hand. And so, like the
compiler designer, we make choices about how we use these tools. Sections 4.2, 4.3
and 4.5.2 contain the details of how we do this. The remainder of this section is a

brief introduction to the main ideas behind each of these tools.

2.2.1 Basic Blocks

The concept of basic blocks appeared in the code optimization literature as early
as 1970. Cocke [13] defined basic blocks as “sections of a program which have the
property that if any instruction in the block is executed all must be”. Allen [2] refined
this definition to “is a linear sequence of program instructions having one entry point
(the first instruction executed) and one exit point (the last instruction executed)”.
We'll see in Section 4.2 that this second definition is similar to ours with the additional
requirement that the instructions are executed sequentially. Any branching done in
a basic block must be done by the last instruction of that basic block.

Contrast the idea of basic blocks with that of structure blocks (in a block struc-
tured program). Basic blocks aren’t part of the definition of a programming language.
They are constructs created by a compiler or some other tool to support the process
of optimizing or analyzing generated code. Structure blocks are part of a language’s
definition and do carry semantics in that language, such as scope, which basic blocks
don’t.

The primary usage of basic blocks is the construction of control flow graphs where
the nodes are basic blocks and the edges represent all valid execution paths. These
graphs are analyzed to find ways to simplify expression calculation and eliminate

common sub-expressions.
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Basic blocks continue to be a tool that is used in the solution of code optimization
problems. See, for example, Abel [1], a recent paper which describes models to predict

basic block execution throughput on different microarchitectures.

2.2.2 Extended Basic Blocks

Extended basic blocks ([15] section 4.3.2) are a relaxed form of basic blocks where
the restriction that branching is not allowed being removed. And so, for example, a
loop can be wholly contained within an extended basic block. In fact this is the basis
for how we can perform our analysis on loops as we’ll see in Section 4.3. We do keep
the requirement that execution of the extended basic block must begin with its first

instruction.

2.2.3 Static Single Assignment Form

Static single assignment (SSA) form [19, 59] is a core analysis tool used in optimizing
compilers. Its purpose is to allow common sub-expressions to be found in a sequence
of assignment statements, the re-use without re-calculation of those common sub-
expressions, and the re-ordering of calculations without changing the results. All of
this is done with the objective of making the calculations more efficient.

SSA form achieves this by labeling each occurrence of a variable that’s assigned to,
as a new version of that variable. It then labels each of the variables in the computed
expression to reference the version of the variable preceding the assignment. Since
labeled variables are only unassigned to once in this scheme, optimization becomes
simpler.

An additional aspect of SSA form deals with the problem of how to determine
which version of a variable to use in an expression when there are multiple execution

paths to the evaluation of the expression. This is achieved by introducing the function
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® which takes as input the possible versions of the variable and returns the correct
one based on the actual execution path. Program optimization routines are aware of
the meaning of this ® function and incorporate it in their algorithms.

Our use of SSA form is aimed at allowing us to simplify the expressions that
result from calculations that are performed using WebAssembly’s value stack. We
create new temporary variables to which we assign the result of a single stack-based
calculation. We use earlier created temporary variables in the new SSA form that we
create. We'll see in sections 4.5.2 and 5.8 how this simplifies the calculations that we
do. Because of the way we use SSA form we don’t create cases where the ® function

is required. We always know which version of a variable is required.

2.2.4 Loop Analysis

Loop analysis or loop invariant analysis is an aspect of program analysis that focuses
on finding program invariants that allow us to reason about the run time behaviour
of a loop. In practice this is used in a variety of ways: loop optimization, dead code
elimination, execution time prediction, and, software verification for example. As
we’ll see in Chapter, 4 a solution to the problem of determining a loop’s run time

behaviour is central to the objective of bounding the cost of a function.

Researchers have taken a variety of approaches including methods based on linear
algebra [17, 30, 39], static analysis [33], reasoning methods based on theorem proving,
SAT solvers, or algebraic method [20, 34, 44, 43, 46], learning algorithms [61], and a

combination of these methods, for example [48].

Linear algebraic methods work by discovering linear relationships between the
variables of a function at a specific point in the function and encoding these linear re-
lationships in a matrix. This matrix effectively defines a linear subspace of all possible

values that the variables can take at that point. Using standard matrix operations
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such as row reduction the set of relationships can be simplified and any linear de-
pendence between them removed. This can produce a matrix that defines a linear
subspace of the variables that’s of lower dimension, i.e. stronger set of invariants.
The challenge is to effectively discover the pertinent linear relationships in programs
with loops or recursive function calls. Wegbreit’s algorithm [77] is commonly used, it
uses symbolic execution of loops and recursive functions, in a way that’s guaranteed

to terminate, to generate invariants in these cases.

In [33] the authors describe static analysis methods that can be applied to an-
alyzing the code of a loop in order to determine how many iterations of the loop
will be executed. The method they describe allows for the use of a variable (rather
than a constant) for loop increment and loop bound values. In this case a symbolic
expression is produced for the number of loop iterations. We’ll see in Chapters 4 and

5 that we provide a similar result. This paper has no discussion of nested loops.

Linear algebra and static analysis methods may, in general, suffer from imprecision
and over-estimation of the number of iterations a loop will execute. This is because
both methods are limited by the invariants that they discover and their ability to
determine those invariants over all possible execution paths in a loop. More recent
research has focused on methods to alleviate these problems by producing more precise
invariants [20] and invariants that allow the number of execution paths to be reduced
[46]. Removing the linearity restriction on invariants can also improve precision and
so researchers [43] have focused on this. Automated theorem proving tools have been
incorporated in some research work [34, 44]. This has the benefit of verifying the
correctness of the analysis that’s done.

In our work we found that we were able to produce an expression for most loops in
the real-world WebAssembly applications through static analysis methods. We also
were able to apply these techniques to nested loops and produce symbolic expressions

in these cases. Chapters 4 and 5 describe this in detail.
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2.2.5 Worst Case Runtime Analysis

Real-time systems can be defined as those that must respond to an input or stimulus
within a defined time interval, usually on the order of milliseconds or less. Systems
designers and testers primarily use a method called schedulability analysis [78] where,
given the worst case execution time (WCET) of tasks that the system performs, an
analysis is done to determine if a set of tasks can be feasibly completed within the
required time. Researchers have investigated methods for schedulability analysis such
as Earliest Deadline First (EDF) scheduling [81], and solutions for specific environ-
ments such as systems with a fixed set of priorities [8], multiprocessor systems [6],
and distributed systems [56]. Of note is the fact that all of these results assume the
existence of a WCET model of the system.

Knowledge of a bound for the execution cost of code within the system can greatly
assigned the system designer and tester in ensuring that the response time requirement
is satisfied. This information could be used in a schedulability analysis system to

determine whether the response time requirements of the system can be met or not.

2.2.6 Static Analysis for WebAssembly

Researchers have published methods to perform general static analysis on WebAssem-
bly code. This section describes in overview form some of these research results.

The basis for the static analysis of WebAssembly code was established in the 2019
publication of the WebAssembly 1.0 specification document [75] which include both
a prose and formal specification of the language.

Several authors have described methods that use static analysis [49, 64, 65] to the
problem of detecting security vulnerabilities in WebAssembly functions. These are
summarized in a 2022 paper by by Kim, Jang, and Shin [42]. The paper by Stiévenart

and De Roover [64] applied static analysis methods to perform data flow analysis of
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WebAssembly functions. Their objective was to produce data flow summaries for
those functions that could then be used to detect security vulnerabilities. Notably,
they observed that the fact that WebAssembly only has structured flow control and
doesn’t have arbitrary jump instructions alleviates problems generally found in the

static analysis of binaries.

These authors followed up in 2021 with a paper [62] introducing WASSAIL, a
static analysis tool for WebAssembly. Their stated objective is to support a broad
range of static analysis methods. The main features of WASSAIL are the ability to
produce call graphs (showing which functions a given function calls), control flow

graphs, and, to perform some data flow analysis functions.

In 2022, Stiévenart, Binkley and De Roover [63] described work to further WAS-
SAIL’s capabilities to support program slicing of WebAssembly. Program slicing is a
general technique that, given a set of criteria, reduces a program to a minimal pro-
gram that still meets those criteria. In their tests they showed that program slicing
reduced binary sizes to 52% of their original size. Program slicing techniques might

usefully be applied to loop analysis.

Goltzsche, Nieke, Knauth, and Kapritza describe [49] an efficient means of instru-
menting a WebAssembly function for the purpose of counting, at runtime, the number
of instructions executed. They use a method that’s similar to the one that we've de-
scribed in Section 4.4 to aggregate basic blocks into extended basic blocks (in our
terminology). It’s different from our approach in that it achieves this by modifying

the code and collects data at runtime, rather than statically analysing the code.

Generally, the static analysis methods from these researchers are focused on ana-
lyzing data flow and don’t use the basic block structures that we’ve defined. For this

reason they’re not completely applicable in our solution.
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2.3 Mobile Agent Security, Proof Carrying Code

As web and mobile applications began to proliferate in the mid to late 1990s, the
realization emerged that issues related to the security of these applications required
attention. Particularly, researchers turned their attention to mobile agent security
proposing platforms and models to address the issues [29, 66]. Mobile agents are
applications that operate, in a distributed system, on behalf of third party. The third
party does not know, or is necessarily concerned with, how or on what device(s) the
mobile agent runs. The distributed system is free to assign computing resources to
the mobile agent in a way that balances overall throughput with the need to perform
the mobile agent’s task. In some cases the mobile agent may need the credentials of
the the third party in order to perform its task. Because a mobile agent is usually
required to run in a heterogeneous environment they are often written in interpreted,
machine independent programming languages [29].

A variety of security techniques have been used by mobile agents and their host
environments to protect against security vulnerabilities. For host protection these
include authenticating credentials, access-level monitoring and control, code verifica-
tion, limitation techniques, and, audit logging. For agent protection fault tolerance,
and, encryption methods can be used [9, 29]. Of particular interest to us are code
verification, which includes scanning the agent code for validity and vulnerabilities,
and, limitation techniques, which limit the computing resources made available to
the mobile agent. Host-based limitation techniques also need to be sensitive to the
resource requirements of a given agent in order to ensure it’s allowed to run in an
environment where it can complete successfully [66].

The ideas of proof carrying code emerged in the context of mobile agent security
[9, 36, 45]. The main idea of proof carrying code in this context is that a mobile

agent’s code carries with it a ”safety proof” [53] that verifies that the agent adheres
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to a given security policy. Importantly, this safety proof is constructed in a way that
both it and the agent code cannot be tampered with, and, it can be quickly validated
by the host. Proof carrying code also has broader applicability than mobile agents.
For example, operating system kernel extensions in the form of proof carrying code
can provide formal verification of the adherence of those extensions to the operating
system’s security policy [54]. Work has also been done on the problems of ”verifying
the verifier” and of efficiently producing proofs that can be verified [3].

In the context of our research, these developments are important. Supporting a
security policy that allows the specification of limits on the execution time of an agent
uses is a useful capability. Providing a way to provide this assurance automatically by
statically analyzing the code of the mobile agent to produce a bound on its execution
time could allow such a bound to be included in the proof of adherence to the policy
that a proof carrying code system produces. This would have a positive effect on the

security of the system that the mobile agent runs in.

2.4 Example Application Domains

In this section we provide background on two application domains that we’ll show in

Chapter 3 can benefit from the capability of bounding a function’s execution cost.

2.4.1 eBPF

The extended Berkely Packet Filter (eBPF) is a facility within the Linux operating
system that allows user-written functions to be added to the kernel without compro-
mising its integrity [21]. Applications of eBPF include monitoring, data collection,
security, and networking functionality.

The safety of eBPF is primarily achieved by using a special purpose virtual ma-

chine to sandbox the user-written functions. At the time the user function is loaded,
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the kernel validates that it is well-formed and safe. One issue that this validation
must address is that is that since the user function runs in the kernel its execution
must be restricted. We’ll come back to this issue in Section 3.1. eBPF functions are
typically, but not necessarily, written in C.

Researcher and developers have proposed and produced a wide range of innovative
solutions based on eBPF. Examples include a sandboxing facility for containers [26],

network security [12], and load balancing [40].

2.4.2 Ethereum

Ethereum is a technology platform that supports a broad range of financial applica-
tions and functions based on its digital currency Ether (ETH) [24]. A key aspect of
Ethereum is that it’s a platform with a set of services and programming interfaces
that allow it to be used by third parties to host their services within the Ethereum
network.

Ethereum supports a capability termed Smart Contracts which allows the condi-
tions and outcomes of a contract on the Ethereum block chain to be implemented
as an executable program provided by the parties to the contract (or a third party).
The principal behind this is that it provides an unambiguous method for contract
settlement.

The computing costs for operations, including smart contracts, on the Ethereum
network are paid for by the parties that perform those operations. The currency for
this is termed gas and is equivalent to the Ethereum currency. One unit of gas is is
equivalent to 10~° ETH.

Controlling the cost of operations is an important part of using Ethereum ef-
fectively. If the cost of a smart contract cannot be limited then the parties risk an
undesirable loss of currency. To this end Ethereum provides a way to provide a budget

for the cost of an operation and to fail the operation if the budget is exceeded.
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2.5 0OCaml

The primary implementation language for our solution is OCaml [52]. In Chapter
5 the description of our methods requires an understanding of type definitions in
OCaml. We present here a bit of background on types in OCaml that is needed in
Chapter 5.

OCaml has a rich set of built-in types, including list and option, which our im-
plementation makes extensive use of. Both of these types are used as type modifiers
on other types to create a new type.

The list type has the semantics of a singly-linked list. Lists are immutable and so
operations that modify a list create a new list as a result.

The option type supports the case where a value can be either a concrete value
or Nothing. Loosely speaking, it can be seen as a generalization of the idea of null in
Java, for example, by adding an underlying type to a null value. This improves the
ability of the OCaml compiler to do type checking.

We use OCaml types in two different ways. The first is an enumerated type that
specifies the finite set of values that a type can take. For example consider this line

of OCaml code:

type primaryColor = RED | BLUE | GREEN

It creates a new type called primaryColor whose values can be one of RED, BLUFE,
or GREEN. These values are symbolic and have no other meaning unless we create
one with further type definitions or functions.

We use OCaml types to create records as well. A record type consists of a set
of type definitions for the attributes of that record. Here’s an example of an OCaml

record type definition:
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type student =
{ name: string;
major: string;

gradYear: int option;

This defines the type student which has 3 attributes: a name and a major, both of
which are a string (an OCaml built-in type) and optionally a graduation year which

is an integer.

2.6 Bubble Sort

To make the ideas that we present in this thesis clearer we will use an implementation
of bubble sort as an example throughout. Since a large part of the description of
our methods requires examining, in detail, the intermediate results that we produce,
we need an example that won’t be overwhelmingly large and yet still illustrate the
salient features of our analysis. Bubble sort meets this need: it’s a small number
of lines of C code but it contains 2 loops including a nested loop and a conditional
execution block (the code that swaps out-of-order items). We'll reference both the
C and WebAssembly versions of this code in the following sections so we provide an

overview of it here.

2.6.1 C Implementation of Bubble Sort

Figure 2.4 contains the C code for bubble sort. It takes two parameters, the number
of items to be sorted and a memory pointer to the items. The items to be sorted

are signed integers and they are sorted, in place, in increasing order. The algorithm
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is straightforward: it makes increasingly smaller passes through the list of items
swapping items that are out of order. At the end of a pass the smallest integer found

is guaranteed to be in the correct position.

void bubble(int n, int* data) {
int i, j, temp;

for(i = 0; i <n - 1; i++) {
for(j =0; j<n-1-1; j++) {
if(datal[j] > datalj + 11) {
temp = datalj];
datalj] = datalj + 1];
datalj + 1] = temp;

Figure 2.4: C code to implement bubble sort

2.6.2 WebAssembly Code for Bubble Sort

This end of this section contains the code that’s produced by the emscripten [23]
tool chain when the C code in Figure 2.4 is compiled to WebAssembly. Some aspects

of this code are worth noting:

e Line 1: The parameters are of type signed integer. As with the C code the first
parameter is the number of elements to be sorted. The second parameter is the
index in WebAssembly’s linear memory array at which the items to be sorted

are located.
e Line 2: The function has eight local variables of type signed integer.

e Lines 3, 5, 10, etc: The code is annotated with comments of the form “;; BB
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N”. These comments were added after compilation. BB stands for basic block

and the significance of their positioninf in the code will become clear in Section

4.2.

e Lines 4, 9, 18, 65 (and others): This code contains many new instructions com-

pared to our previous example. The instructions block, br_if, loop and end

are of particular interest and we’ll see them in Chapters 4 and 5.

The length of this code testifies to the low-level nature of WebAssembly. A C

function with less than 20 lines of code compiles to a WebAssembly function of close

to 100 lines of code.

(func (;6;) (type 6) (param i32 i32)
(local 132 i32 i32 i32 i32 i32 i32 i32)
;5 BB 0
block ;,; label = @1
;; BB 1

local.get O
i32.const 2
i32.1t_s

br_if 0 (;e@1;)
;; BB 2
i32.const O
local.set 2
local.get O
i32.const -1
i32.add

local.tee 3

local.set 4
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28
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31
32
33
34
35
36
37
38
39
40
41
42
43

44

loop ;; label = @2

;; BB 3
i32.const O
local.set b5
block ;, label =
;5 BB 4
local.get 2
i32.const -1
i32.xor
local.get O
i32.add
i32.const 1
i32.1t_s
br_if 0 (;@3;)
;; BB 5
loop ;; label

;; BB 6

block ;; label

;; BB 7
local.get 1
local.get 5
i32.const 2
i32.shl
i32.add
local.tee 6
i32.1load

local.tee 7




45
46

47

49
50
51
52
53

54

local.get 1
local.get 5
i32.const 1
i32.add
local.tee 5
i32.const 2
i32.shl
i32.add
local.tee 8
i32.1oad
local.tee 9
i32.1le_s
br_if 0 (;@5;)
;; BB 8
local.get 6
local.get 9
i32.store
local.get 8
local.get 7
i32.store

end

;; BB 9

local.get 5

local.get 4

i32.ne

br_if 0 (;@4;)

;, BB 10
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end
;; BB 11
end
;; BB 12
local.get 4
i32.const -1
i32.add
local.set 4
local.get 2
i32.const 1
i32.add
local.tee 2
local.get 3
i32.ne
br_if 0 (;@2;)
;; BB 13
end
;5 BB 14
end

BB 15

34




Chapter 3

Approach

In the Background chapter (specifically, Section 2.4) we identified some example ap-
plication domains that would benefit from a capability of determining a bound on a
function’s execution cost. We begin this chapter by elaborating on how this benefit
could be achieved. We provide support for our perspective that methods that are

currently used in these domains are primitive or inefficient.

3.1 Current Needs and Methods

We consider two application domains of interest, the extended Berkely Packet Filter
facility for the Linux operating system (eBPF) and the Ethereum block chain network.
Background on both of these domains is provided in Section 2.4.

For eBPF, the Linux kernel enforces restrictions that limit what an eBPF kernel
extension is permitted to do: the virtual machine underlying eBPF is restricted in
what it can do and the number of machine instructions that a kernel extension is
allowed to execute in one function call is limited [14]. This impacts the functionality

that can be effectively implemented in an eBPF kernel extension and represents a

35
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roadblock to innovation. See, for example, this thread [67] on Stack Overflow.

Operations on the Ethereum network require payment (in the Ethereum digital
currency, ether) for the computing resources they consume. Smart contracts are one
example of this [58]. Since execution of a smart contract can involve a software
function written by the author or a party to a contract, the cost of this contract
depends on the computing resources consumed by this software function. To control
the cost of an operation, a limit can be specified on its cost. If in the course of
performing the the operation the limit is exceeded, the operation is failed having
consumed the computing resources that allowed it to get to this failure point[25].
This is an inefficient use of resource but if it were possible to determine, a priori, what

resources would be consumed then this inefficiency could be reduced or eliminated.

3.2 Opportunities for Improvement

Since a general solution to the problem of bounding a function execution cost needs
to work with any function, a formal basis for ensuring this is required. As has been
described in Section 1.2 the halting problem implies that there is no general solution;
however, it may be the case that a solution for a broad subset of functions can be
arrived at. And so we will want a solution that is able to identify the cases where we
cannot produce a bound. All of this implies that a strong formal basis with existing
proofs of correctness will be required.

If we can design a solution with a suitable technology that meets the characteristics
of having a strong formal foundation then we will have made improvements to the
application domains that we identified as examples and provided a general solution

to a pervasive problem.

In recent history new programming languages such as Python, Rust, and Go
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have become popularly used. The formal foundations of these languages aren’t con-
tained in the original language specification and efforts to address this issue have
taken the form of follow-on research projects after the fact[4, 31, 38, 50]. Often the
research projects reduce the scope of the language definition to make the effort pos-
sible. These languages have comprehensive specifications but without a formal proof
of their soundness the possibility remains that these specifications contain contradic-
tions or are incomplete. Other languages, such as C and C++ allow for programs
with unspecified and undefined behaviour in their specifications [18]. The manner in
which these specifications are written, as well as some of the language features (like
dynamic typing), make this kind of formal proof impractical with the tools available

today.

3.3 A Path to a Solution

As we described in Section 2.1.3 WebAssembly meets the need for a language with a
strong formal specification that has been proven to be sound. Additionally the low
level nature of WebAssembly, coupled with the fact that its low control mechanisms
are structured, means it’s suitable for the kind of analysis that a solution to the
function cost bounding requires.

The fact that the principal use of WebAssembly is as a compilation target means
that code written in high level languages and compiled to WebAssembly inherits these
formalization benefits of WebAssembly. It also means it’s possible to use WebAssem-
bly in the example application domains described above as long as they are capable
of hosting a WebAssembly runtime.

The main approach that we’ve taken to solve this problem is to take a static anal-
ysis approach that uses methods from compiler construction and code optimization to

develop a model of the flow of control within a WebAssembly function and to analyze
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that flow of control to produce a bound on execution. The formal specification of
WebAssembly means that we are proceeding on a solid foundation and the low level
nature combined with structured flow control means the analysis is possible.

The community of researchers doing static analysis and language design work
related to WebAssembly have generally used OCaml for their implementation work
(62, 63, 64]. And so it is clearly an appropriate choice for the work being done here.

The result of this work is a tool called WANALYZE that takes as input a binary
WebAssembly module and, for each function in the module, produces an bound on
the cost of executing the function (based on its inputs) or fails if the bound can’t be

determined.

3.4 Defining Cost

To clarify our objective we provide a definition for the cost of a function, given the
input values to the function, as the number of WebAssembly instructions executed by
the function when called with those input values. Our goal is to produce an expression

for this cost that is dependent on the inputs.

Definition 1. (Cost of a function) Given a WebAssembly function f that’s invoked
with the parameter values x1, ...x,, the cost of the function, denoted |f], is the num-
ber of instructions executed by the WebAssembly virtual machine to complete the

function invocation. Note that generally |f| will depend on z1, ...x,,.

The soundness [32] of WebAssembly ensures that this definition is meaningful.
Any run-time implementation of WebAssembly that adheres to the specification has
a well-defined behaviour that is the same for all such implementations.

We forego a more intricate cost metric (for example, one that accounts for differ-
ences in instruction costs) in order to focus on the problem of determining the cost

for all possible paths through a function.
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3.5 Solution Overview

Figure 3.1 depicts the high-level architecture of WANALYZE. There are 3 main cat-

egories of components that make up WANALYZE.

Internal Representation

The main ideas behind components to create WANALYZE’s internal representation
of a WebAssembly binary module are described in detail in sections 4.2 and 4.3 and
the implementation in WANALYZE is described in 5.1 through 5.4. They consist of
components to read a WebAssembly module and create OCaml record structures that
mirror the module structure. Based on these record structures we build additional
data structures (basic blocks and extended basic blocks) that are useful for analyzing

the flow of execution in a WebAssembly function.

Execution Analysis

Execution Analysis components are based on basic blocks and extended basic blocks.
They are described in detail in Chapters 4 and 5. Their main purpose is to determine
cost bounds for certain cases, notably fragments of a function comprised of basic

blocks or extended basic blocks with or without loops.

Cost Analysis

These components, that are also described in Chapters 4 and 5, take the intermediate
results from Execution Analysis and combine them to create a cost bound for the
function. This is done based on a set of inequalities that can be found in Section

4.7.1.
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Chapter 4

Analyzing WebAssembly Functions

In this chapter we describe, in detail, the ways in which we analyze the execution
characteristics of a WebAssembly function. We define the main structures in a func-
tion that we analyze: the basic block and the extended basic block. We describe
analysis tools that allow us to determine the cost of the parts of a function that meet
certain assumptions: symbolic execution and the static single-assignment form. We
define building block algorithms that put these structures and analysis tools together

to allow a cost expression for the function to be determined.

Throughout this chapter we use examples to motivate and make clear how our
techniques work. The primary example that we use is the bubble sort function but
we supplement this with additional examples where beneficial. We show how what
we learn from the examples can strengthened and applied in general to a broad class

of functions.

41



42

Table 4.1: WebAssembly structure blocks

Block type | Label after | Notes
if/else/end end else is optional

block/end end

loop/end loop

4.1 Background

Before beginning to describe our methods for analyzing a WebAssembly function
we provide some details that are important to understand about the WebAssembly
instructions that create block structures in WebAssembly functions and how these
structure blocks define statement labels which are used to define the targets of branch
instructions that can alter the flow of control in a function. These structure blocks are
different from basic blocks and extended basic blocks that we’ll define in the following
sections. Structure blocks are inherent in the WebAssembly language definition and

not something that we define.

Table 4.1 contains a summary of the 3 types of structure block that can be found
in WebAssembly functions. We use the names of the instructions that make up
the structure block to distinguish these 3 types. The slash characters between the
names of the instruction denote arbitrary instructions that make up the body of the
block. Each instance of a structure block type in a function implicitly creates a label
(depending on the structure block type). These labels are placed on the instruction

immediately after the instruction specified in the “Label after” column in the table.

For example, consider a function that takes a signed integer n as input and returns
the sum of the first n integers. It returns 0 if n is less than or equal to zero. (The
code is written this way to illustrate the example. There are more efficient ways to do

this. Integer overflows are ignored since they complicate the example unnecessarily).

The C code for this function might be written as follows:
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int sum(int n)

{

int sum = O;
if (o> 0) {
int current = n;
while (current > 0) {
sum += current;

current = current - 1

}

return sum;

A WebAssembly function, where a block/end structure block is used for the C

if block and a loop/end structure block is used for a C while loop, is the following:

(func (;0;) (param i32) (result i32) (local i32 i32)

block ;5 create label 0 on line 27

i32.const O

local.set 1

i32.const O

local.get O

i32.1le_s

br_if 0 ;5 conditional branch to line 27

local.get O

local.set 2
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loop ;; create label 1 on line 12
i32.const O ;5 label 1
local.get 2
i32.1le_s
br_if 1 ;5 conditional branch to line 27
local.get 2
local.get 1
i32.add
local.set 1
i32.const 1
local.get 2
i32.sub
local.set 2
br 1 ;; unconditional branch to line 12
end
end

local.get 1 5, label O

In this function we have 2 structure blocks: the block/end structure block that’s
made up of instructions on line 4 through 26 and the loop/end structure block that
contains the instructions on lines 11 through 25. This example shows that structure
blocks can be nested. It also shows that label indexes being created when the first

instruction either a block, if or loop, of a structure block is encountered.
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4.2 Basic Blocks

4.2.1 Definition and Background

Reviewing the literature we see that analytical methods and their associated data
structures that are used in computer language compilers have applicability to our
problem. Especially relevant are the definitions found in Cooper and Torczon [15]
for basic blocks (section 4.3.2), extended basic blocks (section 8.2.3), and the static
single-assignment form (section 9.3). In the following sections we review the relevant
aspects of these.

Cooper and Torczon define basic blocks defined are as follows:

Definition 2. (Basic Block) In a computer program a Basic Block (BB) is a con-

tiguous sequence of instructions or statements that has the following properties:

e instructions in the BB are always executed sequentially (i.e. there are no

changes in flow control within the basic block),
e if one instruction in the BB is executed then they all are

To apply the idea of basic blocks to WebAssembly we must understand how it al-
lows for non-sequential execution. Unlike most machine instruction sets, WebAssem-
bly does not include instructions that provide the means to branch to an arbitrary
instruction. Rather, these 5 instructions: block, loop, if, else, and end, im-
plicitly define labels that can be branched to, and a scope in which the labels can
be referenced. The location of these labels is determined by the semantics of the

label-defining instruction:

e the block, if, and else instructions each define a label on the instruction
immediately following their corresponding end instruction. This provides a way

to branch out of an if/else/end structure block.
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e the loop instruction defines two labels: one on the next sequential instruction
and one on the instruction immediately following its corresponding end instruc-
tion. These provide a way to branch to the “top” of the loop and a way to
exit the loop. When discussing loops we’ll use the terms continue and break for

these two actions respectively.

A label is only visible within the scope of the structure block (i.e block/end,
if/else/end, or loop/end) in which it’s defined. For example a branch from the
body of one loop to that of another non-nested loop is not possible.

WebAssembly has 6 instructions that can cause a non-sequential flow control
within a function. They are if, br, br_if, br_table, return, and unreachable.

The semantics of these instructions is what one would expect from their names:

e if removes the top value from the value stack and continues execution sequen-
tially if the value is non-zero, otherwise it branches to the instruction immedi-
ately after the corresponding else if there is one, and to the corresponding end

if there isn’t.

e br unconditionally branches to the label provided as the operand to this in-

struction.

e br if removes the first value from the value stack and branches to the specified

label if it’s non-zero

e br_table removes the first value from the value stack and uses it as an index
into a table of labels that’s provided as an instruction operand. The label at

this index is branched to.
e return exits the current function.

e unreachable causes a runtime error that makes the current function terminate

and the runtime environment to stop functioning.
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It’s the responsibility of the WebAssembly compiler to track the definitions of
these labels and to generate code in the target machine language that implements the
required semantics. The language semantics allow this to be done statically, once,
when the module is loaded. There is no facility in the language to generate a label
dynamically.

With this understanding of the mechanics of flow control in a WebAssembly func-

tion in hand we can now define basic blocks for WebAssembly.

Definition 3. (Basic Blocks of a WebAssembly function) The (set of) Basic Blocks

of a WebAssembly function are those basic blocks with these properties:

e cach instruction in the body of the function is contained in exactly one of the

basic blocks,

e cach basic block ends with either ablock, loop, if, else, end, br, br_if,
br_table, return, unreachable instruction and contains no other occurrences

of any of these instructions.
Defining basic blocks in this way benefits our analysis in two ways:

e the set of basic blocks is uniquely determined and contains the minimum number

of basic blocks possible for the function,
e 1o basic block can be made larger by including more instructions in it.

In this sense the basic block structure is optimal given the basic block constraints.
The WebAssembly syntax rules require that the last instruction of a function must
be an end instruction. So each function has at least one basic block. The cost of a
function with exactly one basic block is the number of instructions in that basic block
which is the same as the number of instructions in the function. This leads us to the

following definition.
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Definition 4. (Cost of a Basic Block) The cost of a basic block of a WebAssembly

function is defined as the number of instructions in that basic block.

As a final note in this section observe that we don’t regard the WebAssembly call
and call_indirect instructions to be terminators of a basic block. This is because,

at this point, we are only interested in flow of control within a function and these

instructions don’t alter that.

4.2.2 Bubble Sort Example

The WebAssembly source code for the implementation of bubble sort can be found
in Chapter 2. This source code is annotated with comments that delimit the basic
blocks contains the source code. The basic blocks are number sequentially from zero
and each of them terminates in one of the instructions that we’ve identified in the
definition. From this basic block structure we are also able to produce a control flow
diagram that shows how execution can proceed from basic block to basic block. This
diagram (actually, the underlying data structure) will be useful when we begin to
compute code paths in the function. Figure 4.1 depicts this.

Note that labels are written in the source code at the beginning of a block/end
structured block, and that branches to that label go to the end instruction in the
structured block. For example, consider the block/end structured block that includes
source code lines 4 through 90. The source code comment on line 4 references “label
@17 which is the label implied by the block/end structured block. The conditional
branch on line 9, which uses this label, takes control to line 91 if the condition is true.
In the control flow diagram, this is illustrated by the arrow from BB 1 to BB 15. On
the other hand, in a structured block of the form loop/end the label is defined to
be at the beginning of that structured block. This allows a loop to be continued by

branching to the label. For example, consider the 1loop/end structured block on lines
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33 through 72. Label “@4” is on line 33, and the branch on line 70 takes control to
line 34. This corresponds to the dashed (red) arrow from BB 9 to BB 6.
It’s worth noting a few other points about this diagram and how it relates to the

bubble sort WebAssembly source code:

e Basic blocks are indexed sequentially from the beginning of the function. A
basic block with a lower index occurs closer to the beginning of the function

than one with a higher index.

e Transitions shown with dashed (red) lines (i.e. from basic blocks 9 to 6 and
from 12 to 3) represent those where execution flows backwards from a later

basic block to an earlier one. This occur in loops.

e the nested structure of the bubble sort loops is apparent in the diagram. It’s

shown by the nested dashed (red) transition from basic blocks 9 to 6.

e A conditional expression (i.e. if or br_if) is apparent in the diagram at basic
blocks 1, 4, 7, 9, and 12. In those cases there is more than 1 successor to the

basic block.

4.3 Extended Basic Blocks

Basic blocks provide a higher level abstraction of a function than that of a list of
instructions. They provide us a way to create diagrams where we see the overall
flow of control within a function. They also, importantly, provide a way to measure
execution cost at this higher level. We see the a potential benefit in defining an
even higher level of abstraction and applying these ideas of a higher level flow control
diagram, and a way of measuring execution cost to it.

We observe that a function has a coarser grained structure than that represented

by basic blocks. Specifically, sets of basic blocks within the function can be grouped



Figure 4.1: Basic block flow control diagram for bubble sort
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to make up the structure blocks such as loop/end, and if/else/end code blocks. It
seems that it would be useful to take advantage of this structure and to apply analysis

to these groupings of basic blocks.

To represent this higher level structure we define Extended Basic Blocks. In our
definition, an Extended Basic Block is composed of basic blocks, and, in the case of
nested loops, other Extended Basic Blocks. We want to diagram and analyze the
flow of control at the level of Extended Basic Blocks. In order to ensure this, we
require that the basic blocks within an Extended Basic Block are consecutive and

that execution flow control can only enter an Extended Basic Block at its first basic

block.

We also require that a loop structure be contained entirely in a single Extended
Basic Block and that the non-loop basic blocks of the function be aggregated into as
large as possible an Extended Basic Block, subject to the other constraints. These
provisos give us a coarser grained structure without obscuring any of the important

structural aspects of the function.

Since an Extended Basic Block may contain a loop or other conditional structure
we see that we won’t be able to compute a strict cost for it but we want to be able to
compute a bound on the cost of execution of an Extended Basic Block. The important
structural components of a loop that we’ll need to understand for the purpose of
computing a cost bound are the initial state of the virtual machine when we enter
the loop, its body, which can be made up of many basic blocks, the conditions under

which the loop is exited, and its nesting structure.

4.3.1 Definition and Background

Synthesizing these ideas into a data structure definition we arrive at the concept of

Extended Basic Blocks.
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Definition 5. (Extended Basic Block of a WebAssembly function) An Extended Ba-
sic Block (EBB) of a WebAssembly function contains both Basic Blocks and possibly
other Extended Basic Blocks. The conditions that determine how Basic Blocks are

assigned to Extended Basic Blocks are as follows:

e C1 An Extended Basic Block is created for each loop/end structure block in
the function. It contains the basic blocks of that code fragment beginning with
the first basic block after the loop instruction and ending with, and including,

the basic block containing the associated end instruction.

e (2 The Extended Basic Block of a nested loop is contained in the Extended

Basic Block of the loop in which it’s immediately nested.

e C3 A function’s flow of execution can only enter an Extended Basic Block at

the first Basic Block in the Extended Basic Block.

e (4 Consecutive Basic Blocks with no loops are placed in the same Extended

Basic Block subject to C3.

Some clarifying remarks about this definition are in order. We ensure that all
the basic blocks in a loop structured block are contained in a distinct extended basic
block, except the basic block containing the loop instruction. It isn’t part of the loop
EBB because the instructions in that basic block are not inside the loop. The loop
instruction is the last one in that basic block. Also, the loop structured block is the
only structured block that’s treated in this way. The others (if and block) are treated
as prescribed in the other conditions in the definition.

With this definition we see that the function can be decomposed into Extended
Basic Blocks of two types: those with loops and those without. Extended Basic Blocks

can be named unambiguously by the index of the first Basic Block they contain. When
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Table 4.2: Applying the definition to determine extended basic blocks for bubble sort
BBs of EBB Which rule(s)? Contained in

3. 13 C1
6 .. 10 C1, C2 3. 13
0..2 C4
15 C3, C4
14 C3, C4
3.5 C4 3. 13
11 C3, C4 3..13
12.. 13 C3, C4 3..13

a function has nested loops, the Extended Basic Block that contains the outer loop

will contain the Extended Basic Block that contains the inner loop.

4.3.2 Bubble Sort Example

Table 4.2 summarizes how we derive the set of Extended Basic Blocks for our bubble
sort example. First we create EBBs for each of the loops in the function by applying
condition 1 from the definition. This give us an EBB containing the BBs 3 to 13
inclusive and then an EBB containing the BBs 6 through 10 which, since it’s a nested
loop, is contained in the first EBB. Next we apply C4 to get the EBB containing BBs
0 through 2. At this point the remaining BBs that haven’t been assigned to an EBB
are 14 and 15. Since BB 15 can be entered from either BB 14 or BB 1, C3 tells us
that it can’t be in the same EBB as BB 14. So we create an EBB for each of BB 14
and BB 15.

The diagram in Figure 4.2 shows the resulting extended basic block structure for
the bubble sort example. Each rectangle represents an EBB. A dashed (red) rectangle
is used for an EBB that contains other EBBs. Lines with arrows are used to show
flow control between the EBBs with a dashed (red) line used when the flow control

is a loop being continued.
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4.4 Code Path Generation

We continue by using the definitions of basic blocks and extended basic blocks to
show how they help us with solving the problem of determining the cost of a function

with no loops.

4.4.1 A Simple Example

We start with a simple C function that’s compiled to WebAssembly to illustrate
the issues we encounter. Our example function takes 5 parameters and evaluates a
polynomial whose definition is based on the parameters. The first parameter is the
degree of the polynomial, the second is the value of the variable in the polynomial.
The remaining 3 parameters are the polynomial coefficients. If the degree of the

polynomial is less than 4 it’s evaluated, otherwise the value of variable is returned.

int compute(int n, int x, int a, int b, int c¢) {
if (n == 0)
return a;
else if (n == 1)
return a*x + b;
else if (n == 2)
return a*x*x + b*x + c;
else

return Xx;

The C compiler in the emscripten [23] toolchain is able to optimize the We-

bAssembly code that’s generated for this function to use the br_table instruction.
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This instruction is similar to the switch/case/break construct in C. The resulting
WebAssembly code has eleven basic blocks. Three of these basic blocks (5, 7 and 9)
consist of single end instruction that serves only to delimit a block/end structure
block. In all three cases the end instruction is preceded by an instruction that causes
an unconditional branch in the flow of control: a br_table or return instruction. As

a result control flow can never enter these basic blocks.

(func (;0;) (type 0) (param i32 i32 i32 i32 i32) (result i32)
;; BB O
block ;; label = @1
;; BB 1
block ;, label = @2
;; BB 2
block ;, label = @3
;; BB 3
block ;; label = @4
;; BB /4
local.get O
br_table 3 (;0@1;) 0 (;@4;) 1 (;@3;) 2 (;@2;)
;; BB 5
end
;; BB 6
local.get 2
local.get 1
i32.mul

local.get 3

132.add
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return

;5 BB 7
end
;5 BB 8
local.get 2
local.get 1
i32.mul
local.get 3
i32.add
local.get 1
132.mul
local.get 4
132.add
return

;; BB 9

end

;5 BB 10

local.get 1

local.set 2

end
;; BB 11

local.get 2

The control flow graph for this function is shown in Figure 4.3. Table 4.3 sum-
marizes the cost of each basic block in the function.

Two facts allow us to determine a first bound on the cost of such a function:



Figure 4.3: Basic block flow control diagram for compute function
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Table 4.3: Basic block costs for the compute function
Basic block Cost

0 1
1 1
2 1
3 1
4 2
5 1
6 6
7 1
8 10
9 1
10 3
11 1
Total 29

(i) the cost of executing a basic block is constant; (ii) in a function with no loops
each basic block is executed at most once. This allows us to formulate the following
bound on the execution cost: the sum of the costs of all basic blocks. For the compute

function this is 29.

We can improve on this by making a further observation: the Control Flow Graph
(CFG) for such a function is a directed graph with no cycles. And so we can formulate
a tighter bound on the cost: the maximum cost over all paths from the root of the tree
to a leaf node where we consider the cost of a path to be the sum of the cost of the
basic blocks on that path. That is, we consider all possible execution paths through
the function and take the maximum cost of those execution paths as our upper bound
on the function cost. Since we may exclude the cost of some basic blocks in this bound

it’s clearly a tighter cost bound than the first.

We summarize the paths from the function entry to a leaf node for the compute
function in Table 4.4. Taking the maximum path cost as the cost of the function

gives us a bound of 16 for the function cost.

The challenge that we have in determining this second bound is that it requires
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Table 4.4: Path costs for the compute function
Basic Blocks Cost

012346 12
012348 16
0123411 11
012341011 8
Maximum 16

that we consider all paths through the function. In examining real-world applications
it’s not uncommon to encounter functions with hundreds of if/end structure blocks.
The number of paths through the function is exponential in the number of such blocks
and so can exceed 10'°. A brute force approach of enumerating all paths will consume
gigabytes of memory on functions like this. While testing against functions found in
real applications, we find functions that practically can’t be costed because we run

out of memory using a complete enumeration approach.

Instead of enumerating all possible paths we can iterate through the list of basic
blocks and track the greatest cost, partial path to that basic block. After processing
all basic blocks we will have the cost of traversal to each leaf basic block. This give
us the maximum cost path. The runtime of this algorithm is shown in Cormen,
Leiserson, Rivest and Stein [16] to be O(V + E) where V' is the number of vertices
(i.e. basic blocks in our case) and E is the number of edges (i.e. execution paths
between pairs of basic blocks) in the CFG. In the worst case F could be as large as V?
(there’s an execution path between every pair of basic blocks) and so the algorithm
would have a time complexity of O(n?) where n is the number of basic blocks. This is
a great improvement on the approach of enumerating all possible paths. Furthermore,
as we’'ll see in the next section this analysis can also be applied to an extended basic

block that have no loops to give us a cost bound in this case.
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Table 4.5: Basic block costs for the bubble-sort inner loop
Basic block Cost

6 1
7 21
8 7
9 4
10 1
Total 34

Table 4.6: Non-looping path costs for the bubble sort inner loop
Basic Blocks Cost
678910 34
67910 27

Maximum 34

4.4.2 Bubble Sort Example

This example is based on the extended basic block that contains the inner loop of our
bubble-sort program. From Figure 4.2 we can see that this inner loop is contained in
the extended basic block made up of the basic blocks numbered 6 through 10. The
cost of these basic blocks is summarized in Table 4.5. Looking at those basic blocks
in Figure 4.1 we see that there are two non-looping paths through this extended basic
block. Their composition and cost is summarized in Table 4.6. This gives us 34
instructions as the worst-case cost for executing the body of the inner loop of our

bubble sort implementation.

4.4.3 Summary

To this point in this Chapter we’ve analyzed the cost of a function or extended
basic block with no loops by examining the static structure of the function at the
level of the basic block. We haven’t had the need to know what the inputs to the
function are. We could potentially make improvements to our bound by examining

the code within each basic block and considering the possible execution paths within a
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function. For example we might be able to determine that certain execution paths are
not possible. We don’t do this and instead make the more conservative assumption
that any execution path is possible. We then use that maximum cost bound to
determine a bound on the cost of the function or non-looping extended basic block.
From this analysis we arrive at the following result: The cost of executing a non-
looping extended basic block is bounded by the mazximum cost of all basic block paths
in the extended basic block. In the next Chapter we explore ways to analyze the

execution of a function in order to bound the cost of executing a loop.

4.5 Analysis of Execution

We now begin to turn our attention to the problem of bounding the cost of functions
with loops. We start with a simple example, a non-nested loop whose body is con-
tained in a single extended basic block. Recall from the previous chapter that we have
a method for bounding the cost of such a body: it’s the maximum cost of all paths
through the extended basic block. If we can further bound the number of iterations
of the loop then we can bound the cost of the loop over all iterations. Generally we
expect the bound on the number of iterations to be dependent on the inputs to the
function and so this bound will be parameterized by those inputs.

With this approach to bounding the cost of a loop as our motivation, we explore
ways to further our understanding of the execution characteristics of WebAssembly
code. Our goal is to understand the way in which branching decisions are made within
a loop.

Given that the decisions made within a loop are based on the state of the virtual
machine, we need a way to express the state of the virtual machine at any point
during execution. For this purpose the machine state consists of three distinct types

of information:
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Table 4.7: Array names for variables and memory in WebAssembly
i32 164 {32 f64
Parameters and locals n N f F
Globals gn gN gf gF
Memory m m m m

e The value stack: we use a list for this,

e Memory: this is expressed as a single array called m,

e Local and global variables and function parameters: we use a small number of

arrays that follow a naming convention to distinguish the data type (integer
or float), the bitness (32 or 64), and the scope (global or local) of the variable

values they store. This naming convention is shown in Table 4.7.

For example, the 6th local variable of a function that’s a 32 bit integer is expressed
as n[6]. The memory pointed to by this variable is m[n[6]] and a value stack
containing this memory value followed by its location is [m[n[6]]; n[6]]. Observe
that we use square brackets as a delimiter for the value stack and array indices and
that we use the semi-colon to separate value stack items.

With this view of the virtual machine state in mind, and our focus on bounding
the execution cost for loops, we can see that the body of a loop actually operates on
this heterogeneous set of variables. We can observe that the looping decision (i.e. the
decision to break a loop or continue it) will be made based on the content of those
variables. This leads us to two analysis tools that can be applied to our objective of
bounding loop execution cost: symbolic execution and the static single-assignment
form.

The bulk of this section is a description of these two approaches and how they

apply to our problem.



64

4.5.1 Symbolic Execution

The first technique that we explore is symbolic execution. Symbolic execution is a
method of recording the effects on the machine state symbolically, instruction by
instruction, when executing a code fragment. It gives us the ability to inspect the
state of the virtual machine at any point in a functions execution. For example,
we can look at a basic block that ends with a conditional branch instruction and

determine symbolically what expression the conditional branch is based on.

By way of example, we examine the WebAssembly code for the inner loop of our
bubble-sort implementation. From Figure 4.2 we can see that this code is contained
in the single extended basic block comprised of the basic blocks with index 6 through
10. Looking at the WebAssembly bubble sort code listing in Chapter 2 we can see

that this corresponds to lines 34 through 72 of the bubble sort code.

Table 4.8 contains this code. It has three columns: the first is the line number
from the original WebAssembly module, the second is the instruction at that line
number and the third is the stack contents after the instruction is executed and any
variable or memory changes that the instruction causes. We use the convention that
the left-most item in the stack is the one most recently added. Lines with comments
are not shown in the table. To improve the readability of this we also convert the

label indices in branch instructions to line numbers.

At a higher level this code behaves as follows: in lines 37 through 49 the 2 values
to be compared are loaded into temporary variables, and the loop counter is updated
(line 49), in lines 50 through 65 the two values are swapped if they are not in the
correct order, and in lines 67 through 70 the loop counter is compared to the loop
bound to determine if another loop pass is required. The variable n[5] is used for
the loop counter and is modified only on line 49. The variable n[4] is used as the

loop bound and is not modified in the loop body. Note that the code fragment uses
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Table 4.8: Symbolic execution of bubble-sort inner loop

Line Instruction Updated stack contents / Instruction side effects
37 local.get 1 [n[1]]
38 local.get 5 [n[5]; n[1]]
39 i32.const 2 [2; n[5]; n[1]]
40 i32.shl [(n[5] shl 2); n[1]]
41 i32.add [n[1] + (n[5] shl 2)]]
42  local.tee 6 [n[1] + (n[5] shl 2)]
n[6] < n[1] + (n[5] shl 2)
43  i32.load m[n[1] + (n[5] shl 2)]]
44 local.tee 7 [m[n[1] + (n[5] shl 2)]]
n[7] < mn[1] + (n[5] shl 2)]
45 local.get 1 [n[1]; m[n[1] + (n[5] shl 2)]]
46  local.get 5 [n[5]; n[1]; m[n[1] + (n[5] shl 2)]]
47 i32.const 1 [1; n[5]; nl[1]; m[n(1] + (n[5] shl 2)]1]
48  i32.add [n[5] + 1; nl[1]; m[n[1] + (n[5] shl 2)]1]
49 local.tee 5 [n[5] + 1; n[1]; m[n[1] + (n[5] shl 2)]1]
n[5] < n[5] + 1
50 i32.const 2 [2; n[5] + 1; n[1]; m[n[1] + (n[5] shl 2)]1]
51 i32.shl [((n[5] + 1) shl 2); n[1]; m[n[1] + (n[5] shl 2)]]
52  i32.add [n[1] + (5] + 1) shl 2); m[n[1] + (n[5] shl 2)]1]
53 local.tee 8 [n[1] + ((n[5] + 1) shl 2); m[n[1] + (n[5] shl 2)]]
n[8] < n[1] + ((n[5] + 1) shl 2)
54 i32.load [m[n[1] + ((n[5] + 1) shl 2)]; m[n[1] + (n[5] shl 2)]]
55 local.tee 9 [m[n[1] + ((n[5] + 1) shl 2)]; m[n[1] + (n[5] shl 2)]]
n[9] + m[((a[5] + 1) shl 2) + n[1]]
56  i32.le_s [mn[1] + (n[5] shl 2)] < m[n[1] + ((n[5] + 1) shl 2)]1]
57 br_if 67 (]
59 local.get 6 [n[6]]
60 local.get 9 [n[9]; n[6]]
61 i32.store []
m[n[9]] < n[6]
62 local.get 8 [n[8]]
63 local.get 7 [n[7]; n[8]]
64 132.store []
m[n[7]] < n[8]
65 end (]
67 local.get 5 [n[5]]
68 local.get 4 [n[4]; n[5]]
69 i32.ne [n[5] # n[4]]
70 br_if 37 (]
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variables like n[4] that have been previously initialized. We'll need a way to account
for that.

In summary, at this point we can bound the cost of a function with no loops or an
extended basic block with no loops and we can find we have a symbolic representation
of the virtual machine state at any point of execution.

Our goal is to use our ability to determine the loop condition to find a bound on
the number of loop iterations. We don’t, however, have a way to actually evaluate

the loop condition. We need another technique to give us the ability to do that.

4.5.2 Static Single-Assignment Form

Although we know the condition under which a loop terminates we don’t yet have a
means of determining the values of the variables that are used in the loop condition
expression. In addition, looking at Table 4.8 we can observe that the majority of
instructions in the loop body don’t actually affect the loop condition, the expression
that’s used to determine if the loop continues or not. If we can distill the code of the
loop down to a minimal set of statements or instructions that allow us to determine
how the variables involved in the loop condition are updated in the loop then perhaps
this will simplify the analysis required to reach our goal of determining an expression
for the number of iterations that a loop will execute. This is an example of a technique
called "program slicing” [79].

A static single-assignment form (SSA) consists of a sequence of assignment state-
ments using temporary variables and virtual machine state variables with the follow-

ing properties:
e cach temporary variable used in the sequence is assigned to exactly once,
e cach temporary variable contains a value before it’s used.

We don’t impose restrictions on how the machine state variables are used.
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Compilers generate SSA as an intermediate representation of a computation and
then use this SSA to optimize the code generated for the computation. We can
create this SSA representation for our loop body example. See Table 4.9 for the
result of this. In this table we reproduce the line number and instruction from the
symbolic execution table but we replace the machine state column with the SSA
that’s equivalent to the instruction. We use the identifier ¢ with a subscript for the

temporary variables that we use when an instruction produces a value on the stack.

We can use SSA when analyzing loops to determine loop conditions and how
variables used in the loop condition are updated within the loop. In both cases we
do this by first generating the SSA for the loop body and then iteratively expanding
an initial SSA by replacing temporary variables with the right-hand side of their
corresponding SSA. For the loop condition we start with the SSA of the loop condition.
For loop variables we start with the set of variables in the loop condition.

This iterative expansion of an SSA is accomplished by SSA traversing the list of
SSAs in reverse order, replacing occurrences of a temporary variable in the SSA we’re
expanding with the right hand side of the its corresponding SSA.

Table 4.10 shows how we do this for the loop condition. We start with the loop
expression condition from the instruction on line 70 as our expression to expand:
tao. Stepping backwards we see that 9y is initialized on line 69 and so we update
our expression to be expanded to be ty; # t5y. Continuing we expand ty; with its
definition from line 68 and 9y with its definition from line 67. At this point we
no longer have any temporary variables in our expression to expand and so we’ve
identified the loop condition.

Next we scan the loop condition to determine the set of variables that are refer-
enced in it. In this case it’s n[4] and n[5]. To determine how these loop variables
are updated in the loop we follow a similar process to that described in the previous

paragraph. We start with each SSA that updates the loop variable and expand it so



Table 4.9: SSA example

Line | Instruction Equivalent SSA
37 | local.get 1| t; + n[l]

38 | local.get 5 |ty < n[5]

39 i32.const 2 | t3 ¢+ 2

40 | i32.shl ty <ty shl t5
41 i32.add ts < 14+ 11
42 | local.tee 6 | n[6] < t;

43 | 132.1oad te < mlts)

44 | local.tee 7 | n[7] < tg

45 | local.get 1 | t7 < n[l]

46 local.get 5 | tg + n[5]

47 i32.const 1 | g+ 1

48 i32.add tig < tg + 19
49 | local.tee 5 | n[b] < tio

50 i32.const 2 | t1; + 2

51 | i32.shl t1s ¢ t1o shl t1;
52 i32.add t13 < 11 + 112
53 | local.tee 8 | n[8] < 3

54 i32.1load t14 < m[ty3]
55 | local.tee 9 | n[9] < ti4

56 | i32.1e.s tys 1y < Lg
o7 br_if 67 t1s

59 local.get 6 | tig < n[6]

60 | local.get 9 | t17 < nl9

61 i32.store mlti7] < tie
62 | local.get 8 | tiz < n[§]

63 | local.get 7 | tig < n[7]

64 | i32.store mtie] < t1g
65 end

67 | local.get 5 |ty < nl[f]

68 local.get 4 | ty; < n[4]

69 | i32.ne tog < Loy 7 tap
70 br_if 37 too

Table 4.10: SSA condition simplification

Instruction | SSA

70 too

69 to1 # top
68 n[4] 7é tg()
67 n[4] # n|5]

68
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Table 4.11: SSA condition variable updates

Instruction | n[4] | [n5]

49 n[5] < tio

13 n[5) <« ts + Ly
a7 n[5] < ts + 1
46 n[5] < n[5] +

that it has no temporary variables. In Table 4.11 we have the results of this process
for each of the variables found in the loop condition. For n[4] there are no SSA that
assign to it and so there’s no expansion required. For n[5] we find the assignment on
line 49 and then we use the SSA on lines 48, 47, and 46 to expand this assignment
to remove the temporary variables.

With this approach we’ve reduced the condition of the loop to a single expression:
n[4] # n[5] and we've determined that the variables in that expression are updated

in one way: n[5] < n[b] + 1.

4.5.3 Summary

In earlier sections we've described ways that we can bound the cost of a function
with no loops or an extended basic block with no loops. We used a basic block and
extended basic block representation of the function together with a maximum cost
graph algorithm for directed graphs with no cycles to achieve this. In this section
we address the problem of determining the conditions under which a loop continues
and how variables used in these loop conditions are updated. We show how to solve
this problem for loops that meet certain restrictions: they have no nested loops, the
body is a single extended basic block and there’s a single condition that’s used for
determining loop condition.

Next we’ll turn our attention to the problem of bounding the number of loop

iterations. We’ll use the results so far to show how we can do this.
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4.6 Loop Execution Cost

The goal of loop analysis in WANALYZE is to find an expression that bounds the cost
of execution of a loop. We observe that if we can bound on the cost of executing the
loop body once and we can bound the number of times a loop body will be executed
then we can combine these two bound to arrive at an expression for a bound on the
loop execution cost. It’s the product of the two bounds. This expression will generally

include the parameters to the function.

4.6.1 Approach

We already have a bound on the execution cost of a loop body. It’s an extended
basic block and we have already shown that its execution cost can be bounded by
the cost of the maximum cost path in the EBB. And so we focus on the problem of
determining a bound on the number of iterations a loop will execute.

In order to understand the execution time characteristics of the loop it seems that

we need to know the following:

e L1 Conditions that cause the loop to exit.

L2 Variables that are used in evaluating these conditions.

L3 Initial values of those variables when the loop is entered.

L4 How the variables are updated in the loop.

We can determine the expressions that cause the loop to exit by noticing that
there are essentially two ways to terminate a loop. Figure 4.4 shows an example of
each of these. The diagram on the left shows a loop that has a conditional branch

that continues the loop when the condition of a br_if instruction is true and stops
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loop loop

br_if br_if

br

end end

Figure 4.4: Loop structures

looping otherwise. The diagram on the right illustrates an alternative loop structure:
a conditional branch that breaks the loop followed by an unconditional branch that
continues the loop. In both cases the condition of a br_if instruction will determine
if the loop is exited. In the first form the condition under which the loop continues is
the condition evaluated in the br_if instruction. In the second form it’s the logical
negation of the condition of the br_if instruction.

To complete the set of possible ways to determine the conditions that cause a loop
to exit we need to allow for cases where an if instruction or a br_table instruction
are used. The structure will be the same as the br_if examples: there will be a br
or br_table instruction that either continues or exits the loop and the corresponding
condition of the if instruction will need to be reversed in logical sense if the loop is
being continued.

And so the procedure to find the conditions that cause a loop is as follows:

1. Find all basic blocks in the extended basic block of the loop that are terminated

by a br, br_if, or br_table instruction that either continues or exits the loop.
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2. For the cases where a br instruction is used find the corresponding if basic

block.

3. Enumerate all code paths from the first basic block to any of the basic blocks

terminated by these br_if, br_table, or if instructions.

4. Symbolically execute each of these code paths to determine the loop exit con-
dition. Either it or its logical negation will be the first item on the stack before

the br_if, br_table, or if instruction is executed.

This procedure gives L1, the list of conditions under which the loop will be exited.
The list will have more than one entry if there’s more than one way to exit the loop.

We can now parse those conditions to determine what variables they use, i.e. L2.

Then, for each variable we can then create the static single-assessment form for
all function execution paths to the loop EBB. We can then simplify these SSA as we
did in the bubble sort example (Table 4.11) to get the possible values of the variables
at loop entry. This gives us L3.

Finally, we can create a static single-assessment form for each of the variables but
this time simplify the SSA over all execution paths from the first BB of the loop to
the BB of their associated condition. This will give us L4.

This is then used to apply a set of heuristics depending on the condition and the
manner in which the condition variables are update to determine the number of loop

iterations.

4.6.2 Bubble Sort Example

To illustrate this we can use the example of the bubble sort inner loop, which is
exactly the code covered by the SSA analysis in Table 4.8. Examining Table 4.8 we
can see there are 2 br_if instructions in the body of the loop. The first one, on

line 57, is a branch forward to line 67. Importantly, it doesn’t exit the loop and so
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we don’t need to consider it’s loop condition. (In fact it’s checking whether a swap
is needed or not. This has no bearing on whether the loop continues or not). The
second br_if occurs on line 70, and it branches to the first instruction of the loop
if it’s condition is met. And so if the condition is not met the loop is exited. From
Table 4.8 we can see that the condition is n[5] # n[4] and the loop continues if this
condition is true. Since there are no other conditionals in the loop we only have one
item in the set of of loop exit conditions and it’s the logical negation of this condition,
namely n[5] = n[4]. This is our L1 in the terminology of the previous section

We can parse this expression to get L2 = {n[4], n[5]}. That is, our loop vari-
ables are n[4] and n[5].

To determine L3, the initial value of each of these variables when we enter the
loop we look at each code path to the loop. Examination of Figure 4.2 shows that

there are two paths to the extended basic block of the loop, [6 ... 10] :
e the path that uses the extended basic blocks [0 ... 2] and [3 ... 5]

e and the path made up of the 6 extended basic blocks [0 ... 2], [3 ... 5], [6 ...
10], [11], [12 ... 13], and [3, ... 5]

The second one is the longest non-looping path from the start of the function to
the extended basic block of the inner loop. By non-looping, in this case, we mean
that it doesn’t loop within the extended basic block of the loop. It does, however,
loop outside that extended basic block. We must examine both of these paths to
determine how the loop variables are initialized when we enter the loop. We do this
by creating the SSA for the code on each path and then simplifying that SSA for the
variables n[4] and n[5]. This process is the one described in Section 4.5.2. It shows
that the only BBs in the paths that contain instructions that affect n[4] or n[5] are
2, 3, and 12 Table 4.12 shows the end result of this process with for those BBs. It

contains the BB code and corresponding SSA where the analysis of the SSA shows



Table 4.12: Determining initial values for loop variables

BB | Line | Instruction SSA

2 11 i32.const 0 |{3 <+ 0
12 | local.set 2 | n[2] + tg
13 | local.get O |t < n|0]
14 i32.const -1 |ty + —1
15 i32.add tg <= 11 + to
16 | local.tee 3 | n[3] < t3
17 | local.set 4 | n[4] < t3

3 20 i32.const 0 |{3 <+ 0
21 local.set 5 | n[5] « tg

12 | 76 | local.get 4 |ty <« n[4]
77 i32.const -1 |t «+ —1
78 132.add to <= to + 11
79 | local.set 4 | n[4] < ts
80 | local.get 2 |t3 <« n[4]
81 i32.const 1 |ty + 1
82 | 1i32.add ts — 13+ ta
83 | local.tee 2 | n[2] «+ t;
84 | local.get 3 |tg + n[3]
85 | 132.ne tr < {5 # tg
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that the loop variables are updated. Tables 4.13 and 4.14 show the simplification

of the SSA to determine the how the variables are updated. These tables also only

show the effect of instructions in the BBs that affect how the variables are updated.

Blank entries in these tables occur when the instruction has no effect on n[4] or n[5].

From this we arrive at L3 = {n[4] < n[0] — 1, n[5] <— 0} for the first path and L3 =

{n[4] < n[4] — 1, n[5] < 0} for the second. The variable n[0] is the first parameter

of the sort function, namely the number of items to be sorted.

Finally, we’'ve already shown in the previous section how to determine L4. We

saw that only n[5] is updated in the loop and that L4 = {n[5] = n[5] + 1}.

To summarize, for our example we have



Table 4.13: SSA simplification - first path

Instruction | n[4] [nb]

21 n[5] — t10
20 n[5] < 0
17 n[d] < t3

16

15 n[4] — 11+ 1o

14 n[d] « t + -1

13 n[d] < nf0] + —1

12

11

Table 4.14: SSA simplification - second path

Instruction | n[4] [nb]

85

84

83

82

81

80

79 nl4] < to

78 n[4] — 1o+t

77 n[4] —tg+—1

76 n[4] < n[4] + -1

21 n[5] — 1o
20 n[5] < 0
16

15 n[4] — 11+ 1o

14 n[d « t + -1

13 4] < n[0] + —1

12

11
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{n[4] < n[0] — 1, n[5] < 0}, or L3 = {n[4] + n[4] — 1, n[5] «+ 0}

[ J
S
I

[ ]

|r‘
B
Il

{n[5] « n[5] + 1}.

From this information we can if N is the first parameter to the function that
the inner loop is executed N — 1 times the first time it’s entered and N — n[4] — 1

subsequent times. From this we see it’s executed (N — 1)/2 times.
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4.7 Cost Analysis

In this section we show how the methods described in the previous sections of the
chapter can be generalized to allow us to bound the cost of the function. We begin
with some terminology. When we use the phrase “EBB path” we mean an execution
path that’s made up of extended basic blocks. By “non-looping EBB paths” we mean
paths that contain no loops. The EBBs that make up the path may contain loops,
but at the level of the path there are no loops.

Similarly a “BB path” is an execution path that’s made up of basic blocks and a

“non-looping BB path” is a path with no loops..

4.7.1 Notation and Cost Equations

We introduce some notation:

e Use f to denote a function, X to denote the inputs to the function, ep for an

EBB path, e and ec an EBB, bp a BB path and b a BB.

e Let E(e) be the set of all non-looping EBB paths of EBBs in e that start at
the first EBB of e and exit e. Two points must be made about this definition:
we only consider EBB paths through e ignoring loops, and we only consider
paths made up of EBBs that are contained directly in e. Not those contained in
EBBs contained in e. E(e) contains only paths that are non-looping and only
paths that are one level below e. We extend this notation to let E(f) denote

all non-looping EBB paths through the function f.
e Let nE(ep) be the set of EBBs without a loop that are on the EBB path ep.

e Let [E(ep) be the set of EBBs with a loop that are on the EBB path ep
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e For a looping EBB ¢, let N(e, X) be a bound on the number of times the loop

will iterate given function inputs X.

e Let B(e) be the set of all non-looping BB paths of the EBB e.

With this terminology we can state the following inequalities for bounding the

cost of a function:

costp(f,X) < max cost,g(ep, f, X 4.1
P(X) € e costy(ep. . X) (41
t X) < t t e, X)]* N(e, X
costyp(ep, ec, X) < Z costg(e) + Z [ep;ggéc) costyp(ep’,e, X)] * N(e, X)
eenE(ep) eclE(ep)
(4.2)
costgp(e) < b;ggﬁ) cost,g(bp) (4.3)
cost,p(bp) = Z costp(b) (4.4)
bebp
cost(b) = number of instructions in BB b (4.5)

To disambiguate the various cost functions we use a subscript on the function
name. These subscripts are F' for the cost of the function, pE for the cost of an

EBB path, E for an EBB, pB for a BB path and B for a BB. The equations can be

summarized as follows:

e 4.1 The cost of a function is bounded by the maximum of the cost of all non-

looping EBB paths through that the function.

e 4.2 The cost of an EBB path is bounded by the sum of the cost of each non-
looping EBB in the path plus, inductively, the cost of each of the looping EBBs

times the number of iterations in the loop.
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e 4.3 The cost of an EBB is bounded by the maximum cost of all BB paths of

the EBB.
e 4.4 The cost of a BB path is the sum of the cost of the basic blocks in the path.

e 4.5 The cost of a BB is the number of instructions in the BB.

4.7.2 Bubble Sort Example

Throughout this section we’ve shown how to determine the basic blocks and extended
basic blocks of a function, how to enumerate the paths in a function and how to bound
the number of iterations of a loop. With these methods and the equations 4.1 through
4.5 we can produce a bound for the cost of a function.

We begin with equation 4.1. For this equation we need to know X, the inputs to
the function and E(f), the set of all non-looping EBB paths through the function.
We can write X = [N, A] where N is an integer representing the number of items
to be sorted and A is the list of items to be sorted. We can determine E(f) from
the extended basic block control flow graph in Figure 4.2. We see that there are 2

non-looping paths that meet the criteria of the definition of E(f):
e Path 1: [0 ... 2], [15]
o Path 2: [0 ... 2], [3 ... 13], [14], [15]

Notice that we’re using the requirement from the definition that paths in E(f) be
at the top level of f and that we don’t, at this point, use any of the lower level EBBs
contained in the EBB [3 ... 13] to construct our paths. Equation 4.1 tells us that the
cost of the function is cost of the max-cost path from these 2 paths.

In the following sections we walk through the cost calculations for each of these

paths.
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Path 1

We compute the cost of the paths using equation 4.2 to 4.5. We begin with path 1
and apply equation 4.2. This equation has two parts: the cost of EBBs that don’t
contain a loop and the cost of those that do. Since the first path doesn’t contain any
loops we can ignore the second part of the equation and arrive at this inequality for
its cost:

cost,p([0...2], [15]) < costg([0...2]) + costg([15...15])

We overload the use of cost as the name for these functions but the meaning
should be clear from the arguments. On the left-hand side of the inequality we have

the cost of a path and a cost of EBBs on the right hand side.

Applying equation 4.3 to simplify this requires that we enumerate the BB paths
through the EBBs [0 ... 2] and [15]. In each of these cases there’s only one path and

so we can apply equation 4.4 to get:

costg([0...2]) < cost,p([0,1])

costp([15...15]) < cost,p([15])

Finally we calculate the cost of each of these BB paths using equation 4.4 to get

cost,p([0,1]) = costp(0) + costp(l) =1+4=5

cost,p([15]) = costp(15) =1

This gives us the final cost result for Path 1 of

cost,p([0...2],[15]) <5+1=6
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Path 2

We follow a similar procedure for Path 2 with the added complication that it has an
EBB that, in turn contains another EBB. This means that we’ll need to apply both

parts of equation 4.2. Applying equation 4.2 gives us

cost,p([0...2], [3...13], [14], [15]) <= costg([0...2]) + costg([14]) + cost([15])

+ Maz ey eps..13)) (costyp(ep’, [3...13], X) = N([3...13], X))

To simplify this we need to calculate each of the costg values and to determine
all the paths through the EBB [3 ... 13] and choose the maximum cost one. We see
that costg([0...2]) + costg([14]) + costg([15]) < 7 similar to what we saw for Path 1
with the addition of costg[15]. For the paths through EBBJ[3 ... 13] we see that there
are 2: [3 ... 5], [6 ... 10], [11], [12 ... 13] and [3 ... 5], [12 ... 13]. Since the first is
a superset of the second we know that it will have the maximum cost. With these

simplifications we arrive at:

cost,p([0...2], [3...13], [14], [15]) <= 7

+ (cost,5([[3...5], [6...10], [11], [12...13]], [3...13], X) * N([3...13], X))

From the analysis that was done in Section 4.6.2 we know that N([3...13], X) <
N — 1 where N is the number items to be sorted. We then recursively apply equation

4.2 to give:

cost,p([0...2], [3...13], [14], [15]) <= T+(N—1)*(costg([3...5])+costg([11)]4costg([12...13])
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+ cost,p([[6...10]], [6...10]], X') * N([6...10], X))
We can simplify this as follows:
o costg([3...5]) = costp(3) + costp(4) + costp(h) =3+ 8 +1 =12
e costp([11]) = costp(11) =1
o costp([12...13]) = costp(12) 4 costp(13) =11+ 1 =12

e cost,g([[6...10]], [6...10]], X') = costg([6...10]) = costp(6) + costp(7) + costp(8) +
costp(9) +costp(10) =1+214+7+4+1=34

e N([6...10], X) <= (N —1)/2 (from the previous section)

Putting this all together we get

cost,p([0...2], [3...13], [14], [15]) <=7+ (25 + (N — 1) % 34/2) = (N — 1)

Since this is clearly greater than the cost bound of Path 1 we can see that it’s a

bound on the cost of the function, i.e.
costp(f) <=17TN* —9N — 1

This bound agrees with the well-known fact (see, for example, Edjal [22]) that the

bubble sort algorithm is O(n?) in time complexity.

4.8 Summary

In this section we have described in detail the methods we use to analyze a We-

bAssembly function in order to determine a bound on its execution cost. We have
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used Bubble Sort as a motivating example throughout and have, using these methods,
shown how each of the parts of this analysis contribute to determining the bound and
then synthesized a bound from these parts. In the next chapter we describe, in detail,

the algorithms that have been implemented in OCaml to perform these analyses.



Chapter 5

WANALYZE Implementation

The sections of this chapter are organized as follows. In Section 5.1, Internal Repre-
sentation, we provide a detailed description of the format of the binary WebAssembly
file (typically a .wasm file). Section 5.2 describes how the code that we've written
processes a file in this format. In subsequent sections we describe in detail how the
ideas described in the previous chapter have been implemented in WANALYZE. This
implementation consists of approximately 5,000 line of OCAML code that was devel-
oped over a period of about 10 months in 2021 and 2022. It’s available on GitHub

[37] as an open-source project with an nonrestrictive licensing requirement.

5.1 Internal Representation

To facilitate the analysis of the functions contained in a WebAssembly module we
begin by creating an internal representation of the pertinent elements of the module.
The starting point for this is the binary format (i.e .wasm file) that’s described in
Chapter 5 of the WebAssembly [75] specification. This binary format consists of a

sequence of variable length sections each of which contains specific attributes of the

84
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module. Table 5.1 contains a description of the contents of each of these sections.
The sections appear in the binary file in the order given in the table and the order
has been chosen to ensure that no forward references (to functions or data objects)
are required in a module. Each section, with the exception of the start and data
count sections, contains a vector of homogeneous elements of the type indicated by
the section name. Generally elements in these vectors are accessed by an integer
index into the vector.

The contents of each section and the order in which they appear in the binary
module definition is as follows. Throughout these descriptions we refer to the “runtime
environment”. This is the execution time environment that hosts the WebAssembly

module as described in Section 2.1.2.

Table 5.1: WebAssembly module sections

Name Contents
Function Types | Function type signatures
Imports Imported functions, tables, memories, variables
Functions Types of functions implemented in this module
Tables Function indexes used for indirect calls
Memories Linear memory size and limits
Globals Global variables
Exports Functions, tables, memories, variable
exported by this module
Start The function to be invoked when the module
is instantiated
Elements Static data used for table initialization
Data Count The number of data segments in the module
Code The byte code for each function
Data Static data used by the function

Function Types: The set of distinct function type signatures used either by im-

ported functions or by functions defined in this module. A function type signature is,
in turn, made up of two vectors that, respectively, specify the types of the function
parameters and the types of the function outputs. A WebAssembly function can have

multiple return values.
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Imports: A WebAssembly module can require that the runtime environment pro-
vide it with functions, tables, memories or globals. This section contains the definition
of these required import. This section contains the vector of descriptors of each of

the required import items.

Functions: This section defines the type signature of each function defined in the

module. Entries consist of an index into the Function Types section for each function.

Tables: A table contains a list of function indexes that can be used to call a

function indirectly.

Memories: In WebAssembly memory is modeled as a linear array of addressable
locations. This section allows for multiple memories to be defined but currently
implementations are restricted to one memory. The definition includes the minimum

and maximum number of pages for the memory.

Globals: This section defines the type and mutability of the global variables defined

by this module.

Exports: A module may export functions, tables, memories and globals to the

runtime environment. This section consists of a list of those items and their names.
Start: The function index of the function to be called when the module is loaded.
Elements: A vector of elements that are used to initialise tables.

Data Count: The number of items in the data section. Since this occurs before
the code section it can be used to validate operations in the code section that operate

on the data section.

Code: A vector that contains the WebAssembly code for each of the functions

implemented in the module.

Data: Static, initialized, immutable data that’s used by the module.
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5.2 WebAssembly Module Reader

This chapter describes the OCaml code that we’ve written to read the WebAssembly
binary file format. Since a single file contains a single WebAssembly module we
term this code the module reader. The purpose of the module reader is to parse the
binary WebAssembly module format and create an initial internal representation of
the module that’s suitable for further analysis. This is achieved by implementing a
recursive descent parser that calls reader methods for each distinct object type that
occurs in the binary file. The structure of the parser is derived directly from the
binary file production rules found in Chapter 5 of the WebAssembly specification
[76]. These reader methods correspond directly to the production rules and produce
a wide range of objects, from an entire section down to a single byte, from the binary
file. The production rules describe a hierarchical structure and the overall structure
of the parser mirrors this hierarchical structure. The parser is simplified by the fact
that the module structure does not require look-ahead. Any information required
to parse a specific object successfully is found in the binary file before or when it’s
required. Additionally the length of a variable length object is always known when
the object is read. So peeking forward to determine where an object ends is not
required. These facts ensure that WebAssembly can be efficiently parsed at runtime.
Since the module reader makes one linear pass through the WebAssembly binary it
runs in O(n) time where n is the size of the binary file. Further, since the initial
internal representation uses the same data types as the binary file and there’s no
compression of objects in the binary file, the storage required to create the internal
representation is also O(n).

As an example, consider the production rules for the type section (the first in
the module). This section defines the possible type signatures that a function in the

module can have. A type signature is made up of the definitions of the data types
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of the inputs to the function and those of the outputs of a function. Functions can

return more than one value.

These production rules consist of three parts: the left-hand side which names the
entity being defined, a middle section that defines the syntax (in the binary file),
of the entity being defined, and the right-hand side which defines the values of the
attributes of the entity being produced. The left-hand side is terminated by the ::=

symbol and the right-hand side begins after the = symbol.

In the middle section, the definition section, variables that are created by the
production rule appear in italics. A colon separates the name of a variable from the
definition of the value that’s assigned to it. Variables are used in the right-hand side
of the rule when they are part of (or all of) the entity that’s produced by the rule.
Byte values that literally appear in the binary file as fixed values are represented
in hexadecimal form Oxnn. A fixed width font, for example numtype, is used for

previously defined syntactic entities in the middle section.

These are taken verbatim from the WebAssembly specification:

reftype ::= 0x70 = funcref | 0x6F = externref
numtype ::= 0x7F = i32 | 0x7E = i64 | 0x7D = f32 | 0x7C = 64
valtype ::= t:numtype =t | t:reftype =t
vec(B) :=n:uld2 (z:B)" = 2"
resulttype ::=t*:vec(valtype) = [t"]
functype ::= 0x60 rt; :resulttype riy:resulttype = rt; — 1ty
sectiony(B) ::= N :byte size:u32 cont:B = cont

typesec ::= ft*:section;(vec(functype)) = ft*

In describing these rules we give an operational reading from the point of view of
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the parser. In this case the middle section is the input and the right-hand side is the
output. With this in mind we can read each of these production rules as follows:

reftype: reftype is an attribute that’s encoded as either the byte value 0270 for
funcref or 0x6F for externref.

numtype: numtype is an attribute that encodes one of the numeric types i32, 64, {32
or f64.

valtype: wvaltype is either a numtype or a reftype. This rule stores the value of the
attribute in the variable ¢ and produces it as the output of the rule.

vec: This is an example of a parameterized production rule. Its purpose is to
recognize the contents of a homogeneous vector whose values are produced by the
production rule B. The rule stores the length of the vector in the variable n and the
contents of the vector in variable = and produces it as a vector of the values of the n
items in x.

resulttype: This uses the vec and valtype production rules to initialize the variable
t* which is a vector of the valtype attributes. The result, [t*], represents those attribute
values in list form. Note that wvaltype can be either numtype or reftype and so list is
non-homogeneous. It can contain values of either type.

functype: A functype consists of a byte containing 0x60 (which can be discarded)
followed by two resulttypes. These are stored in the variable rt1 and rt2. The rule
produces a function signature based on these two variables.

section: This is the parameterized production rule is used to produce the content
of section N with that content being of produced by the rule B. The section number
is stored in the variable IV, its size in size and the content in cont. The rule uses the
variable cont to produce the content.

typesec: A typesec is found in the module section at index 1 and consists of a

vector of functypes. This is the rule that produces the content of the first section of

a WebAssembly module.
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In the OCaml implementation of the WebAssembly binary reader, a parser func-
tion is implemented for each production rule (i.e. the left-hand side of the rule) that
implements the rule by reading bytes from the binary input, recognizing any constant
values that the rule specifies (such as the 0270 or 026 F value in the re ftype rule),and
invoking additional parser functions that the right-hand side of the rule defines. This
is done in the manner of a recursive descent parser whose recursion terminates with

rules that use no other rules.

The final output of the binary reader is a set of populated OCaml data structures.
For the example presented, the type section, the data structure and the associated
OCaml type definitions are those shown in Figure 5.1. A similar hierarchy of type
definitions exists for each of the other module sections. Some basic type definitions

such as numtype are used in multiple section definitions.

The entire module is encapsulated in the OCaml type shown in Figure 5.2. In this
definition most fields are marked as mutable since they are updated as the associated
data is read from the binary module. Each of the *_section fields corresponds

directly to a section found in the binary module.

5.3 Basic Blocks

From Definition 3 in Chapter 4 for WebAssembly basic blocks we can now describe
the algorithm to produce the list of basic blocks for a WebAssembly function. It’s a
straightforward process of reading the instructions (and their operands) that make
up the function one by one, and emitting a basic block whenever we encounter an
instruction that’s in the list of basic blocks terminators specified in the definition.
This is detailed in Algorithm 1. Since this algorithm processes each instruction once

it runs in O(n) time where n is the number of instructions in the function.
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type numtype = | I32 | I64 | F32 | F64

type reftype = | Funcref | Externref

type valtype =
| Numtype of numtype
| Reftype of reftype

type resulttype = valtype

type functype =

{
rtl: resulttype list;
rt2: resulttype list;
b
type wm (* wasm module *) =
{
mutable type_section: functype list;
(¥ ... other section definitions *)
+

Figure 5.1: OCaml type definitions for the WebAssembly module type section
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type wm (* wasm Module *)

{

module_name:

mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable
mutable

data_count:
type_section:
import_section:

function_section:

table_section:
memory_section:
global_section:
export_section:
start_section:
element_section:
code_section:
data_section:

last_import_func:

next_global:
next_memory:
next_table:
next_data:

string;

int;

functype list;
import list;
typeidx list;
tabletype list;
memtype list;
global list;
export list;
funcidx option;
element list;
func list;

data list;
funcidx;

int;

int;

int;

int;

Figure 5.2: OCaml type definitions for the WebAssembly module
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Algorithm 1 Create basic blocks given function code, terminating instructions
1: procedure GETBASICBLOCKS(code, tinstrs)
2 // process each instruction in the code one by one
3 bbs «+ ||
4 bb < |]

5: for each instr in code do

6

7

8

9

bb < bb :: instr
// if it’s a control instruction then finish this BB and start a new one
if instr in tinstrs then

: bbs < bbs :: bb
10: bb + ||
11: return bbs

5.4 Extended Basic Blocks

Algorithm 2 shows the process for constructing a list of extended basic blocks for a
WebAssembly function that takes as input the list of basic blocks for that function.
It scans this list accumulating a list of basic blocks that will make up an extended
basic block. This is the current EBB in the algorithm. The algorithm also keeps
track of whether a loop has been encountered. It only processes loops at its current
level and defers processing of nested loops to a recursive invocation of itself.

An extended basic block is emitted when a basic block satisfying one of these

conditions is encountered:

e EBB1 The BB ends the current loop. In this case the procedure is called

recursively on the loop EBB that’s emitted.

e EBB2 It has a predecessor that’s not in the current EBB. We start a new EBB
in this case so that the flow control into it can be represented correctly in a

control flow diagram.

e EBB3 It begins a loop and we're not currently processing a loop. We determine

this by checking if the BB ends in a loop instruction and by keeping a flag that
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states whether we’re currently processing a loop or not.

e EBB4 It’s the last basic block of the function.

These conditions are referred to in comments in Algorithm 2 to make it clear how
they relate to the algorithm. EBBI1 is recognized when we process the basic block
that completes a loop. This basic block is an end basic block that’s at the same level
of nesting as the loop instruction at the beginning of the loop. EBB2 is recognized
when we process a basic block that has a predecessor that’s not in the extended basic
block we're currently building. EBB3 is recognized when we start a loop and EBB4

is recognized after we process the last basic block.

Each basic block can be processed more than once by this algorithm. It’s pro-
cessed once for each loop that it’s contained in. For example, a BB in an inner loop
that’s nested 3 levels deep will be processed 3 times. We can, therefore say that this
algorithm is O(N * M) where N is the number of basic blocks and M is the maximum
loop nesting. In practice N is usually much larger than M and the algorithm runs in

close to linear time.
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Algorithm 2 Get extended basic blocks given the basic blocks of a function

1: procedure GETEBBs(bbs)

2 ebbs < [|, current_ebb <+ [|,in_loop < false

3 // process each basic block in turn

4: for each bb in bbs do

5: if in_loop then

6 // EBBI does this BB end the loop?

7 // bb ends the loop if it’s an end at the same nesting level
8 // of the current loop

9: if bb is end of loop then

10: // yes, finish this EBB

11: ebbs < ebbs :: current_ebb

12: // process this ebb recursively since its the entire body of the loop
13: ebbs < ebbs :: Get EBBs(current_ebb)

14: current_ebb < [],in_loop < false

15: else

16: current_ebb <— current_ebb :: bb

17: else

18: // does this BB have a pred not in the EBB we're building?
19: if preds(bb) — current_ebb is not empty then

20: // EBB2 yes, put it in a new EBB

21: ebbs < ebbs :: current_ebb

22: current_ebb < [bb]

23: else

24: current_ebb <— current_ebb :: bb

25: // is this BB starting a loop? i.e. is loop the last instruction?
26: // in the BB

27: if bb is loop then

28: // EBB3 yes, start a new EBB for the loop

29: ebbs < ebbs :: current_ebb

30: current_ebb < [],in_loop <+ true

31: // EBB4 is there an EBB to emit?
32: if current_ebb # || then

33: ebbs < ebbs :: current_ebb

34: return ebbs

5.5 Control Flow Graphs

Algorithm 1 shows how to build a basic block as a list of instructions. Similarly

Algorithm 2 show how to build an extended basic block as a list of basic blocks. In
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both cases we also would like to understand how these BBs or EBBs are connected as
in a directed graph that represents the flow of control from one BB or EBB to another.
This allows us to produce Control Flow Graphs as useful diagrams of a function and,
more importantly, to be able to analyze the flow control within the function at the
level of BBs or EBBs. Focusing on basic blocks, we need to determine the successor
relationship between BBs. That its, we need to know to which BBs execution can
flow from a given BB. The same ideas apply to EBBs where we’d like to know the

successors to be able to understand execution flow control at the level of EBBs.

For both BBs and EBBs the fact that branching to the top of a loop is possible
means that a BB or EBB that occurs later in the list can have a successor that occurs
earlier in the list. This causes us to implement the process of determining successors
to be one that is applied in a second pass after the list of BBs or EBBs has been

created.

For BBs this pass consists of looking at the instruction at the end of the BB, the
instruction that caused the BB to be created, and determining the successors of the
BB based on that instruction. Table 5.2 lists all the possible instructions that can
terminate a BB and the successors that this kind of BB will. Generally there are a
4 possibilities: none, the next BB, a BB that’s a branch target, or the BB after the

end BB corresponding to an else BB.

Table 5.2: Basic block successors

Terminating

Instruction(s) Successor(s)

block, loop, else | next BB

else next BB of corresponding end BB
if next BB, else BB

br_if next BB, branch target BB

br, br_table branch target BB(s)
unreachable none

return none
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The successor relationship for EBBs can be built from the successors of BBs.
Observe that a BB in a given EBB may have successors that aren’t contained in
that EBB. The EBB that contains that successor (every BB is in some EBB) is a
successor to the given EBB. This can be implemented using OCaml list operations

that set union and minus operations on lists of BBs. Algorithm 3 outlines this.

Algorithm 3 Create successor list for an extended basic block
1: procedure GETSUCCOFEBB (ebb, ebbs)
2: succ_bbs < [|, succ_ebbs + ||
3 // get all the BB successors of all the BBs of ebb
4 for each bb in ebb do
5: succ_bbs < bbs U successors(bb)
6
7
8
9

// remove those that are in ebb
succ_bbs < succ_bbs — ebb
// get the EBBs of those BBs
: for each bb in succ_bbs do
10: // EbbOfBB returns the EBB that contains a given BB
11: succ_ebbs <— succ_ebbs :: EbbO f BB(bb, ebbs)

12: return succ_ebbs

Figures 5.5 and 5.5 contain the OCaml type definitions for the data structures
that are created by a combination of the these algorithms and the algorithms that
create BBs and EBBs. Fields in these types that are marked mutable are those whose
contents are determined in a second pass through the list BBs or EBBs.

The basic blocks type contains the index of the basic block, the start and end
indexes of the code of the basic block, the terminating instruction of the basic block,
the successors, and for convenience the predecessors, the nesting level, indexes to the
labels that the basic block creates, and optionally a reference to the basic block that
that’s the branch target of this basic block.

The extended basic blocks type has fields for the type of EBB (loop or non-loop),
the first BB of the EBB, the list of BBs in the EBB, the successors of the EBB, and
the nested EBBs in the given EBB.
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type bb_type =
BB_unknown
| BB_exit_end | BB_exit_return | BB_exit_unreachable
| BB_unreachable | BB_block | BB_loop | BB_if | BB_else
| BB_end | BB_br | BB_br_if | BB_br_table | BB_return

type bb =
{
(* index of this bb in the list of bblocks *)
bbindex: int;
(* index into e of the first op in the expr *)
start_op: int;
(* index+1 of the last op in the expr *)
mutable end_op: int;
(* bbs that can be directly reached by this bb *)
mutable succ: bb list;
(* bbs that can directly reach this bb *)
mutable pred: bb list;
(* effectively the control opcode that created this bb *)
mutable bbtype: bb_type;
(* nesting level of the last opcode in the bb *)
mutable nesting: int;
(* destination labels used inm BR, BR_IF, BR_TABLE
instructions *)
mutable labels: int list;
(* the basic block of a label created by this
bastc bblock *)
mutable br_dest: bb option;

Figure 5.3: OCaml type definitions WebAssembly basic blocks
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type ebb_type = EBB_loop | EBB_block

type ebb =
{
(* either a block or a loop*)
ebbtype: ebb_type;
(* bb that's the entry to the ebb *)
entry_bb: bb;
(* list of bbs that make up the ebb *)
bblocks: bb list;
(* list of ebblocks directly reachable from this onex)
mutable succ_ebbs: ebb list;

(* ebbs containing nested loops *)
nested_ebbs: ebb list;

Figure 5.4: OCaml type definitions WebAssembly extended basic blocks

5.6 Non-looping Extended Basic Block Algorithms

In Algorithm 2 we have shown how to create a list of extended basic blocks from a list
of basic blocks. In doing so we create two kinds of EBBs: those with loops and those
with no loops. In this section we focus on non-looping EBBs and describe algorithms
that enumerate all BB paths through them and that determine the maximum cost BB
path through them. These algorithms are based on the results of Algorithm 3 were
we show how to create a control flow graph from a list of extended basic blocks by
determining the successors of a given EBB. The approach used in the algorithm for
finding all paths is based on following successors to enumerate them. The algorithm
to find the maximum cost path through a non-looping EBB uses the fact that the

cost of a BB in that EBB is the number of instructions in the BB.

Algorithm 4 consists of two procedures. The first, GetBBPathsOfEBB, takes an

extended basic block as its input and calls the second procedure, GetPaths, with
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an initial set of values created from the first BB in the EBB. This procedure then
recursively processes the successors of each BB in the EBB to create the paths. The
recursion terminates under two conditions: either it reaches a successor that’s not in
the EBB (this terminates the path) or it has processed all successors for the given BB.
The worst case run time of this algorithm is O(N %) where N is the number of basic
blocks and S is the number of successors. However, since this algorithm produces all
paths its worst case memory usage is exponential in the number of basic blocks in
the extended basic block, i.e. it’s O(2) where N is the number of basic blocks. This
worst case memory usage occurs when the EBB contains a preponderance of basic
blocks that have multiple successors. In Table 5.2 we identified these as basic blocks

terminated by if, br_if or br_table instructions.

Algorithm 4 Generate BB paths of EBB

: procedure GETBBPATHSOFEBB (ebb)
// Root(ebb) returns the first BB of the EBB ebb
paths < GetPaths(ebb, Root(ebb), [Root(ebb)], [])
return paths

1
2
3
4
5. procedure GETPATHS(ebb, bb, path, paths)
6
7
8
9

// process each BB that’s a successor of the given BB
for each bV’ in Successors(bb) do

// is the successor is in the given ebb?

if b0’ in ebb then

10: // yes, get the paths from successors,

11: // add them to the paths found so far

12: // + is the list append operator

13: paths < GetPaths(ebb, bb', path + [bV'], paths) + paths
14: else

15: // no, add the path to the list of paths

16: paths < path :: paths

17: // in the case where a BB has multiple successors that exit the EBB
18: // we’ll have duplicate paths, so we de-duplicate the list
19: return DeDup(paths)

Algorithm 5 also consists of two procedures and the pattern is similar to that

of Algorithm 4: create an initial set of data based on the first BB in the BB and
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then recursively iterate through successive successors. Since this algorithm’s goal is
to find the maximum cost path in an EBB, and its cost we initialize two arrays,
max_path and cost, to hold our intermediate results. These arrays contain one entry
for every BB in the EBB; the BB numbers are the indices in the arrays. The procedure
GetCost updates these arrays as we find longer paths to a given array. The recursion
terminates under the same circumstances as Algorithm 5: either we reach a successor
that’s not in the EBB or we process all successors. As with the previous algorithm,
the worst case run time for this algorithm is O(N * S) where N is the number of
basic blocks and S is the number of successors. However the memory usage is linear,

O(N), in the number of basic blocks since we only store information for each basic

block.
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Algorithm 5 Find the maximum cost path through an EBB

1:
2:
3
4
5:
6
7
8
9

10:
11:
12:
13:
14:
15:

16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

27:
28:

29:

procedure GETMAXCOSTPATHOFEBB (ebb)

// initialise cost of the path to each BB in our EBB to zero
// and the max cost path to each BB to be empty
for each bb in ebb do
cost[bb] < 0, maz_path[bb] « |]
// initialise the cost and its path for the root BB
// [the Cost function returns the cost of a BB, i.e. the number
// of instructions in it
// Root(ebb) returns the first BB of the EBB ebb
cost[Root(ebb)] «— Cost(bb), max_path[Root(ebb)] < [Root(ebb)]
// process successor BBs
cost, max_path < GetCost(ebb, Root(ebb), cost, max_path)
// scan the costs to find the maximum
max_path_bb < bb of max(cost)
return cost[max_path_bb|, path|maz_path_bb]

procedure GETCOST(ebb, bb, cost, max_path)

// process each BB that’s a successor of the given BB
for each b’ in Successors(bb) do
// is this successor in the EBB?
if b0’ in ebb then
// ves,

// does it make a longer path than what we currently know?
if cost[bb] + Cost(bb') > cost[bl] then
// vyes, update the cost and make it the longest path to bb’
cost[bb'] < cost[bb] + Cost(bl')
mazx_path[bt'] < max_path[bb] + [b']
// recursively process the successor
cost, max_path < GetCost(ebb, bl , cost, max_path)

return cost, max_path

5.7 Symbolic Execution

Symbolic execution of WebAssembly code consists of processing a fragment of code

instruction by instruction to create an expression that represents the result of that

instruction while updating the virtual machine state appropriately with this expres-

sions. This means that the virtual machine state (including the contents of the value

stack, memory and variables) will be represented by the expressions that are produced
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by symbolic execution.

An instruction may query the virtual machine state and perform an operation
that depends on that state. Here are five examples of instructions that operate on
the virtual machine state in different ways. In this description “item” refers to either

a value or expression in the virtual machine state.

e The add instruction removes the first two items from the value stack, forms an

expression for their sum and places this expression on the value stack.

e The local.put instruction removes the first two items from the value stack. It

stores the first of these in the local variable indexed by the second.

e The global.get instruction removes the first item from the value stack. It gets
the expression for the value of the global variable indexed by this item and puts

it on the value stack.

e The load instruction removes the item at the top of the value stack and uses
as an index into the virtual machine’s linear memory to retrieve an item and

place it on the value stack.

e The br_table instruction removes the item at the top of the value stack and
uses it as an index into a table of labels to determine the location of the next

instruction to be executed.

From these examples we can see that the virtual machine state must include the
location of the next instruction to be executed, the value stack, local variables, global
variables, and the linear memory. In fact these items are sufficient to determine the
WebAssembly virtual machine state for the purpose of symbolic execution.

In order to be able to symbolically execute the instructions of any WebAssembly
module it’s necessary to be able to symbolically execute any WebAssembly instruc-

tion. To streamline this task we use the organization of groups and sub-groups of
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instructions that the WebAssembly specification defines. The purpose of doing so in
the specification is to reduce the amount of repetition that would be required if each
instruction were defined individually. We can use this to organize the implementa-
tion so that it doesn’t require specific code for every instruction. This re-use has
the effect of making the code more reliable. Table 5.3 summarizes these groups and
sub-groups. The largest group is the Numeric instructions. Instructions in this group
operate on the value stack. The sub-groups provide the ability to define constants,
perform unary and binary operations, test, compare and perform conversion using
the value stack. Variable instructions provide the ability to set and get both local
and variables from and to the value stack. Memory instructions provide the ability to
load and store memory values to and from the value stack and, in addition, to control
the size of memory, copy, and fill it. Control instructions can alter the normal flow
of execution and can use values on the value stack to do so. Parametric instructions
provide the ability to remove a value from the value stack and to conditionally select
an item on the values stack. Table instructions provide the ability to get and set the
values in a table and to control the contents of a table by growing, filling and copying
it. Finally, Reference instructions provide the ability to produce and check for null
references and to produce a reference to a specific function.

With these definitions the implementation of Symbolic Execution in WANALYZE
consists of decoding an instruction to determine its group and sub-group and, based

on these, updating the virtual machine state accordingly.

5.8 Static Single-Assignment Form

The purpose of using Static Single-Assignment Form in WANALYZE is twofold: to
determine the initial value of a variable upon entry to a loop and to produce the

assignment statements that cause a variable to be modified in the body of a loop. In
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Table 5.3: Instruction groups and sub-groups

Group Sub-groups

Numeric constant, unary, binary, test, compare, conversion
Variable local, global, load, store

Memory load, store, control

Control conditional, unconditional

Parametric | drop, select

Table get, set, control

Reference | null, function

both cases this is achieved by converting the list of basic blocks that make up the code
paths of interest (i.e. the path to the loop entry or the path through the body of the
loop) into a list SSA forms. These SSAs are then reduced to assignment statements
by iteratively replacing temporary variables on the left-hand side of an assignment
statement with the right-hand side of the SSA that initializes the temporary variable.
The nature of SSA, that a temporary variable is never modified after it’s initialized,

makes this possible.

5.8.1 Generation

Generation of SSA from a list of basic blocks proceeds instruction by instruction
through each basic block. The names of temporary variables include a sequential
index and so we keep a counter of the next temporary variable’s index that’s updated
every time a new temporary variable is created. Not all instructions cause SSA to be
generated.

Table 5.4 breaks down how SSA generation is performed based on the group and
sub-group of an instruction. Several points need to be made about the contents of

this table:

e Temporary variables are stored and retrieved from the stack. The 1 and |
operators are applied to the temporary variable to the right of the operator and

indicator that the value is, respectively, pushed to or popped from the stack.
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Table 5.4: SSA generation by instruction groups and sub-groups

Group Sub-groups SSA
Numeric constant Jti—c

unary, test, cvt Lt < op(Tt))

binary, compare Lt op(Tt;,Tty)
Variable local, get Lt < n[tt]

local, set n[tt;] «1t;

local, tee temp <1 t;, n[t t;] < temp, |ty < temp

global, get Lt < g[T t]

global, set gt ti] <1t

global, tee temp <1 t;, g[1 t;] < temp, | t; < temp
Memory load Lt < m[T t)]

store m[T t;] <71t

control None
Control br_if, if 7

br_table T, 1t

unconditional None
Parametric | drop Tt

select Lt  select(Tt;, T ty, T 1)
Table get L t; « table[1 t;]

set table[T tz] <—T tj

control size, grow, fill, drop | T¢;

control copy, init Tt 1t
Reference | ref.null $t; < nullref

ref.is null Lt —isnullref(1 t;)

ref . func Lti < funcref(1t;)
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e Any variable that’s pushed onto the stack is a newly created variable. The
index given to this variable is determined by a counter that’s incremented every
time a new variable is created. Any variable that’s popped from the stack is an

existing variable.

e In most cases temporary variables popped from the stack are used in the right
hand side of an assignment statement but in some cases they’re used as an
index on the left hand side. Also in some instructions, like the Parametric drop

instruction they’re simply popped from the stack and discarded.

e all variables (temporary, local, global, memory, or table) have an implicit type.
The WebAssembly runtime statically verifies at module load time that all in-
struction operands are of the correct data type. This means that we can ignore
variable types in the SSA that we generate because we know they will be correct

for the operation that’s being performed.

As each instruction is processed this table is used to determine the form that the
SSA that’s generated for it and the operations that are performed on the stack. This
process can be performed on a single instruction, a basic block, or a list of basic

blocks representing an execution path in a function.

5.8.2 OCaml Types

Figure 5.8.2 shows the OCaml type definitions for the Static Single Assignment
form. The three main types in this definition are var which represents a variable, et
which represent an expression and ssa which is the actual SSA for.

The type var has two attributes: the collection that the variable belongs to (e.g.
local, global, temporary, or memory variables) and its index in that collection.

The type et is a recursively defined type that represents an expression. An ex-

pression can consist of constants, variables, or nodes that contain an operator and its
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(* Variables *)
type var_type =

Var_parameter | Var_local | Var_retvalue

| Var_global | Var_temp | Var_memory

)

type var =
{
vtype: var_type;
idx: int;
b

(* Expression trees *)
type constant_value = Int_value of int | Int64_value of int64
| Float_value of float | String_value of string

type et = Empty

| Constant of constant_value

| Variable of var
| Node of node
and node = { op: string; args: et list }

(* SSA *)
type ssa = {
lhs:
mutable rhs:

3

var;
et;

Figure 5.5: OCaml type definitions for SSA
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operands which consist of other expressions.
Finally, the ssa type has two attributes: a variable which represent the left hand

side of the form and an expression which represents the right hand side.

5.8.3 Simplification

We now can use SSA to determine the initial value of a variable upon entry to a loop,
and to determine the assignment statements that represent how a variable changes
in a loop. We start by generating a list of basic blocks that make up the execution
path for which we’ll generate SSA. In the case of the initial value of a variable upon
entry to a loop, it’s the code path to the loop entry. In the case of the assignment
statements that represent how a variable changes in a loop, it’s the code path through
the body of the loop. Our objective is to simplify this SSA in such a way that we’re
left with only the assignment statements of interest (initial value, or updated values)
with no temporary variables.

Algorithm 6 describes the steps for doing this. The main idea is that the SSA
forms for the execution path are traversed in reverse order. Each of these forms is
used to simplify the expression for the variable which is initially set to be empty. If
the form’s left-hand side is the variable of interest then the expression for the variable
becomes the right hand side of the form. Otherwise the form is used to resolve any
occurrences of its left hand side in the right hand side of the expression.

This algorithm will ultimately produce an expression for the target variable that
contains only variables from the virtual machine state (i.e. locals, globals or memory)
and no temporary variables. Furthermore the expression will be only need to know
the virtual machine state at the beginning of the code execution path in order to
evaluate the expression. As we’ll see in subsequent sections this makes the expression
derived in this manner useful for the further analysis of loops. We use it to simplify

expressions for variables that are found in loop conditions.
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Algorithm 6 Simplify the SSA for a given variable
1: procedure SIMPLIFYSSAOFVAR(SSAs, var)
2: // initialize return expression to empty
3 eTPr < €

4: // process the list of SSAs in reverse order

5: for each ssa in Reverse(SSAs) do

6

7

8

9:

// apply the definition in this SSA
expr < ApplySSA(ssa,var, expr)
return expr

procedure APPLYSSA (ssa,var, expr)

10: // does this ssa update our variable?

11: if var == ssa.lhs then

12: // yes, return the rhs of the SSA

13: expr < ssa.rhs

14: else

15: // no, do we have an expression to expand?
16: if expr is Variable or Node then

17: // yes, replace occurrences of the lhs of the ssa in expr
18: // with the rhs of the ssa

19: expr < Replace(expr, ssa.lhs, ssa.rhs)
20: return expr

5.9 Loop Analysis

As we described in Section 4.6 we need four things to do the loop analysis that we

envision:
L1 Conditions that cause the loop to exit.
e L2 Variables that are used in evaluating these conditions.
e L3 Initial values of those variables when the loop is entered.
e L4 How the variables are updated in the loop.

The algorithms that we described in Section 5.8 are the algorithms that we use
to produce L3 and L4. In this section we describe the algorithms that are used to

produce L1 and L2
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5.9.1 L1 Loop Exit Conditions

We determine the exit conditions of the loop by examining all paths through the loop
body. We create these paths as lists of basic blocks. A loop make have multiple paths
through its body and a given path may have multiple loop exit conditions. These
multiple exit conditions may or not be distinct. For example a loop that has two
paths through its body may or may not exit with the same loop exit condition for
each of these paths.

In Section 4.6.1 we outlined the steps required to create the loop exit conditions.
We can now add details to how these steps are performed in WANALYZE based on
the type and algorithm definitions contained in the earlier sections of the chapter. In
particular we draw from the type definitions in Figures 5.5 (basic blocks), 5.5 (ex-
tended basic blocks), and 5.8.2 (SSA), the description of path generation algorithms
from based on control flow graphs in Section 5.5, and the description of symbolic
execution in Section 5.7.

The procedure to find the conditions that cause a loop is as follows:

1. Find all basic blocks in the extended basic block of the loop that are terminated
by a br, br_if, or br_table instruction that either continues or exits the loop.
This can be done by looping through the bblocks attribute of the ebb type and
examining the bbtype attribute of each bb. The br_dest attribute of the basic
block tells us if this continues or exits the loop based on whether the basic block

referenced by br_dest precedes the basic block or not.

2. For the cases where a br instruction is used find the corresponding if basic
block. This can be done by scanning the list of basic blocks in reverse order to
find the if basic block that the br is immediately nested in. If there is none

then this is an unconditional branch and doesn’t need to be examined further.
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3. Enumerate all code paths from the first basic block to any of the basic blocks
terminated by these br_if, br_table, or if instructions. This can be done us-

ing the path generation algorithms described in section sec:control-flow-graphs.

4. Symbolically execute each of these code paths to determine the loop exit con-
dition. Either it or its logical negation will be the item on the on the top of the

value stack before the br_if, br_table, or if instruction is executed.

This procedure examines each possible path through the loop body that results in
the loop terminating and so generates all possible loop termination conditions. The
final step is to scan the list of loop exit conditions that was found and discard any

duplicate conditions.

5.9.2 L2 Loop Condition Variables

Once we've determined the loop exit conditions we can examine them to determine
what variables they reference. The symbolic execution process that generates these
loop exit conditions uses the type et that we introduced in figure 5.8.2 as part of the
SSA discussion. Algorithm 7 takes as input a loop exit conditions and returns a list
of the variables that it references. In order to allow it to be used recursively it also
takes the list of variables found so far. This should be empty the first time it’s called.
Since we use a set union operator to construct the list of variables there’s no need to

remove duplicates from this list.
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Algorithm 7 Get the variables of a condition

1: procedure GETLOOPVARS(condition, vars)

2 // is the condition simply a variable?

3 if condition is Variable var then

4 // yes, add it to the list of variables we’ve found
5: vars <— vars Jwvar
6
7
8
9

// is the condition an expression?
else if condition is Node node then
// vyes, add the variables from the sub-expressions
for each arg in node.args do
10: vars < vars U GetLoopV ars(arg, vars)

11: return vars

5.10 Cost Analysis

This final section outlines each algorithm that’s required to be able to compute the
costs as defined by equations 4.1 to 4.5 in Section 4.7.1.

Starting with the simplest example, Algorithm 8 shows how to calculate the cost
of a basic block. This algorithm is defined based on the OCaml type in Figures 5.5.
Specifically it uses the start,p and end,p attributes, which are indexes to the first
and to one after the last instruction in the basic block. The cost of the basic block
is simply the difference between these two indexes. This gives us a way to evaluate

equation 4.5.

Algorithm 8 Get the cost of a BB
1: procedure GETCOSTOFBB (bb)
2: // return the number of instructions in bb
3: return bb.end_op — bb.start_op

Algorithm 9 is also quite simple given the analysis that we've done. Given a list
of basic blocks that represents a code execution path it computes the cost of that
path by summing the cost of each of the basic blocks in that path. These produces

the result of equation 4.4.
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Algorithm 9 Get the cost of a BB path

1
2
3
4:
5
6

: procedure GETCOSTOFBBPATH (bbs)

// initialize the cost
cost <0
for each bb in bbs do
cost < cost + GetCostO f BB(bb)

return cost

To get the result of equation 4.3 we can use Algorithm 5 from Section 5.6 to

produce all non-looping paths in an extended basic block and take the maximum of

the costs for all those paths. Algorithm 10 shows this.

Algorithm 10 Get the non-looping cost of an EBB

10:

1:
2:
3
4:
5:
6
7
8
9

procedure GETCOSTOFEBB (ebb)
// get the paths through this ebb
paths < Get BBPathsO f EBB(ebb)
// initialize the cost
cost < 0
for each path in paths do
new_cost = GetCostO f BBPath(path)
if new_cost > cost then
cost < new-_cost
return cost

Equation 4.2 has two terms on the right hand side. The first term is the sum of the

costs of all non-looping extended basic blocks and can be computed using equation

4.3 and therefore Algorithm 10.

The second term is the sum of the costs of the maximum cost paths through

looping extended basic blocks multiplied by the number of iterations of the loop.

This equation is recursively defined because a loop may contain loops and so the cost

of the inner loops must be carried into the cost of the outer loops.
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Algorithm 11 Get the cost of an EBB path
1: procedure GETCOSTOFEBBPATH(ebbs, ebb, X)
2 // initialize the cost
3 cost < 0
4 for each ebb’ in ebbs do
5: if ebb’ has no loop then
6:
7
8
9

cost < cost + GetCostO f EBB(ebb’)
else
costs < [
: for each ebbs’ in Get PathsO f Ebb(ebb) do
10: costs «— costs :: GetCostO f EBBPath(ebbs’, ebb, X) x N (ebb, X)

11: cost < cost + max(costs)

12: return cost

Finally, to calculate the cost of the function, i.e. the result of equation 4.1, we
calculate the cost of each extended basic block path through the function, using the

result of equation 4.2 and Algorithm 11.



Chapter 6

Test Results and Evaluation

Three sets of experiments were performed to analyze and measure the success rate
that WANALYZE achieved on a variety of input programs. Success was defined as
both being able to enumerate all paths through a function and being able to determine
the number of iterations for all loops within the function. If both of these can be

determined for a function then a bound on the cost of that function can be determined.

6.1 Bubble Sort

The focus of the first experiment was the bubble sort function that we’ve been using
as a running example. We wanted to determine if WANALYZE could successfully
produce a prediction for the number of instructions to be executed and to determine
how accurate that prediction was when compared to actual measurements.

This experiment was run in two parts. The first part involved running the bubble
sort WebAssembly code from Section 2.6.2 using the wasmtime [11] WebAssembly
runtime. This runtime has the ability to instrument WebAssembly code to measure

the amount of “fuel” the code consumes when executed. Conveniently it measures fuel

116
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as the number of instructions executed with the exception of nop, drop, block, and
and loop instructions. The design of WANALYZE allows instructions to be counted
in the same way.

The bubble sort WebAssembly function takes as input a fixed length array of 32
bit integers and sorts them in place. It’s well known that the performance of bubble
sort is dependent on the composition of the data. Worst case performance occurs
when the input data is ordered in the complete reverse of the sorted data. And so
two different tests were run to compare results. The first test was with the data in
this worst-case, reverse-sorted order. The second test was with the data in a random
order. Ten runs with input arrays sized between 10,000 and 100,000 in increments of
1,000 were run. In order to run this WebAssembly code using the wasmtime runtime
it was necessary to write “glue” code in Rust that creates the data. This code can
be found in Section 6.1.1.

The second part of the experiment involved running WANALYZE an the We-
bAssembly bubble sort function. The analysis was successful and produced this poly-
nomial:

17?2 —9n —1

as the bound on the number of instructions that would be executed when sorting n
items. This agrees, with our result from Section 4.7.2 and with the well-known fact
that bubble sort takes O(n?) time to execute. Table 6.1 contains the results of both

parts of the experiment.

6.1.1 Glue Layer Code

This glue layer code, written in Rust, loads the WebAssembly module containing the
bubble sort implementation and repeatedly initializes memory with data to be sorted

and calls the bubble sort function to sort it. It measures the amount of fuel consumed
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Table 6.1: Bubble sort bound vs. actual - wasmtime fuel

Items WANALYZE Worst-case Random
(K)  Bound (M) Actual (M) Difference Actual (M) Difference
10 1700 1550 9.67% 1401 17.69%
20 6800 6200 9.67% 5601 17.81%
30 15300 13950 9.67% 12594 17.90%
40 27200 24800 9.67% 22401 17.85%
50 42500 38750 9.68% 35000 17.85%
60 61200 55800 9.68% 50397 17.86%
70 83300 75950 9.68% 68625 17.81%
80 108800 99200 9.68% 89597 17.86%
90 137700 125550 9.68% 11340 17.85%
100 170000 155000 9.68% 13999 17.86%

by this call by setting the amount of fuel available to a very large value to ensure fuel

is not exhausted. It then reports on the amount of fuel consumed.

use anyhow: :Result;
use wasmtime: :*;
use std::env;

use rand: :Rng;

fn main() -> Result<()> {
// get our command line arguments

let args: Vec<String> = env::args().collect();

let w = &args([1]; // wasm module file

let f = &args[2]; // function we call

11

13

14

15

// set up the wasm configuration

let mut config = Config::new();

config.consume_fuel(true);

let engine = Engine::new(&config)?;
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17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41

42

let mut store = Store::new(&engine, ());

store.add_fuel(10_000_000_000_000)7;

// get the wasm module we'll run
let module = Module::from_file(store.engine(), w)7?;

let instance = Instance::new(&mut store, &module, &[]1)7;

// get the function in the wasm module that we'll call

let f_w =
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instance.get_typed_func::<(i32, i32), (), _>(&mut store, f)7;

// create an array that will hold the data we'll sort

let mut data: [i32; 100000] = [0; 100000];

// repeatedly call the function in the wasm module that we're

// measuring

for n in 1.. {
// determine how many items we'll sort this pass
let count = n*x10_000;
if count > 100_000 {

break;

// initialise the array with data that causes worst-case
// bubble-sort behaviour
for i in 0..count {

data[i] = (count-i) as i32;
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44

45

47
48
49
50
51
52
53

54
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// or alternatively initialise with random data

// datali] =

// rand: :thread_rng().gen_range(1, count as 132)
}
// copy it to the module's memory
let memory =

instance.get_memory(&mut store, "memory").unwrap();

unsafe {

let raw = memory.data_ptr(&mut store).offset(0);

raw.copy_from(data.as_ptr() as *const u8, 4*count);

// call the wasm code to sort the data
let fuel_before = store.fuel_consumed() .unwrap();
let _ = match f_w.call(&mut store, (count as i32, 0)) {
0k (v) => v,
Err() => {
println! ("Exhausted fuel sorting {} items", count);

break;

};
let fuel_consumed = store.fuel_consumed() .unwrap()
- fuel_before;
println! ("sorting {} items, [consumed {} fuell", count,
fuel_consumed) ;

store.add_fuel (fuel_consumed) ?;
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71
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0k ()

6.1.2 Results

The results for this test are shown in Table 6.1. The table shows that the test was run
on data sets containing a range of items that number between 10,000 and 100,000 in
increments of 10,000. The column titled “WANALYZE Bound” shows the bound that
WANALYZE produced for the number of instructions (in millions) executed to sort
that many items. The next column “Worst-case Actual” is the number of instructions
reported by wasmtime when sorting a set of items that is initially in the complete
reverse of sorted order. The column “Random Actual” is the number of instructions
but this time the set to be sorted is initially in random order. The two percentage
columns are the differences between the WANALYZE bound and the actual measured
result in wasmtime. The last section of this chapter contains a discussion of these

results.

6.2 Dhrystone Benchmark

The second experiment followed a similar same procedure as the first but this time
the WebAssembly code generated by the emscripten tool-chain for the version 2.1
of the Dhrystone benchmark [41] was analyzed. The Dhrystone benchmark takes a
single input that specifies the number of iterations of the benchmark test that are to
be run and so one might expect that performance will be linear in that parameter.
Inspection of the code verifies that this is the case and WANALYZE produces a cost
bound of
1033n + 2578
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where n is the number of Dhrystone iterations performed. See Table 6.2 for the
detailed measurements.

In this case no glue layer code was necessary because the Dhrystone program
has no input data. The number of iterations to be performed is a parameter that’s
compiled into the program.

The results in Table 6.2 follow a similar format to those for bubble sort. The
difference is that, since there is no input data to consider, it was only necessary to

run a single test for a given number of iterations.

Table 6.2: Dhrystone predicted / actual
Iterations wasmtime Actual WANALYZE Bound Difference

12088 7,834 12,487 59.39%
15110 9,792 15,609 59.40%
18666 12,100 19,282 59.36%
20336 13,180 21,007 59.39%
31110 20,183 32,137 59.23%

6.3 Sample Programs

The third experiment performed was designed to determine how successful WANA-
LYZE could be at determining the cost of every function found in larger applications
available as WebAssembly modules. To this end, seven WebAssembly modules of var-
ious sizes, representing a diverse set applications were analyzed by WANALYZE. We
recorded which functions could be successfully analyzed and the reasons for failure
when the analysis failed. These results appear in Table 6.3.

This table shows the name and type of each application. Lines of code and num-
bers of functions are given to provide an idea of the size of the applications. WAN-
ALYZE performance data in the form of lines of code analyzed per unit time and

the number of functions successfully analyzed is also given. The column “% Costed”
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Table 6.3: Sample programs (AMD Ryzen 7 3800XT, 3900 MHz)

Elapsed KLOC Function Functions %

(sec)  KLOC /sec Count Costed  Costed Type
allium 1.14 62 54 68 67 98.5%  bitcoin miner
gifsicle 8.55 90 11 353 351 99.4%  codec
mozjpeg  6.44 81 13 350 348 99.4%  codec
oxipng 12.63 147 12 426 422 99.1% codec
vim 69.35 644 9 4,833 4,827 99.9%  text editor
doom 179.83 905 5) 2,631 2,628 99.9% game

autocad 2901.87 22,641 8 93,664 93,642 99.9%  drawing tool

contains the percentage of functions in the application that WANALYZE was able to
produce a cost estimate for.

The WebAssembly binaries for these applications can be found on GitHub in the
WANALYZE project [37].

6.4 Observations and Discussion of Results

The results for both the bubble sort and Dhrystone test share some characteristics. In
both cases the bound produced by WANALYZE is indeed a bound. It’s greater than
the measured actual value. It’s also true, in both cases, that the difference measured
is a similar percentage for tests with the same input data. However this percentage
varies across different tests and tests with different input data.

This raises a few questions: Why does the WANALYZE bound differ from the
actual measurement at all? Why is there a difference between tests of different ap-
plications? For example, bubble sort with random data has a difference of 18%
(rounded) but Dhrystone has a difference of 59%. Why the difference between tests
with different data? The two different bubble sort tests have differences of 10% and
18%.

The primary reason for the difference between the WANALYZE bound and the

actual measurement is that WANALYZE necessarily chooses the most costly path
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when evaluating alternative costs in an extended basic block or basic block. In practice
this is a conservative approach because it will often be the case that a less costly path
is taken. This means that WANALYZE will produce a bound and the accuracy of
that bound will depend on how often the costliest path is taken.

This also explains the difference between different applications. In this case it’s
the fact that not only do the applications have lower cost paths that contribute to the
WANALYZE estimate being higher but the differences in the path structure of the
functions in the two applications also affects it. When looking at the extended basic
block’s flow control diagram for two functions this difference can be clearly seen. And
so the impact of lower cost paths will be different between the two applications.

It also explains why applications run on different data will have different results.
The effect of the lower cost paths will be different when different input data is used.

The results from the third experiment on seven different applications shows that
WANALYZE can successfully produce a bound for a very large range of functions.
This test included an analysis of over 200,000 functions consisting of over 24 million
lines of WebAssembly code. Failures were caused by one issue: the number of possible
extended basic block paths in the function exceeded a limit (1 million) that was put
in place to ensure that the analysis completes in a reasonable amount of time. In all
of the analysis of these seven applications there are 40 functions like this. When their
extended basic block flow control diagrams are examined it is seen that they either
have a few hundred or more conditional tree branches that are executed in serial
fashion or that they have tens of multi-way branches with tens of possible paths each.
The number of paths grows exponentially in the number of these tree branches and

so more than a million paths are found under these circumstances.



Chapter 7

Conclusions and Future Work

In this final chapter we return to the research questions posed in the introduction
chapter, summarize the conclusions from our work and outline some avenues for

further research and development that should be explored.

7.1 Research Questions

In the introduction we posed three research questions that we’re now in a position to
answer.

Research Question 1 asked what properties or preconditions must be satisfied
in order that we can bound the cost of a WebAssembly function. Our test of the seven
real world applications that we described in Chapter 6 lead us to believe that we can
produce this bound for almost all WebAssembly functions in such an application. The
only circumstance under which we fail is when the extended basic block flow control
diagram of the function contains a large number of possible paths.

Research Question 2 asked what proportion of functions in real-world applica-

tions could we analyse successfully. The success rate for the seven applications that
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we tested ranged from 98.5% to over 99.9%. The overall success rate was over 99.9%
of all functions with this result being dominated by the high success rate achieved in
the largest application.

Research Question 3 asked whether the analysis could be done in a timely man-
ner. The results in Table 6.3 show that this the case for moderately size applications.
Applications with 150,000 or few lines of WebAssembly source can be analyzed in less
than 15 seconds. Once the analysis is done it’s valid until the application changes
and so a system that pre-computes or caches the bound would reduce the importance

on how quickly it can be done.

7.2 Future Work

This work raises additional software development work to be done and research ques-
tions that are unanswered at this point.

The first area is to further demonstrate the validity of WANALZE by increasing
the amount of testing done and providing formal assurance of the results. We’ve been
able to test our designs and code against a moderate number of diverse applications
but to increase our confidence in the results a broader set of tests should be performed,
and, perhaps more importantly, key aspects of the system should be formally proven
to be correct. As well as providing greater assurance, a mechanization of this proof of
correctness would also mean that the provably correct code could be generated from
such a proof.

Forthcoming WebAssembly features will provide challenges in extending WAN-
ALYZE. In particular, exception handling and tail calls will require changes to our
extended basic block definition and that this entails. As part of any effort to support
these features it will be useful to extend WANALYZE to provide a bound on an entire

function call graph rather than just a single function invocation.
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An open question at this point is whether this work can be applied to other
programming languages. Rust, in particular, may have a sufficient formal definition
to allow this. At this point the greatest challenge would seem to be the fact that
Rust, unlike WebAssembly, is decidedly not low level.

Another open question is whether the methods that we describe herein can be
extended or used directly to solve other types of static analysis problems such as
data flow analysis. This would have broad applicability to the security and quality of

application and infrastructure systems.

7.3 Conclusion

WANALYZE can determine a bound on the execution cost for almost all functions
in real world applications written in WebAssembly. For moderate-sized applications
this bound can be produced in a timely manner. Strategies can be deployed to
persist the bounds that can be pre-computed for very large applications. Aspects of
WebAssembly, particular that has a formal definition, is low-level in nature and it

has structured flow control contribute to make it possible to compute these bounds.
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